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Abstract

This research aims to identify marketing insights that can assist marketing departments at cybersecurity
vendors in persuading their customers to transition from on-premises deployment to a cloud application when
the vendor decides to develop a new product on the cloud and discontinue the on-premises version. With the
global trend of customers migrating to the cloud and vendors adapting their technologies accordingly, the
need for such marketing insights in developing a strategic marketing plan is evident. Its purpose is to deter
customers from abandoning the service and switching to competitors offering on-premises solutions. Previous
studies indicate that the global rise in customer migration to the cloud is primarily driven by cost savings and
efficiency. However, other studies have shown that while vendors develop and adjust their technologies for
the cloud, many organizations are not yet ready for such a shift and prefer to maintain on-premises
deployments. There is also an extensive body of literature that describes challenges related to security
concerns, small organizations unprepared for migration, regulatory readiness, and issues with training and
resource availability. Moreover, numerous cybersecurity research papers, frameworks, and methodologies are
associated with cloud adoption. In this research, a qualitative analysis is conducted through in-depth
interviews with 13 security professionals, focusing on a case study of active defense cybersecurity. Through
the use of content analysis and thematic analysis, we aim to identify the primary themes that will contribute to
a more comprehensive future model for researching and explaining consumer behavior during the transition
of cybersecurity technologies from on-premises to the cloud or a hybrid cloud environment.

Keywords: Cloud Adoption, Marketing Plan, Migration to Cloud, Security Professionals, Deception
Technologey

1. Introduction: Bridging the Knowledge Gap in Cybersecurity Cloud Migration

In the rapidly evolving landscape of cybersecurity and smart cities, the literature has
extensively explored the benefits of cloud adoption in various sectors, highlighting
efficiency gains and cost savings, as well described in [1], [2], [3], [4], [5]. However, a
critical gap exists in the specific realm of cybersecurity enterprise software vendors and
their migration strategies to the cloud, particularly in the context of smart cities. While
vendors strive to adapt to cloud technologies, a significant number of organizations remain
hesitant, opting for on-premises deployment due to security concerns, regulatory issues,
and resource constraints, as well covered by [6], [7], [8], [9], [10], [11], [12], [13], [14],
[15]. This research aims to address this knowledge gap by delving into the specific
challenges faced by cybersecurity vendors in migrating clients from on-premises to cloud
solutions within the context of smart cities. The literature lacks a focused exploration of
migration plans and marketing strategies tailored to the unique needs of cybersecurity



clientele, especially in the context of smart city infrastructure. Additionally, gaps persist in
understanding comprehensive cloud features, ecosystem integrations, trust issues, and
perception factors influencing customers' willingness to migrate in the specific context of
smart cities.

1.1. Motivation and Significance: Enhancing Marketing Strategies in Cybersecurity

Motivated by the necessity to fill this void, this research seeks to contribute to the decision-
making processes of enterprise security vendors. The significance lies in aiding these
vendors to make informed marketing decisions, particularly in developing tailored
marketing strategy plans for transitioning clients from on-premises to Software as a Service
(SaaS) or hybrid cloud deployments. Such strategic plans are crucial for retaining
customers, preventing revenue loss, and safeguarding the vendor's reputation.

The chosen case study focuses on active cyber defense technology, specifically the shift
from on-premises deployment to hybrid or full SaaS models. Understanding how
organizations perceive this transition is essential for vendors looking to convince their
clients to embrace the cloud platform. This move promises immediate cost reductions for
customers but poses risks for vendors in terms of subscription renewals and potential
customer churn. Addressing these challenges requires an early adoption of the right
marketing strategy.

The shift to cloud-based solutions also influences organizational behavior, requiring new
training and skill sets, potential workforce changes, and challenges in adapting to cloud-
oriented functionalities as indicated also by Stewart [8] and Meersman [9]. This research
explores these social and organizational impacts, providing valuable insights for both
vendors and organizations contemplating the shift.

Furthermore, the research extends its significance beyond the cybersecurity domain by
contributing to universal strategic marketing methodologies. The development of primary
data instruments, including open-ended questionnaires for security leaders.

1.2. Research Problem: Navigating the Complex Landscape of Cloud Adoption in
Cybersecurity

The research problem stems from the ongoing debate surrounding on-premises versus
cloud adoption in various industries. While some sectors have embraced cloud technologies
for cost-saving reasons, the cybersecurity domain, especially in federal and government
industries, exhibits hesitancy due to security concerns [13]. This hesitation prompts
cybersecurity vendors to invest in alternative solutions, such as hybrid cloud or fully SaaS
models, leading to a myriad of challenges.

Our research focuses on the dilemma faced by cybersecurity vendors in migrating on-
premises customers to the cloud. The potential loss of customers, profitability, and trust
looms large as vendors transition to new business and pricing models. The shift not only



affects customers' perceptions of cost-saving but also raises concerns about security, data
privacy, and the ability to integrate with other ecosystem security software.

Strategically managing this transition is critical for vendors to avoid customer churn and
loss of trust. This qualitative analysis research is the first stage in a wider research which
aims to develop and execute a comprehensive strategic marketing plan that addresses these
challenges, ensuring a smooth migration process for both vendors and clients.

1.3. Research Questions, Aims, and Objectives: Unveiling Perceptions in Cybersecurity
Cloud Migration

The research questions guide our exploration into organizations' perceptions of the shift
from on-premises software to cloud applications in the realm of cyber-active defense
technology. We aim to uncover insights related to extended features, new cloud ecosystem
integrations, cost-saving perspectives, and the impact of trust in cloud security.

The objective of this first stage research are:

To examine how organizations using cyber-active defense technology perceive the shift
from on-premises software to a cloud application concerning extended features and
functionalities.

To explore organizations' perceptions of the shift from on-premises software to a cloud
application when leveraging new cloud ecosystem integrations.

To investigate how organizations utilizing cyber-active defense technology view the shift
from on-premises installation to a cloud application from a cost-saving perspective.

To assess organizations' perceptions of the shift from on-premises software to a cloud
application based on their trust in cloud security.

1.4. The Context of the Research: Active Defense Cybersecurity Technology

The research contextualizes the investigation within the realm of active defense
cybersecurity technology, focusing on solutions like deception technology. Traditionally
deployed on-premises for network segmentation, vendors are now steering clients toward
hybrid cloud or fully SaaS environments. This context provides a rich case study for
understanding the dynamics of transitioning from on-premises solutions to cloud
applications.

1.5. Literature Review: Navigating Challenges and Advantages in Cloud Adoption

A comprehensive literature review identifies the challenges and advantages of cloud
adoption across public and private sectors. Security concerns, regulatory readiness, training
gaps, and resource constraints have been cited as barriers to adoption [6], [7], [8], [9]. [10],
[11], [12], [13], [14], [15]. While studies acknowledge the benefits of cloud adoption in
various sectors [1], [2], [3], [4], [5], there remains a dearth of literature addressing the
specific challenges and marketing strategies for security software migration to the cloud.

1.6. Theories Related to the Study: A Theoretical Framework for Informed Decision-
Making



Theoretical frameworks such as transaction cost theory, diffusion of innovations theory,
resource dependence theory, UTAUT, stakeholder theory, theory of reasoned action, theory
of planned behavior, and theory of buyer behavior provide a robust foundation for
understanding the complexities of cloud adoption and marketing strategies [16], [17], [18],
[19], [20], [21], [22], [23], [24], [25], [26], [27]. These theories offer valuable insights into
the factors influencing customers' decisions, trust in the cloud, and the development of
effective marketing strategies for cybersecurity vendors navigating the transition from on-
premises to cloud solutions.

In conclusion, this research endeavors to bridge the knowledge gap in the specific context
of cybersecurity enterprise software vendors, providing actionable insights to guide
informed marketing decisions in the dynamic landscape of cloud adoption.

2. Method
2.1. Pilot

A pilot study aimed to improve data collection quality by refining questions for relevance
and appropriateness adopted from similar pilot method previosely used by Teijlingen, E.
R., & Hundley, V [28]. The study also measured interview time alignment and ensured
meaningful responses to each question [28]. Additionally, it confirmed the accurate
interpretation of responses for required data collection and the provision of sufficient data
for subsequent research stages, facilitating deductions related to research concepts, aims,
and objectives as suggested by Berg, B. L [29].

In the pilot study phase, three carefully selected participants (Participants 1-3) met specific
criteria for the first stage of the research, representing various industries, being over 18,
with at least two years of cybersecurity software experience and decision-making authority
in procurement. An additional participant (Participant 4), a Social Science Psychology and
Communication student with two years of experience, offered a unique perspective on the
guestionnaire's structure, question order, clarity, language, and communication. In this pilot
study phase, Participant 1 was an IT & Security Team Leader with six years of experience
in the education sector, Participant 2 is a Security Project Manager with three years of
experience in government, and Participant 3 is an IT & Security Engineer with eight years
of experience in the high-tech industry.

Insights from these pilot interviews informed the revised questionnaire.(Appendix A)

2.2. Participant Selection and Data Collection

After the pilot study, a combination of stratified sampling and purposive sampling was
employed to select participants for the main study. Recruitment was carried out through
LinkedIn, resulting in a sample of thirteen Israeli security leaders across diverse
industries. The criteria for inclusion were individuals aged eighteen or above, possessing
a minimum of two years of experience with cybersecurity software, and familiarity with



cyber active defense solutions. Additionally, participants were required to have decision-
making authority for cybersecurity software procurement within their organization,
including the potential transition from on-premises security software to the cloud. A
detailed participant demographic profile is provided in Appendix B.

The sample size aligns with the recommendations from similar qualitative studies,
suggesting that between ten and fifteen participants are adequate for meaningful analysis
[7]. Data collection involved semi-structured interviews lasting 45 minutes, conducted
uniformly using the same interview protocol. These interactions occurred either over
Zoom or via field notes for participants who objected to recording. A voluntary consent
form was administered, granting participants the right to withdraw from the research at
any point. Additionally, permission to record remote interviews using Zoom was sought.

2.3 Data Analysis Procedures

In this phase of content analysis, several steps were undertaken to derive meaningful
insights from the collected data.

Step 1: Data Collection and Organization

Zoom sessions were conducted, lasting approximately 45 minutes each, and the recorded
content was meticulously collected, prepared, and organized. A comprehensive review of
the data involved both holistic and floating reading approaches. Transcripts were created,
and participant identities were anonymized.

Step 2: Identification of Units of Analysis

To streamline the analysis, the data were minimized, and units of analysis were defined.
Ideas and concepts expressed in words and phrases were carefully identified.

Step 3: Code and Category Development

A systematic process of code and category creation and refinement ensued. Codes were
generated for responses from all participants, emphasizing those aligned with the research's
objectives. Participant quotes relevant to the study were also selected during this step.
Step 4: Quote Selection and Memo Writing

Memos were written for each participant's responses to ensure comprehensive data
gathering at the conclusion. Essential participant quotes were carefully selected to capture
key insights.

Step 5: Validation and Verification

A rigorous validation process was implemented, involving code testing, correction, and
thorough checks for consistency in the coding structure.

Step 6: Coding and Verification of Associated Text

All text from both interviews was coded based on the identified categories, and a
meticulous verification process was carried out.

Step 7: Theme Identification and Relation Mapping

Distinct themes emerged, and their relationships with categories were defined. This step
involved a comprehensive analysis of the connections between identified themes and
selected participant quotes.

Step 8: Results Documentation

The findings, conclusions, and discussions were documented in a summarized format,
providing a cohesive overview of the content analysis results.



This detailed methodological approach ensured a thorough exploration of the collected
data, offering valuable insights into the research's aim and objectives.

2. Results

The content analysis conducted in this research followed a systematic approach
encompassing seven key steps. In Step 1, data collection and organization set the
foundation for the subsequent stages. Step 2 involved the identification of units of analysis,
followed by Step 3, which focused on code and category development. Step 4 encompassed
guote selection and memo writing, while Step 5 concentrated on validation and verification.
The subsequent steps, Step 6 and Step 7, involved coding and verification of associated
text and theme identification with relation mapping.

A total of 234 codes emerged from this comprehensive analysis, as illustrated in Figure 1.
Additionally, 24 categories were identified, each linked with pertinent quotes. The
synthesis of these categories led to the derivation of five overarching themes in response to
the defined research questions.

For Research Question 1, exploring organizations' perceptions of the shift to the cloud with
extended features and functionalities in the context of cyber-active defense technology, two
themes emerged. Theme 1 highlighted the empowerment of Al-enhanced and other
advanced cloud capabilities for efficiency, security, and organizational evolution during
the transition. Theme 2 focused on innovative cloud deception solutions and strategic
approaches for seamless migrations.

Addressing Research Question 2 regarding organizations' perspectives on the shift to the
cloud with new cloud ecosystem integrations, Theme 3 emerged—emphasizing integrated
cloud security and orchestrating the cloud security ecosystem for resilience.

Research Question 3, delving into organizations' perceptions of the cloud shift from a cost-
saving perspective, resulted in Theme 4—optimized cloud operations and a unified
approach to economic efficiency.

Finally, Research Question 4, investigating organizations' perceptions of the cloud shift
based on trust in cloud security, revealed Theme 5—trust in cloud security, navigating
risks, challenges, compliance, and buyer dynamics during the transition from on-premises
to the cloud or a hybrid cloud in the context of cyber-active defense technology. These
findings are visually represented in Figures 2, 3, and 4, alongside corresponding categories
and quotes, providing a comprehensive overview of the thematic outcomes derived from
the content analysis.

The findings presented herein constitute preliminary results from the initial stage of a
broader and more comprehensive research initiative. As the first stage of an ongoing
investigation, these themes are subject to refinement and improvement pending review and
recommendations from the researcher's committee. Given the iterative nature of the
research process, subsequent stages and committee input are anticipated to enhance the
precision and depth of the identified themes.
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Fig. 2. Research Question1:Themes 1&2- Selected Categories and Quotes
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Fig. 3. Research Question2:Themes 3- Selected Categories and Quotes




Research Question 3: How do organizations perceive the shift to the cloud from a cost-
saving perspective in the context of cyber-active defense technology/deception
technology?
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cost of over-provisioning.

If our organization expands globally, cloud-based solutions can provide cost-effective coverage
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Shifting our deception solution to the cloud offers advantages such as scalability, cost
efficiency, global reach, redundancy, and automatic updates.

Fig. 4. Research Question3:Themes 4- Selected Categories and Quotes
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Fig. 5. Research Question 4:Theme 5- Selected Categories and Quotes



3. Discussion

The qualitative content analysis undertaken in this study has revealed compelling themes
that delve into organizations' viewpoints on the shift to the cloud within the domain of
cyber-active defense technology and specifically deception technology. These emergent
themes serve as the cornerstone for a nuanced discussion, offering immediate
implications, acknowledging limitations, and paving the way for future research avenues.

The first theme, emphasizing the empowerment of Al-enhanced capabilities and
advanced cloud functionalities (Theme 1), underscores a paradigm shift towards
efficiency, security, and organizational evolution during cloud transitions. Concurrently,
Theme 2 sheds light on the strategic importance of innovative cloud deception solutions
for seamless migrations. These findings prompt an exploration into the specific
technologies and methodologies deployed by organizations in realizing these themes and
the associated implications for evolving cybersecurity strategies.

In tandem, Theme 3 surfaces the critical need for integrated cloud security, advocating for
the orchestration of the cloud security ecosystem to enhance resilience. This theme
necessitates further examination of the challenges and opportunities inherent in
integrating diverse elements within the cloud security landscape. Understanding the
nuances of these integrations will contribute to a comprehensive grasp of the complexities
involved in securing cloud environments effectively.

Furthermore, Theme 4 highlights the paramount importance of optimized cloud
operations and a unified approach to economic efficiency. Delving into the operational
practices and cost-saving strategies adopted by organizations becomes imperative for
comprehending the broader economic implications of cloud migration within the context
of cyber-active defense technology.

The exploration of Theme 5 brings to the forefront the intricacies surrounding trust in
cloud security. It underscores the challenges, risks, compliance considerations, and buyer
dynamics organizations grapple with during the transition. This theme invites deeper
scrutiny into the factors influencing trust and the strategies employed by organizations to
mitigate potential risks in the cybersecurity landscape.

As we consider the immediate implications of these findings, it is essential to
acknowledge the limitations inherent in this qualitative analysis. The qualitative nature of
the study provides depth but lacks the breadth that quantitative methodologies could
offer. Future research endeavors should thus integrate quantitative approaches to validate
and expand upon these qualitative insights, providing a more comprehensive
understanding and the researcher plans to continue these research next stages.

Moreover, recognizing that this study represents the preliminary qualitative analysis of a
broader mixed research initiative is crucial. The iterative nature of this research process
ensures that subsequent stages will build upon these preliminary findings. Future research
should aim to refine and expand the understanding of this critical intersection in the
evolving landscape of cybersecurity, thus contributing to the ongoing discourse on



cybersecurity buyer behaviour and developing a marketing startegic plan when shifting
cybersecurity technologies from on-premises to the cloud or the hybrid cloud.
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Appendix A. The revised questionnaire following the pilot

1. What are your general thoughts on cloud environments?
2. What do you think about cloud security solutions?

3. Do you currently have any applications or cybersecurity solutions deployed in the
cloud within your organization? If yes, could you elaborate on the process of their
adoption by end users?

4. What challenges and advantages have you encountered with your deception solution
and what comments would you have about the layout and coverage?

5. How do you perceive the potential cost-saving for your organization if you were
shifting your deception solution from on-premises to the cloud?

6. Are there any specific security concerns, that you believe are relevant to address
when shifting your deception solution to the cloud? Do you see issues related to
internal policy restrictions or external regulations, for example?

7. What additional features would you be interested in incorporating into your deception

solution after shifting to the cloud?

8. Which security solutions are you currently utilizing?

9. How do you perceive the idea of integrating third-party solutions into your deception

solution once shifted to the cloud?

10. What security, maintenance, or process activities do you think will become
unnecessary or improved once you shift your deception solution to the cloud?

11. Would you consider migrating your deception solution from on-premises to the cloud

or implementing a hybrid model where some components are on the cloud and some
are on-premises?

12. What other advantages or disadvantages do you perceive when shifting your
deception solution to the cloud?



Appendix B. Interviewees Participants Profile

Table 1. Interviewees Participants Profile

Participant ~ Age Gender Education Role Industry Experience in
Number IT&
Cybersecurity
1 28 Female Undergraduate SOC Defense 8 years
degree Manager Industry
andcertifications
in the field of
cybersecurity
2 47 Male Undergraduate Chief Recycling 26 years
and graduate Information
degrees and Security
certifications in Officer
the field of
cybersecurity
3 56 Male Undergraduate CEO Managed 33 years
degree and Security
certifications in Service
the field of Provider
cybersecurity
4 51 Male Undergraduate Chief Real Estate 20 years
degree Information
Officer
5 39 Male IT and System Beverage 15 years
cybersecurity Manager
technical
certifications
6 34 Male IT and IT and Government 7 years
cybersecurity Security
technical Specialist
certifications
7 42 Female Undergraduate Information Food 15 years
degree and Security producer/
certifications in Manager
the field of Manufacturing
cybersecurity
8 28 Male IT and Security High-Tech - 4 years
cybersecurity Analyst Internet




technical
certifications

9 32 Male IT and IT& Security  Education 6 years
cybersecurity Specialist
technical
certifications

10 29 Female Undergraduate IT& Security  Logistics 5 years
degree and System
certifications in Administrator
the field of
cybersecurity

11 42 Male Undergraduate IT & Security  Financial- 15 years
degree and infrastructure  Private sector
certifications in Manager
the field of IT &
Cybersecurity

12 28 Male Certificationsin  Security Financial- 4 years
the field of Specialist Public sector
cybersecurity

13 36 Female Undergraduate Security Healthcare 8 years
and certifications  Operations
in the field of Control
cybersecurity Manager
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