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SUMMARY

The habilitation thesis “Digital transformations. An approach from the perspective of
information ethics and security” summarizes my research activity after the doctoral stage, as well my
future research plans and career prospects. The thesis is structured in two parts. Part | is allocated to
the presentation of my profile providing details about my background, teaching and the main research
outputs in the fields of Internet of Things ethics and security, e-learning and project management, and
Part Il provides a short description of the future scientific, professional and academic plans.

The first part of the thesis presents my scientific achievements and contributions. It is
structured in three chapters, that reveal the research results published in journals from Romania and
abroad and/or presented at prestigious conferences. The research directions that | have addressed are
1) ethics and information security in the Internet of Things (10); 2) e-learning, as a solution for the
transformations in the digital society; 3) the role of projects in supporting collaborative and disruptive
innovation.

The first chapter, Ethics and security in the Internet of Things, present challenges and solutions
related to the ethics and security of data, information and knowledge collected, processed, stored and
transmitted in the Internet of Things (I0). In this new media, which is no more in its infancy, the
vulnerabilities and attacks are various, caused by technological advances and proliferated through lack
of users’ awareness. This warning message is needed because of data, information, and knowledge
transfer from virtual to physical devices that are connected to wireless networks of different sizes and
importance. The transfer is augmented by the extended use of new technologies as RFID, NFC, sensors,
3G and 4G and brings along the adjustment of the traditional information security threats to this new
environment, as well as the emergence of new characteristic dangers. Certain features of these
technologies, such as ubiquity, miniaturization, difficult identification, and distinction between
categories of objects, ultra-connectivity and autonomous and unpredictable behavior might cause
ethical and security concerns. The chapter presents issues of ethics and security associated with smart
objects, spaces and infrastructures in smart cities, Health loT and Industry 4.0, and the role of the
individual seen not only as a beneficiary of these technological solutions, but also as a possible
participant in their design and improvement. Every individual needs to be ensured that he/she will be
protected by effective technical solutions, re-interpreted and updated for IoT (as, for example,
encryption techniques, ID management, privacy enhancing technologies, digital watermarking,
electronic signature etc..), legal/regulatory mechanisms (consumers consent, legislation limiting the
data collected and used by third parties, accountability of transactions mediated by 10 etc.),
economical measures (self-regulation, codes of conduct, consumer education, privacy certification)
and social ones (public awareness, disclosure, public advocacy, consumer rights). After these first steps
of awareness, further research must be done methodically on interventions needed to prevent the
turning of 10T into a feared and intrusive Big Brother.

Transformations in the digital society are forcing the human individual to continuously adapt
his or her knowledge and skills. The pressure of the labor market, the change of professional and



personal life because of the intense interaction with ICT, the need for lifelong learning requires
solutions in order to improve educational processes. In the current, extremely dynamic context, people
need to constantly refresh their knowledge and continuously improve their skills, engaging in a process
of continuous professional development. In response to these challenges, ICT facilitates access to
information regardless of geographical area and interests and makes a major contribution to the
development of individuals' knowledge and skills. At the university level, digitalization helps students
to self-organize their learning processes, which leads to an increase in their autonomy and a
transformation of educators into facilitators. Moreover, digitization allows the sharing of knowledge,
inside and outside the organizations. In this spirit, the second chapter of the thesis, ICT influence in
transforming the learning processes, approaches the determinants of changing educational processes
in the digital society, classical and modern forms of e-learning, some relevant studies on the perception
of e-learning and m-learning by the learners and, finally, some ethical and security challenges
associated with ICT-mediated learning.

The third chapter, The role of Social Media-based projects in collaborative and disruptive
innovation, clarifies the link between knowledge flows and technological innovation and analyzes
projects as valuable solutions in creation, retention and transfer of knowledge at an individual,
organizational and national level. The chapter describes a new way of thinking regarding the relation
between innovation and knowledge using a Physics-borrowed model, trying to prove whether
knowledge resources can "flow" (be percolated) in a network or a grid, to be transformed in
technological innovation. In the Knowledge Flow Percolation Model center, human beings are seen as
thinking electrons, both consuming and generating knowledge. Through the inter-dependent actions
of individuals, knowledge circulates inside different types of organizations, allowing functioning and
innovating to obtain competitive advantages. The model can be extended also at a national level, and
some assumptions of self-similarity appear in this process of extension. The model must be seen as a
proposal for the research community and as a basis for future observations regarding the importance
of knowledge flows in innovation. The hypothesis of the positive influence of projects of any kind in
transforming knowledge into innovation is tested empirically in a study on local public administration,
the private sector and Romanian universities. For a better understanding of investor behavior in social
media-based crowdfunding projects, the end of the chapter covers identifying, analyzing, and
classifying general and specific factors of investor motivation, based on the literature in the field. The
focus is the relationship between the affordances provided by social media-based crowdfunding
platforms and the psychological determinants of investor motivation in innovative start-up projects.

In the second part, | presented my perspectives on research and teaching activities. In terms
of research activity, | intend to pursue my work through an interdisciplinary approach of the field, with
the prospect of having real and sustainable partnerships in both the academic and private
environment. The focus on my future research will be on social sustainability of technological solutions
adopted in smart cities; online learning during the COVID-19 pandemic - challenges, effects, and
possible solutions; ethical implications of over-use of technology in education; management of open
innovation and user-generated innovation through projects; social responsibility in ICT projects. The
last section of the thesis lists the research papers used as references for the research results included
in the habilitation thesis.



