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CHAPTER 7

INTERNET OF THINGS: THE ROLE OF ETHICAL ISSUES IN SOCIAL
ACCEPTANCE OF TECHNOLOGY

Daniela Popescul
Mircea Georgescu
“Alexandru Ioan Cuza” University, lasi, Romania

Anything that can be connected will be connected.

Jacob Morgan in Forbes

Abstract: Interconnected objects raise serious ethical challenges in the Internet of Things (IoT) owing
to their omnipresence, miniaturization, difficulties related to their identification/control, as well as their
autonomous, ambiguous, and unpredictable behavior. This impinges of human privacy and intimacy,
while subjecting information confidentiality, integrity, and accessibility to new threats. From a cyber-
security point of view, academic literature and studies by numerous companies have shown
vulnerabilities via unsecured data deluges, the lack of a legal framework requiring manufacturers to
adopt good, transparent security and privacy protection measures, the lack of secure protocols and
transport encryption, insecure Web interfaces, inadequate software protection, and insufficient
authorization methods. Various actors are strongly preoccupied with these problems, such as the
European Union and local regulatory authorities, application developers, and security and telecom
services providers.

However, interconnected objects (particularly wearables) are becoming increasingly popular. The media
uses a discernible triumphalist language in reference to their benefits, thus revealing the hype in their
adoption. Their multiple advantages are perceived by (or induced to) consumers, and act as positive
drivers for the 1oT market. Buyers and manufacturers usually ignore privacy and security concerns, and
there is a very low level of awareness regarding these issues.

This chapter analyzes the ethical challenges in the adoption of the 10T, in order to determine the extent
to which such challenges influence its social adoption, as well as to identify the current and future
solutions for raising awareness and inducing ethical behavior among users, manufacturers, and vendors.

Keywords: Internet of things (loT), information technology, communication technology,
omnipresence, smart city, smart space, information privacy, ethical measures, reliable use of 10T,
socially accepted 10T, 10T device, information security.

1 Introduction

The use of information and communication technologies (ICT) according to social norms and behavioral
standards has a long and rich history among academia and the general public. While there are constant
concerns about the implicit or explicit manners in which ICT take over our physical or cognitive tasks,
waste our time, change our behavior, affect our attention span and our capacity to socialize with peers,
topics such as Artificial Intelligence, Social Media, Data Mining, and Cloud Computing sparked intense
interest in the ethical use of ICT. Nowadays, most attention is focused on the Internet of Things (loT).
There is an immense number of smart and not-so-smart identifiable objects interconnected in systems



of systems with global coverage and that promise to make our lives better. Increasingly more human
activities will be performed by objects that use communication to solve various problems in ways that
are yet unimaginable for humans, worthy of a sci-fi scenario. In (Chaudhuri 2017), digital ethics (how
should we design and act?) is deemed an important part of the IoT philosophy (the others parts thereof
include: ontology — what is 10T?, phenomenology — how we experience 10T?, epistemology — how we
know 10T?, and logic — how we reason 10T?). The author notices that trust in 10T depends on the use of
data and information flows generated and exchanged by physical and virtual objects, with proper respect
to ownership, consent, and regulatory compliance. According to (Winter 2014), 1oT would only be
accepted if it guaranteed protection against informational harms, defense of personal autonomy, fairness,
justice, equality, and the support of democratic institutions and publics. (Rizza and Draetta 2014)
consider that 10T must assure citizen rights and values such as privacy, trust, social justice, autonomy,
and human agency. Any loT implementation has to observe locational privacy (individuals cannot be
profiled and tracked without their knowledge), informational privacy (ho profiling, no monitoring), and
decisional privacy (no company will be allowed to make decisions for people and control their access
to information without their own personal choice). From a more technical perspective, as expressed by
the (Royal Academy of Engineering 2018) and (Mesnita 2017), in order to gain social acceptance, 10T
systems must also be safe, resilient, and work without interruptions (save for scheduled interruptions).
However, the more connected devices receive and send data, signals, and information via numerous
network structures, the harder it is to provide the aforementioned features.

For the purpose of this chapter we define digital ethics as the capacity of loT devices and
implementations to function in a safe and robust manner with respect to private life, property rights in
data, information, and knowledge, providing authorized beneficiaries with proper access to their
informational resources and ensuring the integrity of the data being collected, stored, processed, and
transported.

2 The Omnipresence of the Internet of Things. Domain-Specific Ethical Concerns
According to (Statista 2018), by the end of 2017 there were 20.35 billion devices connected in 10T. The
installed base of IoT devices is forecast to add up to approximately 31 billion worldwide in 2020.
According to projections, the overall 10T market should be worth more than one billion U.S. dollars
annually from 2017 onwards, with a global growth from 2.99 trillion U.S. dollars registered in 2014 to
8.9 trillion U.S. dollars forecast for 2020. Another estimate by (GrowthEnabler 2017) states that the
global loT market will grow from 157 billion U.S. dollars in 2016 to 457 billion U.S. dollars by 2020,
being dominated by three sub-sectors: smart cities (26%), industrial 10T (24%), and connected health
(20%), followed by smart homes (14%), connected cars (7%), smart utilities (4%), and wearables (3%).
loT applications are used in various other domains, such as commerce, agriculture, logistics,
transportation, services, etc.

2.1 Smart Cities

In a very simplified definition, a city qualifies as smart when it uses technologies, particularly 10T, for
achieving relevant goals such as smart mobility, smart grid/energy, public safety, smart governance,
smart economy, and smart life for its citizens. In a smart city, self-decisive, independent and aware
citizens will have comfortable and timely access to facilities such as automated traffic management,
bike/car/van sharing, multimodal transport, road conditioning monitoring, parking system, interactive
route planning, electric car gearing services, video/radar/satellite surveillance, environmental and
territorial monitoring, children protection, emergency solutions, waste management, smart air quality,
transparent decisional process, public-private partnerships, online taxing systems, cultural and
educational facilities, cultural sites and historical monuments, good conditions for health, etc.

The citizens’ insertion to smart city services is achieved via smart devices, namely the already “classic”
smartphones, or the more trendy and entertaining head-mounted, body-dressed, hand/foot-worn
electronics known as smart wearables. All of these seemingly harmless devices are associated with rich



data collection scenarios. These devices are fitted with a wide range of sensors, which are capable of
detecting users and determining the social connections between them, accessing the users’ data, inferring
social contexts according to the users’ network topology, preferences, and features, identifying user
goals according to his/her profile (see Cambridge Analytica case), coordinating their behavior, and
providing context driven outputs (Biamino 2012). For instance, an excerpt from a random smart watch
privacy policy detailed in (Vector 2016) revealed an impressive amount of collected user data, namely:
identification data (name, username, password, email address, postal address, telephone number, mobile
phone number, payment information, device model and serial number), user generated content and
information posted using social networks or mobile apps (email address, biometrics: age, weight, height,
gender, feedback, etc.), any other information sent to the company upon requesting certain features (e.g.
newsletters, updates, and other products, contacting customer support, applying for a job, entering
contests or advertising campaigns, engaging with blogs or online forums, and using Vector Watch
developer apps or developer blogs), and automatically collected data (features and third-party apps being
used, log files, buttons pressed, and support requests and results). Moreover, the Vector app store also
collects other information, such as: user 1D, device serial number, search queries, watch faces, streams,
and apps that were downloaded or stored. If activated by the user, the watch also collects accurate
geolocation information (i.e. real-time geographic location) in order to customize the services with
location-based information and features. When they relay such data, user devices are not properly
secured via encryption, strong passwords, and safe communication protocols.

The smart city infrastructure is usually located in public places. This makes it vulnerable to natural
factors and inclement environmental conditions, which can result in hardware failures with significant
impacts on communication facilities, other interconnected devices, and smart service availability. More
and more interdependent system elements that were previously of little consequence are now becoming
increasingly crucial, and the aftermath of failures in one part of a system could have more far-reaching
consequences than in older systems. Cheap, unsophisticated sensors with little to no security are
prevalent, making systems vulnerable to inaccurate sensor readings. Software problems are also rather
common due to the simultaneous use of multiple software applications with different levels of
protection, thus creating hard-to-manage complexities.

2.2 Health care

loT is present in institutional medical services and home healthcare, with substantial contributions to
human health and well-being. Nowadays, according to (Aruba 2017), the most common uses of 10T are
patient monitors, energy meters, and X-ray and imaging devices, while future prospects include robots
and smart beds. The benefits of using loT in healthcare include faster response and better functioning
of interconnected medical devices, better tracking of vital signs, remote medical treatment, continuous
monitoring of patients undergoing treatment and their implanted medical devices — all these at lower
costs. 10T also impacts the pharmaceutical industry (e.g. smart pills) and the health insurance sector.

Extensive collection and processing of sensitive data is required for hospitals to provide faster,
affordable, patient-centric healthcare services. Personal smart mobile devices, wearables, biosensors,
and applications record their users’ data, such as mileage, blood pressure, pulse, etc.; such applications
can be used to determine predisposition to specific diseases, disease progression, treatment success, as
well as the monthly fee for an insurance plan. This and other private medical data can be stored or sent
to points of interest without explicit user consent. At the institutional level, electronic health records
collect the entire medical history of a citizen, comprising data with an overt level of sensitivity:
identification and financial data, associated with imaging explorations (photos, X-rays, MRIs, and
slides), wave analyses such as EEG and ECG, audio files with associated transcripts, treatment plans,
free text notes with natural language processing (NLP) outputs, and mappings between structured
concepts such as lab tests and disease codes, as identified by (Dimitrov 2016).



The first phase of 10T insertion into the old hospital infrastructure will prove difficult. Legacy systems
were not designed with a focus on data protection and do not have sufficient security features. The
medical staff lack proper data protection training and human errors may occur until the medical staff
becomes familiar with new loT devices. Also, software and hardware errors are sure to occur due to the
high level of innovation inherent to loT implementations. The large amounts of sensitive data are
genuine honeypots for attackers — the first cases of medical ransomware were recorded in 2017 after the
WannaCry attack, which caused disruptions across the healthcare system. (ENISA 2018)

2.3 Manufacturing sector — Industry 4.0

By interconnecting sensors, actuators, analyzers, robots, and legacy systems, Industrial Internet-of-
Things (110T) implementations show immense potential in manufacturing plants (Pramanik, Pal and
Choudhury 2018) and enable the real-time capable, smart, horizontal, and vertical interconnectedness
of people, machines, and objects (Kiel 2017). Enhanced machine-to-machine communication enables
faster information flow, faster decision-making, and greater market responsiveness by connecting
devices into both operational and business software processes. (Méller 2016) While industrial tasks are
automated, operations become increasingly responsive, flexible, and efficient. The autonomous
behavior and self-control of machines, machine-to-machine communication, and integration with ERP
systems are able to transform plants into open systems, with a great response time to environmental
conditions, and facilitating the decision-making process for human managers. All these factors can
impact human workers positively by reducing workloads and improving work-life balance.

Industry 4.0 gathers all the data required to relay and diagnose equipment status, energy management,
load balancing, and tracking and tracing systems. According to (Harper 2017), this is usually decision-
critical data used for forecasting, proactive maintenance, intelligent automation, and overall digitization.
Because the built-in security of legacy systems is insufficient compared to current requirements, they
may become vulnerable in case of a cyber-attack. In the past, industrial control systems were designed
using closed architectures. Nowadays they are connected to the internet and thus exposed to threats they
were not designed for. Security patches (updates meant to improve the software) may not be appropriate
for such systems, as the introduction of new faults might lead to unanticipated behavior (Royal Academy
of Engineering 2018). Complexity exposes Industry 4.0 to errors that are often unknown or hard to
imagine.

This situation impacts the human way of working and job designs, with the distribution of roles and
responsibilities between people and machines being one of the most sensitive issues in the context of
I1oT. The roles played by working human individuals, robots, and organization representatives have to
be carefully analyzed and harmonized, keeping in mind that the human worker is the most important.
(Kiel 2017) warns that in a scenario where a machine leads, while people perform operational, repetitive
tasks, employees are most likely to lose their engagement and interest in the job. In a second scenario,
where the machine is only an instrument controlled by a skilled worker, low-skilled jobs will disappear.
In both cases, the importance of high-skilled jobs increases concurrently with the difficulty of
performing these jobs, which will incorporate serious planning, monitoring, and decision-making
responsibilities and will require adaptability, flexibility, and complex systems’ understanding and
management. A third scenario devised by (Moller 2016) presents humans and robots work spatially
closer, so that the productive robot can learn from the flexible actions of the human worker. The robot
watches the human worker’s activities, recognizes patterns of movement, actions, and gestures, and then
processes this information, becoming increasingly autonomous via cognitive abilities and genuine
“mechatronic colleagues” of humans. With this scenario in mind, one may notice that the already-old
question formulated in 2011 by Gerald Santucci, Head of the European Commission’s "Knowledge
Sharing" Unit, remains highly topical: In a world where 7 billion humans will ‘cohabit’ with 70 billion
connected machines and several thousand billion objects connected to a dynamic global network
infrastructure with self-management, self-configuration and self-healing capabilities, what will be the
place of human beings? (Santucci 2011)



2.4 Smart Spaces — Homes, Cars, Office Buildings and ... Supermarkets

In the very near future, automated homes and buildings will significantly enhance the comfort and
standard of living, but with this one condition: they will want to know as much as possible about their
inhabitants. A collection of various devices and appliance will be (self) conducted in response to
individuals’ desires for ambient light intensity, some extra minutes of sleep, and ready-to-go fresh
coffee, automated orders placed via empty refrigerators, and remote-controlled kettle. All these devices,
advertised by vendors as the answers to our everyday needs, are constantly growing in popularity.
Vehicles are becoming increasingly smarter and intend to become automated, interacting with each
other, with drivers/passengers, and pedestrians alike. According to a Bl study mentioned by (Kizza
2017), businesses will be the top adopters of IoT solutions, hoping for benefits such as lower operating
costs, increased productivity, expansion into new markets, or development of new product offerings.
Supermarket chains provide the earliest examples of implementations among businesses. 10T helps
supermarket chains to perform automated inventory management, to detect low stock via smart shelves,
to inform customers about discount offers as they enter the store, to track goods for smoother supply-
chain management, etc. Their logistic service can also be automated and controlled centrally through
continuous monitoring of the location, expected time of arrival, and product and environment status (e.g.
temperature, humidity, etc.) while in transit. (Pramanik, Pal and Choudhury 2018)

All these objects used in smart spaces collect and relay a remarkable amount of data to manufacturers
and other third parties, without explicit user consent. For instance, smart TVs store and transmit viewing
information that can be used to determine every show watched by the user, via Automatic Content
Recognition technology. (Consumer Reports 2018). This is potentially dangerous in the future, as Smart
TVs are intended to become the command centers of a smart home: built in digital assistants, that control
all the others connected devices — washing machines, refrigerators, speakers, coffee-machines, etc. An
excerpt from Samsung TV privacy policy (Samsung 2018) presents the following data sets collected by
the company: content watched, purchased, downloaded or streamed via applications installed on the
Smart TV, accessed through it and installed or accessed using synchronized devices; clicks on Smart
TV buttons (like, dislike, etc.); query terms entered into search features; IP address, cookies, hardware
and software configuration, browser information, requested Web pages; video streams, if enabled. A
special note mentions that interactive marketing features collect device information (IP address and
other identifiers), video and audio snippets of the program, to be sent to third party providers that can
add interactive content to the usual content delivered via television. Using an active voice recognition
feature, voice commands are collected and converted to text by a Samsung partner. Also, the TV facial
recognition feature collects data that is stored only on local devices but that has to be explicitly deleted
by the user when the feature is turned off. Also, fitness services require data about height, weight, and
date of birth. Data about kids can only be collected with parental consent.

There are frequently expressed concerns about marketing surveillance systems that will challenge
personal freedom and autonomy (Winter 2014). In the worst known case of data collection by a TV,
Vizio, a company headquartered in Irvine, California, was charged more than 2 million U.S. dollars in
fines by the US Federal Trade Commission (FTC) along with the Office of the New Jersey Attorney
General. Its Smart TVs “captured second-by-second information about video displayed on the smart
TV, including video from consumer cable, broadband, set-top box, DVD, over-the-air broadcasts, and
streaming devices”, without the consumers’ knowledge or consent. Furthermore, the settlement charges
that VIZIO “facilitated appending specific demographic information to the viewing data, such as sex,
age, income, marital status, household size, education level, home ownership, and household
value...[and] sold this information to third parties, who used it for various purposes, including targeting
advertising to consumers across devices.” (Federal Trade Commision 2017) (Nguyen 2017) (Schrott
2017) Automated autonomous spaces can malfunction, with disastrous consequences on human lives —
for instance, a self-driving Uber vehicle was recently involved in a fatal accident (Wakabayashi 2018).



3 General Ethical Challenges

The abundance of 10T uses in various contexts gives rise to numerous ethical challenges, which need to
be addressed and solved in order to improve the social acceptance of IoT technologies in everyday life.
These challenges evolve, thus requiring uninterrupted attention, responsiveness, and agility from the
government, organizations, and public opinion.

3.1 Deluges of Data Collected by Manufacturers and Vendors vs. Users’ Data Blindness.
Their Impact on Locational, Informational and Decisional Privacy

We all use several new devices on a daily basis, devices which are basically Web connected mini-
computers. All these devices have multiple sensors that collect, store and process impressive amounts
of data and are designed to permit data oversharing by default. Besides the benevolent (whether
informed or not) bottom-up transmission of data from our devices, smart infrastructures are top-down
“watching” us, adding more and more data to this deluge. Big data (data sets so large, dynamic, or
complex that they cannot be handled by traditional data processing applications and are characterized
by the three Vs of volume, velocity, and variety) is already largely used in business intelligence and
consumer marketing, but IoT will likely magnify this trend. The IoT sensors will allow interconnected
objects — which are going to be able to hear, see, and smell the world using their own “senses” — to
gather data on their own, without any explicit user intervention. In this context (Maller 2016) coined a
new term: smart data, which includes processing and analytics instead of just big data.

On the other hand, users skip through the security settings of their devices and applications and use
default features when installing new ones. Average consumers experience the so-called “consent
fatigue” — i.e. they are either not interested in, or experience difficulties in reading and understanding
the terms of use and the privacy and security policies. Every intention to limit data collection is difficult:
firstly because in many cases proper security settings are hard to find, being typically buried three or
four menus deep (Consumer Reports 2018), and secondly because uninstalling data collection features
will cause functionality losses.

The potential dangers resulting from these two opposite trends include mass aggregation of personally
identifiable information in databases, geo-tracking (i.e. the use of location-based services to identify
one’s precise location over time), medical data mining, invasive targeted advertising, loss of autonomy
via marketing profiles, etc. In this context, it is essential to discuss and solve problems regarding data
ownership and traceability, as well as user consent.

3.2 Technocratic Implementation of Technologies, Captive Users, Surveillance, and
Object Invasion

According to (Rizza and Draetta 2014), powerful market players pitch the concept of a fully comfortable
life through the devices; 10T objects are proposed and sold as solutions for “small” everyday problems:
everything can be monitored through sensors to simplify the users’ life. Manufacturers and vendors
create a need for (an exaggerated level of) comfort, persuading users to adopt and use new gadgets
without ever questioning their security. 10T is only intelligible to highly qualified experts, who are the
first to reap the benefits it has to offer. There is no openness and transparency in design; users buy black
boxes without necessarily knowing that some invisible functionalities are dangerous — e.g. surveillance
permitted by the devices’ localization features and radio-frequency emissions in case of RFID and other
contactless technologies, and tags’ invisibility. This new surveillance power creates an imbalance
between consumers and corporations, which might also impact individual autonomy. Automated
systems pushing recommendations or personal affect monitoring were seen as particularly invasive.
(Winter 2014)

Because the market is not demanding information security features for 10T devices, and manufacturers
and sellers do not offer such features by default (with the notable exception of smart phones), security



is lost on the way. No players in the supply chain have the knowledge/awareness/incentives to add costly
security features to their products, whose life cycles are becoming increasingly shorter.

IoT is a continuum of billions of devices, with low power and low-cost devices at one end of the
spectrum and complex devices at the other. They are heterogeneous from different perspectives: size,
functionalities, operating systems, identity, electrical power supply, ownership, and control. Products
may be subject to inconsistent national/regional legal jurisdictions, with different regulatory approaches
to safety, resilience, security, and ethics. 10T grows constantly, in a messy and uncontrolled way, while
making the user “captive”.

3.3 Public Health Impacts via Emissions and Radiation, Great Energy Consumption
Aside from the matter of emissions and radiations generated by loT, with potential impact on public
health as noted in (Rizza and Draetta 2014), there are concerns regarding energy consumption. Some
authors (Airehrour, Gutiérrez and Ray 2016) notice that sensor nodes are subject to constraints related
to the batteries’ severe energy consumption, which is a significant issue for network self-sufficiency.
Thus, reducing battery energy consumption is a paramount requirement for extending the lifetime of
sensor nodes in 10T. As 0T involves billions of connected sensors communicating through the wireless
network, the sensors’ power consumption is both a major concern and a limitation for the widespread
dissemination of 10T. Saving energy should become a critical design goal for 10T devices. It is necessary
to develop energy-efficient techniques or approaches that can reduce the power consumed by sensors,
as shown in (Da Xu, He and Li 2014) (Radu, Determinants of Green ICT Adoption in Organizations: A
Theoretical Perspective 2016), (Radu, Green Cloud Computing: A Literature Survey 2017), (Shuja, et
al. 2017). 10T operations need to be redefined for energy efficient, energy-proportional, and sustainable
operations. Moreover, IT technologies have a responsibility to limit the energy consumption and carbon
footprint of other industries and organizations, while facilitating green environmental practices in their
everyday operations.

4 Measures Required to Increase Reliability and Security

End-user education is the sine qua non condition for ensuring the secure and reliable use of 10T. To this
end, the usually prolix manner of presenting data privacy policies and regulations requires
simplification, and users have to at least be informed about essential rules and guidelines. Extensive
media coverage of cases such as Cambridge Analytica, Weeping Angel, or the Uber self-driven car
accident help to raise awareness about the threats and dangers associated to data protection and the
insecurity of things connected in the Internet of Things. However, the relevant measures also need to be
popularized. First-time users in particular have to clearly understand the technology (smart devices,
network communication, application-based contextual data capture, data flow between systems, and
conditioned action), even though their complexity and black box design make this a daunting task, and
the distinction between public and private data is not very clear nowadays. A special focus should be
set on the elderly and poor communities: 10T can be seen as an additional layer of divide between
knowledgeable and skilled users, and disempowered users who do not question technology and fail to
protect themselves against abuse. According to a report published by the Data & Society Research
Institute and presented in (Madden 2017), poor communities are less protected from intrusions into their
private lives, while their members are more reliant on smartphones and use them without sufficient
discernment and proper safeguards; they are less aware of the surveillance tools used by authorities and
various sellers than individuals with higher incomes, which can possibly result in loan refusals or
discriminatory access to medical assistance or insurance, based on the data collected without the users’
explicit and informed consent.

Personal and contextual metadata collection, processing, and sharing methods should be disclosed to the
full extent of the required transparency level. Users have to be provided with clear means of halting
intrusive data gathering. Users should be provided with clarifications about the data transferred across
through various systems’ boundaries, as those systems use different data privacy policies and adopt



different security practices. (Chaudhuri 2017) presents the concept of “principled performance” as
mandatory for manufacturers and vendors, who must use mediation on contextual data only to the extent
defined for the service with user consent and without causing any tangible or intangible harm to the
user. It is necessary to develop a reputation system for 10T devices and signal it to the users in a clear
manner.

In some geographical areas, the law is a positive driver for the necessary transparence. In addition to
corporate self-regulation and sector-specific laws — such as those governing health records — updated
regulations were adopted by the European Union, United Kingdom and U.S.A. As recommended by the
(Royal Academy of Engineering 2018), government funding for new technologies and systems should
also include requirements to address cyber safety and resilience issues associated with technologies and
systems.

Strong communities of 10T specialists should disseminate examples of good practices in ensuring loT
cyber security and privacy; it is necessary to have solid cooperation among specialists in expert
networks. In the human resources area, employees working or interacting with 10T will be informed
about all the consequences of this symbiosis.

loT can become greener if manufacturers will implement solutions such as solar energy harvesting using
photovoltaic cells located in sensors, lighter loT communication protocols for 10T devices, as well as
smaller devices.

5 Conclusions

This chapter shows how the 10T, as a collection of interconnected devices and a system of systems,
drastically increase the amount of data and metadata about the human individuals. A real data deluge
travels at the speed of light between disparate devices and systems, with various operating rules and
security levels, yet having global coverage. Individuals are ever more closely monitored, being
surrounded by an “army” of objects that monitor them at home, in the car, in the workplace, at the
supermarket, and even in the hospital. These objects have different backgrounds and purposes — legacy
systems with insufficient security features, small devices with capacities that are too-low to support
encryption, robots shadowing the human-coworker. Academia and the media constantly present various
dangers such as natural factors, human, software or hardware errors, cyber-attacks, private life
information harvesting to the benefit of unknown third parties, profiling users in order to influence their
commercial and political choices. Moreover, consumers experience a so-called “consent fatigue”,
namely a feeling of being overwhelmed with dense and contradictory terms and conditions, data privacy
politics, and security settings.

This raises some important questions that have to be addressed in order for the 10T to be socially-
accepted:

e Who will protect the loT technologies?
o Will there be enough experts? Will they speak the same language?
e  Will security flaws be recognized, or will they be kept secret?

e What sensors will be added to personal and public objects? How many of them will be visible
to/known by the users?

e Who will access the data? How? What for?
e What rights will we have?

A consistent set of measures is necessary for providing cogent answers to these questions: new or re-
interpreted and updated technical measures (encryption techniques, ID management, privacy enhancing



technologies, digital watermarking, electronic signature, etc.), legal/regulatory mechanisms (consumer
consent, legislation limiting data collection and use by third parties, accountability of transactions
mediated by loT, etc.), economic measures (industry self-regulation, codes of conduct, consumer
education, and privacy certification), and social public awareness (via disclosure, public advocacy,
consumer rights, etc.).
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The purpose of this paper is to provide an extensive overview of security-related problems in
the context of smart cities, seen as huge data consumers and producers. Trends as hyper
connectivity, messy complexity, loss of boundary and industrialized hacking transform smart
cities in complex environments in which the already-existing security analysis are not useful
anymore. Specific data-security requirements and solutions are approached in a four-layer
framework, with elements considered to be critical to the operation of a smart city: smart
things, smart spaces, smart systems and smart citizens. As urban management should pay close
attention to security and privacy protection, network protocols, identity management,
standardization, trusted architecture etc., the paper will serve them as a start point for better
decisions in security design and management.

Keywords: Data security, Smart cities, Internet of Things, Smart things, ePrivacy

Introduction

A smart city is a future, better state of an existing city, where the use and exploitation of
both tangible (e.g. transport infrastructures, energy distribution networks, and natural
resources) and intangible assets (e.g. human capital, intellectual capital of companies and
organizational capital in public administration bodies) are optimized. [1] Advanced systems
manage energy, water, transportation, traffic, healthcare and education. [2] In order to make
them function as a whole for citizens’ benefit, various smart cities technologies are used,
including city operating systems, centralized control rooms, urban dashboards, intelligent
transport systems, integrated travel ticketing, bike share schemes, real-time passenger
information displays, logistics management systems, smart energy grids, controllable lighting,
smart meters, sensor networks, building management systems, and an vast array of smartphone
apps and sharing economy platforms. [3] From the IC&T point of view, these technologies are
strongly based on smaller and smaller electronic chips and electro-mechanical devices, sensors,
Internet IPv6 and wireless technologies, sensors, RFID (Radio Frequency Identification),
localization technologies, NFC (Near Field Communication), Internet of Things (loT) and
Cloud Computing. [4]
In such a complex environment, all these interconnected cyber-physical devices and processes
generate huge quantities of data, much of them in real-time and at a highly granular scale. [3]
Data collection, processing, transfer and use enable smart living, instantaneous connection
with/between every citizen, and create the possibility for the cities to be run more efficiently,
productively, sustainably, fairly and transparently. [2], [3], [4] But, on the other side of the
story, various problems occur in the huge data machinery that a smart city is: internal and
external parties could not be trustable [4], new threats that affect data confidentiality, integrity,
accessibility, protection and privacy are signaled continuously, smart cities technologies are
still in their infancy, there are no standards of use and a lot of technical difficulties need to be
defeated. [2], [4], [5], [6]., [7]. [8]. [9]
In the rest of the paper, the above mentioned problems are going to be approached in a
framework in which smart cities are seen as a synergetic sum of smart things and smart spaces,
interconnected in smart systems (infrastructure and applications) that work for the smart
citizens’ benefit.
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2 Data vulnerabilities in a smart city — a four-layer analysis

2.1 Smart things

In a smart city, objects are connected in order to provide seamless communication and
contextual services. A large variety of things are used in a smart city. Part of them are very
sophisticated embedded systems — such as smart phones and TVs, tablets, printers, medical
devices, SCADA (Supervisory Control and Data Acquisition) systems and so on, others are
wearable (sensors placed on/under the skin or sewn into clothing that provide information about
a person’s vital signs), and many of them are usual things like keys, watches, coffee filters,
fridges, domestic heating controllers, books, doors etc. Also, a lot of sensors are used to monitor
air quality and pollution, auto and pedestrian traffic, bridges’ resistance and road infrastructure
in general, criminality rates and policing, energy and water consumption, waste management
etc., forming a perceptual/recognition layer used to collect data and identify the physical world.
On this layer, objects respond in numerous ways to their internal states and/or to external
factors.

All this things can be very smart in some situations and quite stupid in others: for example,
smart in the sense that they transmit/process/respond to various data, but stupid when there is a
need to protect them. Smart things suffer from hardware limitations (computational and energy
constraint, memory constraint, tamper resistant packaging), software restrictions (embedded
software constraint, dynamic security patch), hard network-requirements (mobility, scalability,
multiplicity of devices, multiplicity of communication medium, multi-protocol networking,
dynamic network topology). [10] These resource-constraints restrict the inclusion of adequate
security mechanisms (e.g., cryptography) directly in smart objects. In consequence, designers
let the security aside, hoping it could be add later-on, and attack-resistance is usually losing the
race against other design-factors, as good performance, small form, and low energy
consumption. [11] In this sense, a Hewlett-Packard study showed that 80% of things in 10T fail
to require passwords of a sufficient complexity and length, 70% enable an attacker to identify
valid user accounts through account enumeration, 70% use unencrypted network services and
60% raise security concerns with their user interfaces. [12]

Data collected by smart things are at the heart of smart cities. The problem is that they are
sensitive data, often gathered without our explicit consent. For example, messages, personal
pictures, appointments, bank account information, contacts and others are stored in our smart
phones in full awareness, with more or less security measures put in place. But an average smart
phone comes with various sensors like gesture sensor, proximity sensor, RGB light sensor, gyro
sensor, accelerometer, geomagnetic sensor, barometer, and hall sensor. Such sensors can
capture location, movements, time stamps, even private conversations and background noises.
The use of these sensors by different applications, the quantity and the purpose of collected data
are not fully understood and controlled by their owners. For example, as shown in [13], video
and pictures can reveal the social circle and behaviour of a citizen in a completely unexpected
manner. From another range of devices, thermostats communicate their location (including the
postcode), temperature data, humidity and ambient light data, the time and duration of
activation — these data can be used to determine domestic habits of a citizen; medical bracelets
store the heartbeat and sleeping patterns, collecting biometric and medical data that reveal
individuals’ physiological state. It is obvious that if these valuable data are not well treated,
significant privacy problems may occur.

Furthermore, the majorities of things in a smart city are not personal and are unattended. Their
physical security is not guaranteed, especially in the public networks, the control of the objects
may be lost and cascade failures may appear, caused by the interconnectivity of a large number
of devices, difficult to be protected simultaneously. Some connected things and their firmware



are protected by trade secrets. Plus, the legal framework is not yet appropriate, and the legal
responsibilities are not clear enough.

2.2 Smart spaces

A smart space is described as a collection of smart things and other relatively powerful
computers/gateways that manage and serve them; a merger of physical and digital spaces, that
have some kinds of abilities of perception, cognition, analysis, reasoning and anticipation about
a user’s existence and surroundings, on which it can accordingly take proper actions. [7] In a
smart space, smart things are put in context, they form ecosystems that monitor and control our
physical environment and our actions. There are different spaces: smart buildings, like home
and offices, smart hospitals, hotels and malls, smart cars, and even smart streets.

In order to bring us the desired comfort, smart spaces want to know everything about us.
Various technologies capture personally identifiable information (PIl) and household level data
about citizens — their characteristics, their location and movements, and their activities — link
these data together to produce new derived data, and use them to create profiles of people and
places and to make decisions about them. [3] For example, a smart building is sensitive in terms
of environmental condition (temperature, humidity, smoke, CO,, extreme light, air pollution,
external presences) and also able to determine a very accurate user profile based on his/her
habits. Vehicles are active members of cities; they interact with each other, with
driver/passengers and with pedestrians. As shown in [14], they have embedded computers, GPS
receivers, short-range wireless network interfaces, and potentially access to in-car sensors and
the Internet. The smart city infrastructure can read data about vehicles using radars, Bluetooth
detectors, and license plate cameras. Speed, flow, and travel times are known this way and they
can be associated with driver’s identity. According to [15], tracking can reveal sensitive
locations, such as home or work locations, along with the time and duration of each visit,
effectively allowing one to infer the detailed behavioural profiles of drivers, information about
safety-critical events, speed, destination, home and workplace addresses, time spent in a
particular location and so on.

2.3 Smart infrastructure

Smart cities are based on water and energy generation and transmission setups, transportation
frameworks, waste disposal mechanisms, street and home lighting systems, connected
healthcare, surveillance, and more. Huge amounts of data are produced by utility companies
(use of electricity, gas, water, and lighting), transport providers (location/movement, traffic
flow), mobile phone operators (location/movement, app use, and behaviour), travel and
accommodation websites and smart hotels (reviews, location/movement, and consumption),
Social Media sites (opinions, photos, personal info, location/movement), crowdsourcing and
citizen science (maps, local knowledge, urban incidents, weather), government bodies and
public administration (services, performance, surveys) [3] and transmitted through a wireless,
mobile and Internet of Things (1oT) infrastructure. 10T has all the security problems of sensors
and actuators, mobile networks and Internet, namely insecure web interface, insufficient
authentication/authorization, insecure network services, lack of transport encryption, insecure
cloud interface, insecure mobile interface, plus privacy issues (collection of unnecessary
personal data). [16] [17] Data flows generated by the interaction between objects, between
objects and individuals, between objects and back-end systems cannot be controlled with the
classical tools. As services in a smart city are closely interconnected, if one smart service
information system fails to provide relevant information to other connected smart services, it
can lead to chaotic situations, which eventually may result in a complete breakdown. [2]



2.4 Smart citizens
A smart city is about the relations between the everyday objects surrounding humans and
humans themselves, and serving citizens is the main reason of a smart city. In consequence, a
smart city will use e-government, will encourage individuals’ participation in reporting issues
and planning. But, as errare humanum est, people do a lot of mistakes in using the surrounding
cyber-physical objects:
e The devices are not configured in an adequate manner, implicit factory settings are used
— this is especially dangerous when passwords are involved. Proper authentication
settings are not put in place, terms and conditions are not read/understood, there is no
knowledge about the data collected by applications and the way of using them;
e Devices are left unattended:;
e Stored and transmitted data are treated in the same manner, the sensitive ones are not
proper protected;
e People are easily fooled through social engineering, spam emails, data streaming, and
other malicious methods.
Also, as previously shown, citizens have to self-report various data about themselves to the
smart cities” managers — contact data, financial data, medical data, and emergency situations’
data etc. The data collection, processing and transmission are not usually explained directly to
the citizens, and they have to blindly trust the way in which data are used. A low-quality consent
problem appears: in many cases the user is not aware of the data captured and processed by
specific objects. In these situations, it is almost impossible to obtain the consent of
collecting/processing data required by European legislation. If they are unhappy with these
situations of uncertainty, the question of transmitting the data to untrusted third parties occurs,
and suspicions about a Big Brother effect can determine the citizen not to share data to urban
management anymore.

3. Attacks in a smart city

In a smart city, the attack surface is an extended one, because of the great number of
interconnected cyber-physical things, spaces, infrastructures and users. Violations of data
security can provoke the compromising of entire system, and an infection can be easily
transmitted between systems. This, in extremis, can determine an infection of the city itself,
destroying even the physical infrastructure and threatening lives. This scenario seems to be a
science-fiction one, but it’s important to remember that Stuxnet, an “unprecedentedly masterful
and malicious piece of code”, according to [17], has been sold on the black market since 2013.
The experts in IT&C security say it could be used to attack any physical target which is related
to computers, and the list of vulnerable systems is almost endless — electric heating systems,
food distribution networks, hospitals, traffic lights systems, transport networks etc. Other
malware, such as Linux.Darlloz Worm, infects a wide range of home routers, set-top boxes,
security cameras, and other consumer devices that are increasingly equipped with an Internet
connection. In these conditions, the terrorist cyber-strikes against the utility and industrial
infrastructure can no longer be dismissed as a spy movie scenario. [11] Intrusions in SCADA
systems can lead to disruptions in the exchange of data between control centres and end-users.
As a result, certain services provided to citizens (access to public health services in critical
moments, the supply of electricity in some areas) will be compromised; certain areas of the city
can be blocked by stopping traffic lights etc. Intruders can also install malware systems in data
centres/user devices to obtain sensitive information about citizens and to use them for criminal
purposes. Other examples of attacks are presented in figure 1.



The appliances’ attack (the SPAM refrigerator) ]

Proofpoint announced in January 2014 the first proven loT-based cyberattack involving conventional household “smart” appliances.
Between December 23, 2013 and January 6, 2014, malicious email, typically sent in bursts of 100,000, three times per day, was
targeting enterprises and individuals worldwide. Approx. 25 % of the e-mail was sent by everyday consumer gadgets: compromised

3 home-networking routers, connected multi-media centers, televisions and at least one refrigerator.
! Onity lock hack !

In 2012, at Black Hat Briefings, Cody “Daeken” Brocious presented several vulnerabilities about the Onity HT lock system, a lock used
by the majority of U.S. hotels. The security hole can be exploited using about USS50 worth of hardware. It potentially affects millions
of hotel rooms.

|

In 2011, also at a Black Hat event, Jay Radcliffe demonstrated how the Animas Ping insulin pump could potentially injure or kill
patients. He showed how the device forgets its insulin dosing history when its battery is exchanged, and can potentially miscalculate
blood sugar levels and insulin doses as a result.

Insulin pump hack

Wardriving KIT

In 2009, a security expert cruised around Fisherman’s Wharf, armed with a cheap RFID scanner and a low-profile antenna, and
managed to clone half a dozen electronic, wallet-sized passports in an hour. This is a war driving attack in which hackers drive around a
neighborhood, hunting for unsecured wireless nodes.

[ Attacks in the surgeryroom ]

In 2016, a cyberattack paralyzed the hospital chain MedStar from Los Angeles, USA. Appointments and surgeries were delayed. The
information obtained from medical sector can be used to obtain medical care or to purchase expensive medical equipment. Medical
devices such as pacemakers, Implantable Cardioverter-Defibrillators (ICDs), bedside monitors, MRI machines, and portable drug-
delivery pumps have a CPU and an IP address that enable them to transmit and receive information, as well as expose them to attacks.
Healthcare industry suffered from the most recent data breaches.

Fig. 1. Attacks in a smart city - some examples ([18], [19], [20], [21], [22], [23], [24])

In [10], Hossain et al. present a comprehensive classification of attacks in a smart city. They
can be made with simpler or more complex devices, provoking losses of small/big size. Attacks
can also be internal (the attacker is in the immediate proximity of the smart thing, in the same
network with the victim) or external (the attacker is anywhere in the public network and access
the victims’ network in an unauthorized way). Attacks can be made in an active (illicit activities
that disrupt the normal functioning of devices/networks) or passive (the attacker collects
devices/networks data without interrupting the processes) mode. The attacks can compromise
the user (stealing the passwords or access keys), the software (operating system, other
applications in 10T nodes), or the hardware; they can be physical (determine physical damages
or changing the smart things’ settings or properties) or logical (create malfunctions in smart
systems without physical damages).

Some attacks are recognized since 2014 at the European Union level. Opinion 8/2014 on the
Recent Developments on the 10T published by European Union (EU) [29], lists the following
situations:

o Inferences derived from data and repurposing of original processing: increasing the
amount of data generated by 10T, in combination with modern methods of analysis and
cross-matching, allow the use of data for purposes different than the originally
established ones. These challenges calls for specific solutions, because, even if the user
was comfortable with sharing the original information for one specific purpose, he/she
may not want to share this secondary information that could be used for totally different
purposes;

¢ Intrusive identification of behaviour patterns and user profiling: isolated data identified
and collected by different objects can be combined to reveal important aspects of the
habits, behaviours and preferences of individuals or social groups. Patterns of life and
behaviour can be identified in this way. On the other hand, the continuous presence of



sensors can put pressure on individuals and can limit their freedom;

e Limitations on the possibility of remaining anonymous when using service: the
complete development of a smart city eliminates the citizens’ possibility of using
services in anonymous mode. The ubiquity of sensors makes it difficult to preserve
privacy and poses significant data protection risks;

e Security risks: 10T has numerous security problems, with a risk that every object in the
network becoming the target/source of an attack. Risks are therefore more serious those
facing the Internet today. At least two issues should be considered in this case: (1) smart
things security, the channels of communication between them and the storage
infrastructure and (2) technologies used at different levels of data processing are
designed and implemented by different suppliers, without the possibility of
standardization and proper protection.

4. Security measures in a smart city — another onion model
In order to adequately protect a smart city, a lot of measures provided by various actors are

needed. An overall view of these solutions is presented in figure 2 and describe in the following
part of the paper.

EU & National Regulations

Ensures that Implements proper
providers and audit trail mechanism

citizens understand Application Developers in order to ensure Princiol
the legal framework R —————— that no limits are rlnCIp es
L. crossed by service '
Diectives providers (privacy
& Ser\’ice PrOViderS Identifies vulnerable b desi n
Develops programs, Safe sharing of data Encrypted data search systems, assesses the y g /

policies and

Stmtegies procedures that

manage data use

type and magnitude

of probable risks, and privacy by

institutes remedial

measures defauh)
Security Solutions Providers

. Identity management Device authentication Digital signatures & .
Encryption i . b Watermarking
techniques mechanisms certificates

Fig. 2. Security measures for a smart city — an onion model
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4.1 European Union regulations

According to Digital Agenda for Europe, the smart environments created by merging physical
and virtual worlds improve in a great extent EU citizens' lives. EU supports the implementation
of smart city concept that permits better public services for citizens, better use of resources and
less impact on the environment. In EU’s opinion, in smart cities, digital technologies translate
into better public services for citizens, better use of resources and less impact on the
environment. [25] EU affirms that confidentiality and data privacy should play an important
role in any smart city development strategy, taking into consideration those web-based attacks
in 10T increased by 38% in 2015. [26] Otherwise, the introduction of these innovative
technologies that access various data about people would not have their consent. Privacy-
failures are considered one of the most important barriers to the development of smart cities by
the Alliance for Internet of Things Innovation (AIOTI), an organization founded by the
European Commission and various IoT key players in 2015. The principle of “privacy by
design” is strongly recommended by AIOTI. According to this concept, the protection of
privacy is embedded at the earliest stage in technological design. Another important principle



is “privacy by default” - the controller shall implement mechanisms for ensuring that, by
default, only those personal data are processed which are necessary for each specific purpose
of the processing and are especially not collected or retained beyond the minimum necessary
for those purposes, both in terms of the amount of the data and the time of their storage. [27]
The important concepts of trust, security and privacy are treated in strategies as Digital Single
Market Strategy, launched in 2015, EU Cybersecurity Strategy, adopted in 2013, European
Agenda on Security adopted in 2015. A new term, ePrivacy, was coined for a distinct approach
of confidentiality of online PII. In this domain, the main objective is the protection of the
confidentiality and the security of individuals’ communications in online environment, which
is rooted in the fundamental right to the respect of private and family life. [28], [30] Online
privacy is largely approached in the Data Protection Directive and in the ePrivacy Directive
(Directive on Privacy and Electronic Communications), which try to ensure safe collection and
processing of user data in 10T. Data can be obtained only under strict conditions and for legal
purposes, issues that have to be guaranteed by organizations dealing with data collection. The
problem is even more important in smart cities, where the volume of data is huge and concerns
a wide range of activities in the life of the inhabitants of a city; here, unauthorized access to
data can have important negative consequences on large groups of people. To protect them, the
European Commission requires telecom operators and Internet Service Providers to report any
“personal data breach” to the national authority and to inform the subscriber or individual
directly of any risk related to personal data or privacy.

4.2 Other stakeholders’ actions

Beside legal framework, proper governmental actions, technological solutions and education to
increase users’ awareness are needed to protect confidentiality, integrity and accessibility of
data in a smart city. The convergent roles of different stakeholders in this area are presented in
[6].

The regulatory authority in the city (governmental control domain) ensures that service
providers and citizens understand the legal framework, develops programs, policies and
procedures that manage data use, and implements proper audit trail mechanism in order to
ensure that no limits are crossed by service providers. By identifying vulnerable systems,
assessing the type and magnitude of probable risks, and instituting remedial measures, these
bodies can fight cyber-physical-attacks and create risk-resilient smart services, maintaining the
trust of their inhabitants that systems are safe and secure. Digital forensic capabilities are
needed at this level. Because the smart cities grow, the infrastructure becomes more
interconnected and risks are multiplying. A coherent and stable digital architecture must be put
in place. [31] [32]

Application developers need to specify in a very clear way the measures they have taken before
user’s private and confidential data are accessed, and the anonymizing and encryption
procedures used when data are in transit.

The service providers have to share their data repositories with other service providers, without
compromising their security. Privacy measures, as encrypted data search and processing in
untrusted domain, fine-grained controlled over shared data, guaranteed user revocation and
secure key management, have to be employed to prevent illicit data access.

4.3 Security providers

Based on the regulations and actions of the stakeholders presented above, the security providers
need to adapt the “classical” security methods as encryption, identity management techniques,
device authentication mechanisms, digital certificates, digital signatures and watermarking to
the new environment, and to make them available for all entities interested in a proper data
protection. According to [11], since attacks continue to increase in sophistication, the
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development of countermeasures remains a challenging and on-going exercise. The well-known
truism of information security that the attackers are always one step ahead of “the good guys”
is confirmed once again. Also, countermeasures applicable to one system/thing may not be
applicable to other embedded systems. Thus, system-specific attack-resistance measures are
crucial. The devices have to dynamically adapt to the situation - scalable security protocols are
necessary.

5. Conclusions

The people’s acceptance of smart cities components and the trust in them are closely related to
the notions of risk, security and ensuring private life, which must be studied carefully. At the
same time, since the collaboration of the cyber-real artifacts will change the environment of all
public organizations, and their autonomous and nomad characteristics might lead to serious
security problems, we consider they will have to be addressed, understood and solved in good
time. The city authority have to be well informed about all the problems related to smart things,
spaces, services and citizen security; also, the solution offered by the security providers have to
be known and chosen with maximum discernment. The paper offers only a non-exhaustive
review of vulnerabilities, attacks and security measures, with the intention to raise awareness
in this area of large public interest. Further in-depth analyses for each vulnerability, attack
scenario and security measures adequacy are necessary.
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SOCIAL NETWORKS SECURITY IN UNIVERSITIES: CHALLENGES AND SOLUTIONS
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Abstract

Nowadays, information flows are powerfully augmented by Social Media. This situation brings along the adjustment of
the traditional information security threats to this new environment, as well as the emergence of new characteristic dangers.
The purpose of this study is to learn about Generation Y students’ attitude to risks and security measures when using Social
Networks (SN). The correct identification of their behavior is, in our opinion, essential for the academic community. Firstly,
we need to understand what their real knowledge in the field is. Then, a serious and consistent adaptation of our courses in
Information Security and other subjects and a redefinition of universities’ security policies and procedures is necessary. On
this basis, in an empirical study, we try to determine how much our students know about security threats and subsequent
protection measures in SN.

Keywords: Social Networks, Social Networks use in universities, Social Networks security, Web 2.0 security threats
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1. INTRODUCTION

Web 2.0 represents an ensemble of technological platforms which allows the interaction of the users by
spreading and consuming information and/or different online materials. The concept is based on a few key
elements among which we mention creating and sharing user generated content, participation, communication and
collaboration. According to (Airinei et al, 2014, Horvath et al, 2014, Radu, 2013, Tugui and Siclovan, 2013), the
Web 2.0 technologies made possible the appearance of Social Media, such as Social Networks (SN), wikis, blogs,
podcasting, RSS flows and so on. Social Media (SM) offers users a high degree of comfort, they are easy to use,
and people can very easily join them. SM’ openness deepens the more and more common perception of the Internet
as utility, given by the low cost of connectivity, high speed for data and information transfers and ubiquity. The
attraction proven by the SN on individuals is rooted in the similarity to real life when it comes to storing and
consuming information — under the form of familiar discussion threads and easy-to-access links, more than well-
structured databases.

But, the undoubtedly positive characteristics which we previously mentioned also have an unfavorable aspect
from the point of view of information security, as we would like to present in figure no. 1. SM are easy to
understand and learn, designed so that they could very quickly gather fragmented information and knowledge, and
used for a wide range of experiences (most of the times entertaining). In these friendly environments, people
nowadays can very easily unveil sensitive aspects from their lives but also from the companies they work for.
Thus, information confidentiality is affected, as shown in (Paviloaia and Grama, 2014, Mazareanu, 2010,
Munteanu et al, 2008, Oprea, 2007).

At the same time, SM make the user neglect the dangers in virtual world and trust excessively the validity of
the information available online. This situation of feeling relaxed and trustworthy described above, in a
combination with the permanent availability of the mobile devices connected to Web 2.0, leads to a stage in which
the individuals become their own enemies. They are no longer able to clearly distinguish between the private, the
social life and that of the organization, between the public information and knowledge and the private ones.

The right of ownership over their own data also disappears, since security is managed by third parties who
are not very motivated or informed about the importance of information for its users.

Even more, the over-usage of Web 2.0 has changed it into a global village with millions of inhabitants where
crooks can disguise under false identities and get lost, sharing more and more advanced fraud techniques without
being seen. The classical forms of attack such as Denial-of-Service (attempts to make Internet resources
unavailable to their intended users), SQL attacks, spoofing etc. are brought to life once the social environments
have evolved and the trust the users have in the above mentioned networks leaves place for manipulation by
phishing, spam and other treacherous acts.
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Source: authors’ own contribution
Figure 1. Challenges from the perspective of information security in Social Media

2. THEORETICAL FRAMEWORK - THE PERCEPTION OF STUDENTS AS REGARDS THE
DANGERS AND RISKS ON THE SOCIAL NETWORKS

Nowadays, students form the category which is most exposed to SM. They are well-educated, internet savvy,
and eager to learn (Vasilescu, 2011, Bolton et al, 2013, Pinzaru and Mitan, 2013), but also more shallow, skeptical,
blunt, critical, cynical, narcissistic, difficult to wow and impatient relative to their predecessors. They act as
multitaskers, filter and consume relevant and interesting information with great speed, have high expectation and
are headed to fast achievements (Vasilescu, 2011, Airinei et al, 2014, Horvath et al, 2014, Radu, 2013, Tugui and
Siclovan, 2013). Social Media help digital natives to define and redefine themselves, to satisfy their requests for
autonomy, recognition and achievement, as well as the need for affiliation and belonging.

The studies undertaken by (Ujhelyi and Szabo, 2014), (Tkalac Veréi¢ and Verci¢, 2013), (Whiting and
Williams, 2013), (Pinzaru and Mitan, 2013), (Friedl and Tkalac Ver¢i¢, 2011), (Andrei, Iacob and lacob, 2010)
show that students use SM for:

Interaction with old or new friends;

Keeping up-to-date;

Searching for information about school, studies, shopping, events, entertainment, free time;
Fighting boredom by listening to music, playing games, watching movies;

Reading posts or comments;

Self-promotion;

Self-education.

Another category of use, more malicious, include surveillance or spying on friends and search for information
about different people. These activities come at hand even more when people willingly unveil all sorts of personal
information about them. (Benson et al, 2015) shows that this phenomenon, boosted by the more and more common
use of smartphones and localization services affect our civil rights ant intimacy. Finding a user profile on different
data bases which has been willingly made available, is easier especially on SN, as they are different from e-
commerce networks or other online environments. The service providers, third parties and especially users with a
very relaxed attitude are equally involved in disclosing information. Apart from other negative effects on long
term of using SN, (Santos and Cuta, 2015, Ernek and Eyuboglu, 2012, Bolton et al, 2013) mention, as regards the
students, the loss of intimacy and public safety, reduced civil involvement, increased cyber-crime and less
involvement in online activities, addiction (the students seem to obsessively check the new posts and profile
updates, stopping the activities they are usually involved in).

On the other hand, beyond the common supposition that the users neglect SM dangers and threats, trust
excessively these environments and the credibility of the information accessed online, (Benson et al, 2015 and



Bolton et al, 2013) have discovered in their studies that most users apply enough settings in order to ensure the
information security, being very careful about what they post and their own actions, and avoiding exposure to
hackers, viruses, spammers and other attacks.

Considering these observations extracted from the literature in the field, the research questions formulated
by us were:

Q1. How do the students perceive the risks when using SN sites?

Q2. What security settings do they use in their favorite SN site, Facebook?

In order to find answers Q1 and Q2, we conducted an online survey, consisting of 10 questions. We recruited
628 participants from Faculty of Economy and Business Administration, “Alexandru Ioan Cuza” University in
Tasi, who received a link to our online survey. It took approximately 10-15 minutes to complete the questionnaire,
which was open from 9" to 13" November 2015.

3. METHODOLOGY

The study aimed to analyze the degree in which the students from the Faculty of Economy and Business
Administration are aware of the general dangers to which they expose themselves when using SN and to discover
the security measures they use. A number of 628 students (10% of all the students in the faculty, 167 males, and
461 females) answered a questionnaire distributed by Google Forms; all the received answers were valid. Our
questionnaire has two main sections. In the first section we asked participants about their age, gender, level of
digital competence and possession of a smartphone. In the second section, participants were asked to rate items
concerning privacy and responsibility issues, using 4-point Likert scales or True/False items.

Also, a number of 200 students specializing in Accounting and Information Systems, in the third year,
bachelor degree, were asked to mention, which are, in their opinion, the three main benefits and risks of using the
SN by professional accountants. The reason for choosing this group was their participation, the previous semester,
in a course on the Security of Accounting Information Systems (28 hours of lecture, 28 hours of practical work).
The security of SN was studied in detail during the above mentioned course. The students’ knowledge was assessed
during the whole semester — apart from improving the theoretical knowledge in the field, they also had to make an
individual project to present the dangers and security measures discovered in the accounting information systems
from different organizations. The average of the final exam grades for this group was 7.56/10, while the average
of the grades given for the projects was 8.70/10. Hence we consider this group has a higher understanding of the
security issues and we wanted to know their opinion about risk/dangers in SN, in connection with their future
profession.

4. RESULTS AND FINDINGS

The charts below present the distribution of the 629 students by their field of study and their level of digital
competence (self-evaluation). More than a half of the students are digitally literate and extremely proficient with
technology, or at least that is their perception regarding themselves. 92% of them possess a smartphone and use it
for visiting SN sites.

DISTRIBUTION BY FIELD OF STUDY

LEVEL OF DIGITAL COMPETEMNCIES

Marketing

5%
Management
a%

Source: questionnaire interpretation
Figure 2. Respondents’ structure by field of study

After these general observations, a set of 13 more specific questions showed that:
e Most of the students agree or strongly agree that Facebook is a source of viruses and spam, and that it can
be used for rummaging;



e  Most of the students aren’t aware of more “technical” dangers, as spoofing, click-jacking, tag-jacking,
phishing — they admit that they don’t have knowledge about these types of attacks. On the other side,
those who know the attacks agree that Facebook is a favorable medium for their appearances;

e Even if almost 95% of respondents consider the identity theft a common practice on Facebook, less than
10% admit they have practiced this form of attack;

e More than half of the students understand that Facebook can use their data without their knowledge, that
they aren’t the real owners of their data and that they can be easily manipulated on Facebook;

e  Games that can be accesses through Facebook are considered dangerous.

THEY CONSIDER SN ARE RELATED TO ...

&5

Source: questionnaire interpretation
Figure 3. General risks in Social Networks

STUDENTS' OPINION ABOUT FACEBOOK USE

Facebook can be used for rummaging  IEE—_—Y

Facebook games are dangerous perse I L
Facebook can be used for spoofing I —
Facebook can be used for phishing  IEEEG—_—__—— —

Facebook is a source of spam G —
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I practice/have practiced identity theft on Facebook 1
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I trust Facebook, nothing bad can happen NN
I can be easily manipulated on Facebook I I
Facebook can use my data without my knowledge IEEEEEEEEEEEE—_—_——— I
I don't have propriety of my own data I .}
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Source: questionnaire interpretation
Figure 4. Students’ opinion on Facebook use

On the other side of the story, even if the common assumption is that in SN users neglect the potential security
dangers and threats and are excessively confident in the trust and truthfulness of the online available information,
we founded that an overwhelming majority of SN users define the privacy settings on who can access their profile
information, and pay a lot of attention on their posts and actions, not exposing themselves to hackers, viruses,
spam and other attacks, as can be seen in figures no. 5 and 6.



STUDENTS'USE OF SECURITY MEASURES ON FACEBOOK

Trusted Contacts 46%

Code Generator FEEEEE——— 8%

Security policy reading 43%
Where You're Logged In 36%

Block Apps 53%
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Terms and conditions reading 51%

Block Apps & Event Invitations 49%
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Private profile 48%
Carefull posting 81%

Login Notifications 71%

Source: questionnaire interpretation
Figure 5. Students’ use of Facebook security settings
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Figure 6. Number of security settings used by students

Focusing on the study applied on the 200 students specializing in Accounting and Information Systems, in
the third year, bachelor degree, the hierarchy of risks/dangers identified is presented in figure no. 7.

58% of the respondents consider that the SN are important gateways for malware. They mentioned viruses,
worms, spyware, Trojans under the disguise of advertisements. Even though it is certain that the whole picture of
IT threats shown by the led and combined action of the viruses, worms and Trojans is rather wide and presenting
an infinite variety of details, there were not mentioned other “modern” or more technical dangers in this category,
such as scareware, ransomware or rootkits. The second place is held by a technical danger as well, hacker attacks.
They were introduced as a term, but the real types were not mentioned. In our opinion, by hacking students mean
everything that refers to the creation and distribution of malware, data stealing by breaking passwords, but not to
DDoS (electronic attack involving multiple computers, which send repeated requests to a server to make it
inaccessible for a period of time), phishing, backdoor, botnets. This option they have should be regarded as one at
hand, easy to extract from theory and bring to discussion. The next two dangers frequently mentioned by the future
accountants are not technical. 47% of the students mentioned the decrease of work productivity as an effect of
employees wasting time on SN sites, chatting with friends, which leads to a delay in finishing and handing over
the accountancy documents. 31% say that the SN disrupt the employees from working tasks — receiving messages
or other notes or checking the SN in order to see new posts, they might make mistakes when they upload or process
data. In percentages between 20% and 30%, there is mentioned data theft (photos, documents, personal or company
information), including IT spying, destroying data, affecting confidentiality, breaking or finding the password
from user access accounts.
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Figure 7. Risks and dangers hierarchy in Social Networks

Less than 20% of the respondents wrote about the following:
e Communicate wrong or unsuitable data about the company (even accountancy data), by mistake or being
angry, which could consequently compromise the company;
Lack of credibility of the information received from partners / displayed in SN;
Employee identity theft which might lead to compromising the image of the company;
Addiction of the employees on SN;
Information theft / associating information about the employees and the products of a company and using
them maliciously by the competitors.

10% or less of the students mentioned the following:

e Cheating/harassment/abuse/denigration of the employees or the company which become possible because

the employees upload too much information about themselves;

e The fact that the official page of the company might be mistaken for other fake pages, the users might
create fake profiles, so that the employees don’t know who they communicate with in reality;

e |If the employees use SN to solve tasks from work, in case the network fails due to an electricity or
connection failure, this might lead to delays in the accomplishment of the tasks;

e  Gathering data about the users without them being aware of it (Social Ads);

e Loss of official papers or even the access of unauthorized people to them;

e The social networks might install applications on the computer without the user’s knowledge which leads
to overloading the memory or the system;

e The posted data are in Cloud, and they are not owned by the users;

e The data from the browsing history is often non-encrypted and they can be a valuable source of
confidential information;

e Continuous exposal to the information flow offered by the SN leads to a degree of inertia in the
employees, since they no longer search for the information on their own, they expect they should receive
them.

Out of the 200 students who took part in the study, only 10 noticed the inadequate use of SN in accomplishing
the tasks of a professional accountant.

The main benefit identified by the students, is, in our opinion, still a risk. 36% considered the SN as an
appropriate environment for the sending files, ideas, plans, reports easily and in real time, to a large number of
employees. There were often mentioned accountancy files, information required for the accountancy reports. We
can notice from their answers that they already have this habit of sending files to their peers. In the same
percentage, they consider that SN, especially the internal networks of the companies (e.g. Microsoft) help to a
better collaboration of the employees, facilitate team work at distance, allowing video or text conferences with
several participants at the same time. A third of the students, again, consider that the social networks make it
possible to spread information about the company easily and free of charge, serving as publicity and enhancing
the image of the company. The educational aspect of these networks was greatly appreciated. Different segments
or social groups are directly interested in the accountancy news, spreading a lot of useful information. The future
accountants keep up with the latest news on laws being annulled, changed or voted from pages such as AvocatNet,
contabilul.ro, codfiscalnet, Acounting all the time, and they follow the official pages of state institutions. They



exchange opinions about accountancy issues, ask for help in solving the accountancy problems in their (private)
group and receive quickly the expected answer. Thus, they have the feeling of belonging to a community or even
that they work in a team and consider Facebook a valuable environment to spread and acquire knowledge. Apart
from the groups on Facebook, they state that the tutorials on YouTube can also be useful.

30% of the students consider that SN are useful when communicating to clients and suppliers. Other benefits
they mention are the low cost, the fact that Facebook is a good source of information, including news about
products, clients and suppliers. 10% of the answers mention the fact that keeping in touch with the family or
friends, the employees share pleasant memories and become more relaxed. Then, there are mentioned widely the
benefits of LinkedIn, from both the individual perspective ("It helps to find a job and to meet new, valuable people
from your field”), as well as the perspective of the company (social networks might help the company to advertise
new positions and find information about the psychological profile, marital status or previous experience of their
future employees).

5. CONCLUSIONS

Few universities have adopted coherent strategies and policies for a secure Social Media integration in
pedagogical teaching and learning activities. In our opinion, there is a real need for institutional involvement and
individual actions at the academic level, regarding the SM in general and SN sites use in particular. Web 2.0
technologies and SN are here to stay, so blocking their use or simply letting them be are not viable solutions. Based
on the already acquired student knowledge in the field and on their awareness regarding the SM risks and security
problems, faculty management should establish a coherent security policy and a set of procedures that should be
diffused so that all the students should become aware of it. The already-careful behavior of students should be
trusted — in universities, the general trend is one of technological advance and today’s employees are the same
people who previously embraced the e—-mail communication, browsing and searching — and they serve as good
examples and inspiring factors for their students. In the most cases, they know the rules and have the adequate
behavior. The students’ involvement in SM must be encouraged, existing teaching methods must be adapted to
these new media and the students’ real life and SM knowledge must be exploited. Feedback should be sought and
given in a constant, coherent and consistent manner. The permanent availability of SM and its capacity to
remember can be used to keep in touch with graduates, whose help can be required for providing support to their
younger colleagues, in the form of information, advice, internships or job offers. The informal nature of SM can
be the source for an increased communication between professors and students, with positive results on both
categories’ satisfaction level and on university’ reputation.

We have to admit that the methodology applied in this two studies has some limitations. First, by some
measures, the sample size might be considered relatively small (even if it is larger than the ones used in similar
Romanian studies). Secondly, the first study assesses a specific group, primarily students attending university,
who may differ from other Internet users in important ways, such as their easy access to Internet connections. The
group questioned in the second study is even narrower and has previous knowledge on SM security. Thirdly, only
one type of social networking site was mainly assessed here. It may be that other sites are used in different ways,
particularly since Facebook originated as a student site and has attracted many student-age people.
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Abstract: The role of local and central public administrations in promoting sustainable development
and building up a better future for society is essential. In order to fulfil this mission, employees in
public administration sector must engage in long life learning processes, for the purpose of developing
skills such as: anticipation, interdisciplinarity, diversity of perspectives, working with incomplete or
complex information, participation in sustainable development processes, cooperation, individual
decision-making capacities, empathy, solidarity, and self-motivation. The Education for Sustainable
Development as a component of lifelong learning is, in this light, of utmost importance. In this spirit,
this paper investigates what is the Romanian public sector employees’ perception of long life learning
as an essential premise of Education for Sustainable Development , by analysing on the one hand the
degree of digital maturity of public institutions in Romania, and on the other hand the interest of
employees in such institutions to engage in Education for Sustainable Development function of the
following disjunct behavioural/emotional states: Disappointment, Conlflicts,
Satisfaction/Contentment, Doubt, Exhaustion, Attachment.

Keywords: Education for Sustainable Development; Lifelong Learning; public administration;
digitalization

1. Introduction

United Nations Sustainable Development Goals (SDGs) define a developmental corridor and a
welfare concept with which a considerable increase in global population might be made tolerable [1], in
the attempt to mitigate the increasingly negative impact of humans on the planet’s resources. The 17
SDGs focus on three primary areas requiring intervention: environment, economy and society. In this
paper we will turn our attention to the fourth objective of sustainable development (SD Goal number
4), namely “Ensure inclusive and equitable quality education and promote lifelong learning
opportunities for all”, an objective that we believe is extremely important from the perspective of recent
evolutions in the knowledge society. Moreover, our analysis has a particular focus on the public
administration sector, as public institutions provide the necessary legal framework for performing the
educational process, as well as the restrictions that ensure the sustainable development of the society.
As such, the employees therein should have the best understanding of the changes that take place and
their impact on the future of communities. They will not be able to promote sustainable development
unless they have sufficient skills and knowledge on sustainability [2,3]. These are ensured via
engagement in the lifelong learning (LLL) process and, more specifically, via a component under the
name of Education for Sustainable Development (ESD). The employees” wish to perfect their skills on
an on-going basis is influenced, however, by a wide variety of factors — such as their actual workplace
conditions, namely the level of computerization in the institutions where they work, their level of
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workplace satisfaction, access to refresher courses whether enabled or not by the employer institutions,
potential benefits that could be obtained upon attending such courses — most of which are correlated
with their age, training and experience.

According to [4], this is the age of LLL. Starting from this statement and focusing on the strategic
role of public administration employees (education, healthcare, financial administrations, city halls, etc.)
in supporting this process, this work aims to analyse on the one hand the degree of digital maturity of
public institutions in Romania, and on the other hand the interest of employees in such institutions to
engage in ESD in relationship with the following disjunct behavioural/emotional states:
Disappointment, Conflicts, Satisfaction/Contentment, Doubt, Exhaustion, Attachment. This section
goes on to introduce the basic concepts of the study, namely LLL and ESD, as well as the necessity for
public institutions to incentivize employees to engage in such processes, while the subsequent sections
present the results of the study conducted in institutions pertaining to public administrations in
Romania.

1.1 Lifelong Learning

Continuous learning or lifelong learning are by no means novelty concepts. The first occurrences
thereof were recorded in the context of the educational system reforms in the 1970s, taking forms such
as permanent education (introduced by UNESCO [5]) or recurrent education (introduced by OECD [6]).
In a report published by OECD (1996) titled Lifelong learning for all, LLL is seen as a natural result of
economic and social changes, an investment in human capital to improve the capacity of individuals,
families, workplaces and communities to continuously adapt and renew [7]. Over time, the concept of
LLL and its implementation method have evolved, focusing on continuing the training process after
finishing school (around the age of 18 or 21 years old) and throughout one’s life. LLL aimed “to raise
the social participation in broad parts of the world” [8], focusing on “training for the new economy”
and “adapting to the changing society” [9,10,11]. A major moment in the evolution and re-affirmation
of the concept was the publishing of A Memorandum on Lifelong Learning (2000) by the European
Commission, which assigned two aims for LLL: “promoting active citizenship and promoting
employability” [12]. The memorandum discussed the expanding role of non-formal and informal
education for individual evolution, without mitigating the importance of formal learning. The three
forms of learning complement each other, and they should be approached and mixed taking into
consideration the moment, objectives and relevant field of learning. The Memorandum still remains the
most important in terms of reflecting the European Union’s (EU) attitude towards LLL. Over the last
decades, LLL was constantly conceptualized and analysed, as a result of intensive technological, social
and economic changes. Although information has become more widely available, readily storable and
useable, as well as more comprehensive, it does have a “shelf life”, a short-term usability. In the current
extremely dynamic context in terms of information overload, knowledge becomes obsolete quite
rapidly, and people have to update it, and constantly adapt their skills and abilities for the purpose of
solving immediate issues. As a result, people have to engage in a process of continuous vocational and
professional development [13].

The fundamental premise of LLL is the low feasibility of traditional education, which is unable to
provide students in the formal school or university education framework with all the necessary
knowledge, skills and abilities they require in order to succeed throughout their lives. Per a traditional
approach, the EU defines lifelong learning as “all learning activity undertaken throughout life, with the
aim of improving knowledge, skills and competences within a personal, civic, social and/or
employment-related perspective” [14]. The same document mentions the following characteristics of
LLL: (1) encompasses the whole spectrum of formal, non-formal and informal learning, (2) addresses
objectives such as those related to active citizenship, personal fulfilment, social inclusion and
employment, and (3) is based on principles such as learner-centricity, the importance of equal
opportunities and the quality and relevance of learning opportunities. In [15, p. 134], a more
comprehensive definition is offered, LLL being seen as “the combination of processes throughout a
lifetime whereby the whole person—body (genetic, physical and biological) and mind (knowledge,



skills, attitudes, values, emotions, beliefs and senses)—experiences social situations, the perceived
content of which is then transformed cognitively, emotionally or practically (or through any
combination) and integrated into the individual person’s biography resulting in a continually changing
(or more experienced) person”.

1.2 The Need for Longlife Learning. An Approach from the Point of View of Sociology in Education

According to [16], LLL is “an essential challenge for inventing the future of our societies; it is a
necessity rather than a possibility or a luxury to be considered”. Continuing learning is currently
necessary in all lines of activity and across hierarchy levels. [17] define LLL from a psychological
perspective: the concept “combines existing theories and models under a lifespan perspective and
provides relevance from both societal and research perspectives — in particular concerning educational
psychology, developmental psychology and organizational psychology”. In [18], three different
motivations of LLL are identified: (1) for economic progress and development; (2) for personal
development and fulfilment; and (3) for social inclusiveness and democratic understanding and activity.

However, the motivations for LLL are not exclusively voluntary, they are not generated only by
the citizens” wish to hone their skills in a particular field or to adapt to incoming changes. LLL is often
required in the labour market upon disappearance of certain jobs and emergence of other new ones that
require skills that differ from workers’ initial training. In [19], “digitalisation is seen as a key influence
on the future of work over the next decades”. The report estimates that more than 9% of existing jobs
across member states can be fully automated, with human individuals being exposed to the risk of
replacement, while upwards of 25% of all jobs will change in terms of task performance by individuals.
In [1], after a synthesis of data from various studies, the authors estimate that approximately half of the
current jobs will be significantly influenced by digitalisation. This trend will neither affect solely low
qualification, low-paying jobs, nor only industry-related jobs. For instance, for communication-based
jobs (such as the majority of public sector jobs), the scenarios presented in [20] and [21] mention the
potential replacement of human individuals by chatbots/social bots. Risk factors associated with
digitalisation include the dependence on explicit and widely-available knowledge, repetitive tasks,
manual data transfers, the existence of several employees performing similar jobs or the possibility to
outsource the job, to name but a few. The pressure exerted by automation and digitalisation is not
naturally absorbed at the educational sector or organization level, which [22] describe as rather past-
oriented, conveying and using obsolete information that is inert compared to innovation. Moreover, in
[23], [24] and [25] is shown that individuals that cannot develop high-level skills, cannot cope with the
pressure of using information and communication technologies (ICT) in the workplace and are not
sufficiently autonomous feel threatened, insecure and confused, which results in their failure to carry
out their job duties and even quitting their jobs.

It is also useful to analyse LLL processes in the light of sociology in education. From the
sociocultural point of view, learning cannot be separated by the context in which it takes place, being
dependent on the interaction between the learner and the social/working environment [26]. In a
particular context, learning processes are affected by tensions, contestation, and resistance. Critical
participatory design of LLL processes is needed in order to respond to the real interests of learners. End
users’ perception, needs and values have to be identified, and educational offer should be built with
those findings as strong foundations [27].

Within the sociology of education field, digital technology is beginning to become a serious topic
of interest. The increased use of ICT in learning and their continuous availability generates new
concerns. For example, employers can pressure employers to use them at home, to the detriment of their
personal and family lives. Also, digital education requires increased levels of self-responsibility,
determination and control, which are too often taken for granted, in reality being hard to be achieved
[27]. From the sociological point of view, it is stated that technology based learning should not be
perceived as , detached from the spacial conditions of common locality” [28, p. 219].

1.3 Education for Sustainable Development



The success of LLL depends on the utility of the information and knowledge acquired reported to
the regional and global socio-economic context, both upon acquiring same and in terms of the future.
Per this vision, ESD is a major component of LLL. It was first mentioned in Agenda 21 of the United
Nations Conference on Environment and Development (UNCED) in Rio de Janeiro in 1992 and over
time it has become a comprehensive and integrating modern concept that refers to the power of
education to participate in creating an optimal future for the human race. The UN General Assembly
declared 2005-2014 the Decade of Education for Sustainable Development (UNDESD). Coordinated by
UNESCO, the UNDESD emphasized education as a premise for individual and social development in
the context of sustainability. The assimilation of ESD to LLL aims to strike a balance between human
and economic well-being and cultural traditions and respect for the environment [29]. ESD, also known
as sustainability literacy, provides individuals with the necessary knowledge, skills and motivation to
successfully face contemporary challenges [30]. Of the ESD objectives mentioned by [31] and [32] the
following are relevant for the theme of this paper: to use a variety of teaching techniques that promote
active (participatory), reflective, cooperative and experience-based learning, that can develop superior
thinking skills; local relevance and cultural insertion of the methods being used; blending formal, non-
formal and informal education, interdisciplinarity and the capacity to support labour force adaptability
to the constant changes within organisations. ESD can be employed to achieve long-term cooperation
habits, consistent knowledge sharing, creation of common or complementary skills, which are major
factors in building and reinforcing sustainable digital ecosystems [33].

One of the central premises for the development of ESD is access to education and the individuals’
capacity to engage in training and learning, for the purpose of developing skills such as: anticipation,
interdisciplinarity, diversity of perspectives, working with incomplete or complex information,
participation in sustainable development processes, cooperation, individual decision-making
capacities, empathy, solidarity, and self-motivation [31,34,35]. Given that self-organising, self-
determination and project-based work capacities are essential in forming these skills, the employees’
training becomes an on-going need [36].

The primary facilitator for adopting and applying the aforementioned concepts and of the practices
and principles associated thereto is the development of Information and Communication Technologies
(ICTs) and their world-wide expansion. They facilitate access to information independent of
geographical area and field of interest, having a major contribution in developing the skills determined
as ESD objectives. Education is influenced by these technologies for delivering educational programs
and for instructional design [13] across all levels of education. In universities, digitalisation helps
students to self-organise learning processes, which allows them to have enhanced levels of autonomy
and transforming educators into facilitators [23]. Moreover, digitalisation allows for knowledge sharing,
both inside and outside the organisation [36].

Sustainable development and real and active involvement in the future development needs new
and creative skills and competences. In 2005, OECD identified the following three competence
categories as relevant in the field of sustainable development: (1) interactive use of media and methods;
(2) interacting in socially heterogeneous groups; (3) acting autonomously. All these categories can be
supported by the use of ICT in ESD. In [37,38] is shown that ICT can be used as a tool for (1) interactive
communication, (2) interactive generating of knowledge, (3) interactive sharing of knowledge, (4)
collaboration with local communities and (5) creating competence in the field of ESD. [39] stresses that
ICT tools support ESD in acquiring, processing, presentation and communication of information
through the integration of all modern media in formal education (wiki, blog, Web 2.0, Web 3.0, mobile
technologies) and the use of social networking, online interactive courses & experiments, online gaming
& simulation in self-assisted learning. As these tools have already become part of everyday life in
different countries, helping people to use it in an intelligent and social accepted way is the main
challenge on the way to LLL.

The effective and side-effect-free incorporation of ICT in work tasks, without having humans feel
alienated and without affecting their future, is an important component of sustainability, and the



achievement of this objective requires the creation of digital skills. Public administration is one of the
sectors in direct need of such skills.

1.4 The Need for Education for Sustainable Development in the Public Administration Sector

The characteristics of public service have changed over the last years as a result of changing
generations (from baby boomers to millennials), the massive implementation of ICT, globalisation and
fluidisation of connections between the public and private sectors and non-profit organisations [40].

Public sector management is undergoing continuous changes caused on the one hand by the need
to adapt to the economic and technologic evolution, and on the other hand by the citizens” demands to
be better informed, for ensuring information transparency and to boost the efficiency of activities
conducted by the relevant institutions [41]. As such, the staff employed in public institutions has to
accept and engage in continuous improvement, both via programmes designed within the organisations
or courses contracted with other institutions or companies, and via informal means. The problems they
face are increasingly complex, difficult and global, transcending the limits of simplicity and linearity, as
well as national borders [42]. Public administrations are faced with a series of challenges that require
continuous development of the knowledge and skills of employees hired in this sector, challenges that
are presented below.

Innovation in ICT, the development of smart cities, the fluidity across public, private and non-
profit sectors, globalisation, increasing speed of access to information and increasing volumes of
available information have changed the characteristics of public services and, implicitly, the training
and attitude of the providers thereof. For many domains, the private sector is the source of innovations,
but filtering them is achieved via institutions within the public sector. In this category we include
organisations that provide invention patenting, regulation frameworks, financing sources,
organisations that purchase innovations and provide citizens with access thereto, etc. As a result, the
employees in these institutions are often among the first that have to become familiar with the risks and
benefits of new technologies, products or services. Along with the citizens, non-governmental
organisations and private sector organisations, public institutions play a decisive role in the efficient
implementation of programs geared towards mitigating social inequities, in improving the citizens’
quality of life via rapid access to high-quality information and services, and thus supporting the
evolution of communities [43,44].

Local and central public administrations have to promote sustainable development and limit
actions that could lead to natural or social imbalances, to formulate and execute plans reflecting
sustainable development principles [45,46,47]. Their policies are influenced by actual environmental
issues, the available resources and the types of decision-making processes they are involved in [48,49].
As such, they must adapt to the dynamics of the business environment in the area they manage, but
they also have to be capable to coordinate it so as to evolve in favour of the citizens and for the sake of
economic growth and social welfare. Based on the studies that have been conducted, some authors
believe the duty of public institution leaders is to take the role of leaders in developing sustainability
objectives and to ensure the implementation thereof via management and specific operations [50]. To
this end, local administration employees have to have command of sufficient knowledge and
information regarding sustainable development, as well as methods to quantify and stimulate the latter.
According to [51], approximately two thirds of the 2,509 actions identified in Agenda 21 for increasing
sustainability require the active engagement of local administrations. The efforts have to be redirected
from defining and justifying the concept of sustainability to implementation strategies in order to boost
the efficiency and effectiveness of local initiatives [49,50].

Constant information of the public administration staff has to prevent the following issue: there
can be no hope for sustainable communities if “the head of municipality and his staff has no knowledge
in sustainable development” [52]. Starting from SDGs and specifically SDG 16 on sustainable
communities, local administrations must set their own sustainability goals. Their role is essential in
conducting actions that ensure the fulfilment of such goals, as many of the activities carried out occur
at a regional level and are coordinated by local authorities [53,54]. SDGs 16 focus on improving the



standard of living of the population, broad access to education, restoring the natural balance, promoting
innovation, equality of chances, elimination of violence, corruption, abuse, etc. Whether directly or
indirectly, SDGs requires skills and knowledge in the field of ICT, both for monitoring the value of
indicators regarding the environment, investments, pollution, level of education, etc., as well as for
implementing the measures required to improve same. In many cases, meeting these goals is achieved
via digitalisation of their respective domains. They also require setting up partnerships between
governments, the private sector and the civil society, including the transfer of knowledge, continuous
training and enabling education for sustainable development. The 17th goal (“Partnership for the
goals”) was introduced in order to highlight it even more.

Main topic areas for the role of public administration in achieving SDGs are: “no poverty”, “zero
hunger”, ,,good health and well-being”, , quality education”, ,gender equality”, , clean water and
sanitation”, ,affordable and clean energy”, ,decent work and economic growth”, ,industries,
innovation and infrastructure”, ,reduce inequalities”, ,sustainable cities and communities”,
,responsible consumption and production”, ,climate action”, , life below water”, , life on land”, ,, peace,
justice and strong institutions” and , partnerships for the goals” [54]. These initiatives should be
provided in the processes of formal, non-formal and informal learning key competences

The 17 SD goals are overlapping and require joint actions from local, national and international
administrations. To address this requirement, their employees must have suitable training levels that
they can refine on an on-going basis in accordance with the economic, technologic, social and
environmental changes. In EU countries, the methods for the continuous training of public
administration employees varies from one country to another [55]. For instance, in France training is
performed by specialized institutions or by training providers for professional bodies, and therein per
various positions. In Italy, contests are organized in order to recruit the participants for specialized
courses, and the filling of certain jobs designed for higher positions is conditional upon the successful
completion of such programmes. The method is named “course-contest”. In Ireland, training is
encouraged via specialized formal education, while in Finland and the Netherlands the process is
entirely liberal, with each institution choosing its own training method and provider function of the
goals they pursue. In several countries the training is — at least partially — provided by formal education,
such as by Ecole Nationale d'Administration (ENA) in France, the Dutch Institute for Public
Administration (PBLQ) in Netherlands, Finnish Institute of Public Management (HAUS) in Finland,
Royal Institute of Public Administration (RIPA) in United Kingdom, etc. Even so, the need for public
administration personnel training and improvement, as well as the creation of new skills in accordance
with current professional training trends and technological development are championed in all EU
countries. In this context, professional training is a local and nationwide priority, achieved via both
institutional and individual methods [55,56]. It needs to be supported by local, national and
international public institutions and authorities, per their affiliation and level of responsibility.

Public administration employees have a dual role as both beneficiary and providers of LLL and
ESD. Specialized public institutions are responsible for organizing the education system. Their
employees not only manage their own knowledge and training levels, but also the training of future
generations. In this capacity, they can directly champion and provide material support for sustainable
development education via subject matters in formal education contexts. On the other hand, public
universities enjoying financial support from the state budget can provide administration employees
with courses that can ensure the continuous development of such employees.

1.5 Public Administration in Romania

One of the essential aspects of sustainable development is its political-administrative side, which
refers to the mode for streamlining the activities of government institutions in their relationships with
citizens, as well as to ensuring democracy in the digital era [57]. The Romanian Government’s Strategy
for developing the information technology sector states that the administration is the largest producer
and user of information, that it is the main link and implicitly the most responsible component in
organising and leading the society, called to offer the favourable framework for the development of the



community, to ensure high-quality and diversified public services for citizens. The public
administration in Romania is currently undergoing a sinuous process of modernisation and
restructuring, so as to be in line with the European Union’s recommendations in terms of digitalisation
as published in documents such as the Digital Agenda for Europe (one of the seven pilot-initiatives of
the Europa 2020 Strategy, which is aimed at defining the essential leadership role that the use of ICT
will have to play in achieving the European objectives for 2020). To this end, public administration
employees must adjust to the requirements of the Agenda for developing digital and inclusion skills,
bringing their services closer to the citizen and addressing the aforementioned efficiency, democracy
and transparency objectives.

As per the (Strategy for professional training 2016-2020), the following training providers
contribute to the training of public administration staff [55]:

e DPublic institutions such as: Institutul Diplomatic Roman (Romanian Diplomatic Institute),
Institutul National pentru Cercetare si Formare Culturalad (National Institute for Research and
Cultural Training), Centrul National de Pregatire In Statisticd (National Training Center in
Statistics), etc.;

e Departments with training duties in certain fields of competence within public institutions,
such as: Agentia Nationald a Functionarilor Publici (ANFP) (National Agency of Public
Administration Employees), Autoritatea Nationald pentru Reglementarea si Monitorizarea
Achizitiilor Publice (National Authority for Regulating and Monitoring Public Procurement),
etc,;

e Private organisations operating in the organisation and conduct of training programmes;

e Higher education institutions;

¢ Non-governmental organisations such as foundations or associations, e.g.: Institutul Bancar
Roman (Romanian Banking Institute) or Institutul European din Roméania (Romanian European
Institute);

e Labour union organisations, etc.

The institutions and organisations mentioned in the Strategy primarily provide formal education.

Its role is very important, and the studies are certified and recognized. They are complete with informal
and non-formal education, which can add significant supplementary knowledge the value of which,
without registration in official documents, influences the actions and decisions of public administration
servants. The success of learning within the public administration essentially depends on the
performance of training providers [44], as well as on the self-determined engagement of employees in
the learning process.

In regard to public administration employees in Romania, [58] presents a study that aimed to
identify the innovator and executant profile characteristics among same. The results of the study
confirmed the general cog-in-the-wheel perception of public servants, i.e. effective in performing
repetitive tasks, responsible and dutiful. Although we note a certain conformity with their respective
work “platoon”— public servants have lower rates of ideas and perspectives that are radically different
from other, and they do not really challenge the status quo all that much, they said they were very open
to: asking “what if” questions, in order to explore new possibilities and transcending current borders;
trends in their field and in other fields, by reading up to date books, magazines and blogs; discussions
with people from diverse fields, in order to find new ideas; finding solutions to problems by building
on ideas from other industries, domains or disciplines. The openness to experiments and solutions from
other fields of activity, attesting to innovative behaviours, occurs as a reaction to barriers in the
environment in which they conduct their activity, which is not a fertile, fluid, relaxed and stimulating
one, but that by its very limitations forces its employees to break through and bring in good practices
from other areas. The need to adapt knowledge via LLL processes is evident and the public servants
themselves became aware of it. Also, [44] conducted a qualitative research based on interview with
experts operating in the Romanian public sector. The study advocates for the need to transfer
knowledge inside and outside public institutions, via partnerships with various training providers,
particularly universities. It also highlights the need for continuous non-formal education — by



employees attending conferences, trainings, meetings for presenting good practices in using ICT within
the public administration.

2. Materials and Methods

Considering the need for the employed staff of public institutions to accept and engage in continuous
training, primarily via programmes set within the organisations or via courses contracted with other
institutions or companies, as well as considering the observation that Romanian public sector is faced with
challenges that require the continuous development of knowledge of the staff employed in this sector, we
formulated the following research theme: What is the Romanian public sector employees’ perception of
LLL as an essential premise of ESD?

To successfully intervene in creating ESD skills in the public sector by the education providers
mentioned above, it is necessary to study the following aspects (research tasks):

A. assessing the maturity of the digital ICT in public administration institutions as a possible pressure
factor for adapting the employees’ knowledge, skills and abilities to the requirements of increasingly
technology-intensive jobs;

B. assessing the public sector employees’ willingness to increase the adoption of ICT in their work
tasks (already automatized at certain degree) in an efficient and side-effect-free manner, without having
humans feel alienated and without affecting their future. Here we defined the following hypotheses:

H1 — The relation between public sector employees that are using ICT within their tasks and the
institution where they work can fall in one of the following categories: I. Disappointment, II. Conflicts, IIL.
Satisfaction/Contentment, IV. Doubt, V. Exhaustion, VI. Attachment.

H2 — Function of the relevant category, there are differences in the manners in which public sector
employees are willing to make additional efforts (participation in training courses/job
interviews/professional reconversion — aspects that define the LLL) in order to get higher salaries, become
more efficient in the workplace (acquiring skills by participating in courses), being contented in the
workplace and working in a friendly environment.

The research was conducted using the questionnaire and aimed to investigate the three aspects
presented above. The questionnaire was not previously used but designed expressly for the current
research. As such, in order to avoid errors, misunderstandings and other issues, the instrument was pre-
tested using a group of 30 individuals one week before making it available to the recipients. Based on the
results of the questionnaire pre-test, the instrument was adjusted accordingly. For the purpose of
validating the content it was used Cronback’s Alpha as the majority of questions used to validate the
hypotheses are based on Likert scale. For the analysis referring to Likert scale questions the Cronbach's
Alpha value is, in all cases, favourable and indicates a high level of internal consistency (Table 1 — 0.852,
Table 4 — 0.960, Table 5 — 0.949).

The instrument was distributed online in the group of students specializing in Public Administration
(BA and MA programmes) at the Faculty of Economics and Business Administration with the “Alexandru
Ioan Cuza” University of lasi, Romania, we applied an online questionnaire. The questionnaire was
available during a 12 months’ term to a population upwards of 500 potential respondents. Google Docs
was the platform used to set up and distribute the questionnaire. The results were exported in a file that
constituted the source of data for analysis and data interpretation in the SPSS 16.0 (2010) programme. The
sample compiled comprised 447 answers. A series of filters were applied, removing registrations
pertaining to respondents that are not employed and that do not use ICT at work, as well as those that are
employed in the private sector. Thus, the final sample contains 335 answers, comprising only respondents
that are employees in the Romanian public sector and that are having their work tasks automatized at
different degrees.

The answers were analysed from a descriptive statistics point of view using the SPSS programme
using frequency analysis (percentages per category of employee function of their degree of Satisfaction,
Disappointment, Exhaustion, Doubt, etc.), descriptive indicators of the central trend, quartiles and
dispersion indicators. For the robustness testing aimed at testing the hypotheses, we used student test and
Chi-square testing (association or independence).



Work phases:

1. For each employee we calculated the mean score per groups of items (the questions) which define
the six states (categories of employees), namely: 1. Disappointment, II. Conflicts, IIL
Satisfaction/Contentment, IV. Doubt, V. Exhaustion, VI. Attachment (see table no. 2);

2. Then we grouped employees per their mean individual scores and the mean scores achieved per
each category of items (corresponding to the six states);

3. We removed from the sample all employees that did not stand out as falling within a single
antithetic state (of those analysed). Thus 335 respondents/employees remained under analysis;

4. For the purpose of analysing the connections between the degree of I. Disappointment, II. Conflicts,
III. Satisfaction/Contentment, IV. Doubt, V. Exhaustion, VI. Attachment of the employees and their
intention to participate in LLL processes, we applied association analysis, chi-square/t-test, and correlation
analysis.

Table 1. Association between questions in the questionnaire and the 6 states of the employees (authors’
own projection).

No. Question Answer’ State of the
employees
Q15 | I think the number of requests, problems and complains I am faced -
with every day is to large compared to initial expectations. §
QI8 | T am under the impression that the heavy workload mandated at my - %
019 current job is diminishing the quality of my work. < = 'g
During the work hours I often find myself too busy or even exhausted. = g*
A
Q21 [ There are certain barriers between my workplace and family "
environment. - ;3
Q22 My job responsibilities conflict my responsibilities at home. ™ g
Q23 | | cannot manage to complete my home duties because I have to = 8
complete my job duties. -
Q16 | In general, I like what I do at my current job. T .
Q17 [ T am pleased with my current job. o 2 5
Q26 | | feel I contribute to the welfare of the organisation. > £ %
85; In my opinion, I believe I perform my job duties optimally. o % i'é
I have several notable achievements in the workplace. <8
Q29 . o . : = Y
At work, I believe I am efficient in completing my daily tasks. =
Q30 [ Tam afraid that future technological innovations will endanger my job.
Q31 | I think other employees could be able to replace me. N
Q32 | 1 am afraid my job will be wiped out. © 5
ggg I am afraid my job will be outsourced. @ 8
Q38 In the upcoming year I will take the necessary steps to find a new job. — >
In the upcoming year I will take the necessary steps to find a job
outside the ICT domain.




. . | State of the
No. Question Answer
employees
=
S
Q20 | I feel pressured by daily activities. < *u;a
Q24 | Having to go to work every day gives me a state of tension. @ e
Q25 | I feel exhausted because of my job. — is
>
Q34 | I will stay in my current job for at least one year from here on. =
Q36 | I will stay in my current job for five years from here on. . é’
Q37 | 1 will work in the field of ICT (or I will use ICT tools in the workplace) : 5
59 | OV the next year as well. o %
Q I'will work in the field of ICT (or I will use ICT tools in the workplace) - —
over the next five years. >

* Scale legend (column three): 1-strong agreement, 2-medium agreement, 3-low agreement, 4-disagreement, 5-
strong disagreement.

3. Results

3.1 Level of ICT Maturity in Romanian Public Institutions

A. The assessment of ICT maturity level for an organization is a subject debated for many years in
various papers. In our research endeavour we have consulted several researches [59,60,61] in our quest
to assess the ICT maturity level for the public institutions. The above mentioned authors portray ICT
maturity through a blend of indicators among which are included ICT infrastructure, ICT application,
HR level of education, and ICT security and policy. Therefore, in the description of Q12 it were included
different level of ICT maturity so that the respondents would best frame their institution into one of the
five maturity levels. During pre-testing the questionnaire we paid special attention to this question and
several adjustments have been made before making the instrument available to the population.

The evaluation of the level of ICT maturity in Romanian public institutions was performed based
on question number Q12 in the questionnaire (see table 2), and the results prove (see figure 1) that the
Romanian public institutions have a high degree of ICT maturity, as per the statements of the
questionnaire participants (in the body of the question were given details on how to estimate the ICT
maturity level — presented below table 2). Thus, 7% of the respondents said that in their institutions the
level of maturity is very high, 20% said it was high and 57% believed it was average. Overall, 84% of
respondents (public sector employees in various branches thereof) believe that their employer
institution has an average-to-high level of ICT maturity. This aspect allows us to state that, via this level
of ICT maturity and through the employee’s willing to invest in their career by participating to extra
courses, attending conferences and others, the Romanian public sector institutions can support the ESD
component of LLL.

Table 2. List of questions defining the concept of ICT maturity and the elements that are closely
connected to ICT (authors” own projection).

No. Question Answer

1.ERP**, 2. Developed within my institution, 3.
General accounting software, 4. National Integrated
System for Public Administration, 5.0ther

Q8 What type of application do you use at work?
If more, select the one used mostly

1.High School or less, 2.Associate degree or college,

Q9 . . .
What is your highest level of education 3.Bachelor's degree, 4. Master’s degree, 5. Ph.D.




What type of equipment’s are you using at 1.Desktop PC, 2.Portable PC, 3.Tablet PC,
Q11 work and how many of each are available in 4.Smartphone, 5.0ther equipment
your institution? ***

Q12 | Please specify the level of ICT maturity in your | 1.very high, 2.high, 3.medium, 4.very low, 5.low,
organization**** 6.don't know/cannot hierarchize

Ql4 Are computers connected into a network and | 1.Yes, 2.No, 3.Don't know
to the Internet?

** ERP (Enterprise Resource Planning): SAP, Siveco, Microsoft Dynamics, WinMentor Enterprise, etc.;

** for each of the answers (1-5) the respondent was asked about the number. The options were: don't know,
between: 1 and 3, 4 and 9, 10 and 15, 16 and 20, 21 and 30, 31 and 50, over 51;

**** the question was accompanied by the following description: How fully grown and developed is the organization in
its use of ICT and how fully grown and developed are its various ICT related processes (applications used, equipment’s available
- number and diversity, security and policy, how well trained and educated are your organization’s employee)? Try to answer
with the best estimate.

8% 5% 7%

m very high level

M high level

® medium level
very low level

H low level

m don't know/can't hierarhy

Figure 1. The degree of ICT maturity in the public sector (authors’” own projection).

More support to ICT maturity is presented in the analysis pursued in Table 4 and 5 where are
presented the hierarchy made by the respondents towards the ICT domains (Table 5) and
Organisational issues connected with ICT and related to the job (Table 4). Also in relation with the
subject of ICT maturity, based on the responses received, it was our intention to evaluate (in order to
sustain the answers given by the respondents to Q12) the digitalization state for the Romanian public
sector and the level of education for this sector’s employee. Therefore, the responses to Q8, Q9, Q11,
Q14 (presented in Table 2 and Figure 2) where the primary source of information.

This state of affairs is also justified by the results presented in figure 2, which illustrate the high
level of endowment of public institutions in terms of ICT equipment (Q11) and other elements related
to the ICT infrastructure (questions Q8, Q9 and Q14 — detailed in table 2).



Q8 - Types of application used at work QO - Level of education

W 1. ERP

m 1.High School or
less

m 2. Developed within my

institution M 2.Associate degree

or college
m 3. General accounting
software

1 3.Bachelor's degree

4. National Integrated 4.Master’s degree
System for Public

Administration

M 5. Other 5. Ph.D
Q11 - What type of equipment’s are used at Q14 - PC's connected to a
work and how many of each network & Internet
100%
o 2% 2% 1% o u Other
90% - . - equipments | Yes
80% H No

Ea
. 6% N 127 [ PC,

Smartphone
29
2% 14%
5% 3% W Portable PC
79
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Figure 2. Graphical display of the results to Q8, Q9, Q11, Q14 (authors’ own projection).

Thus, as per figure 2, we can depict the ICT digitalisation main characteristics for the Romanian
public institutions. As such:

-the computer application’s developed within the Institution (where the respondents are
employed) and the National Integrated System for public sector are the two highest being used;

-a large number of computer devices are available for the purpose of automatizing the daily tasks
in the public institutions. Among them, the desktop PC’s are the most available followed by the portable
computers (laptops) and the mobile equipment (tablet PCs and smartphones);

-the majority of the above mentioned equipment’s’ connected to a computer network and to the
Internet;

-the majority of employees (using the computer applications and infrastructure from above) are
having a Bachelor’s degree and some are more qualified as they own a Master degree or a PhD.

The percentages and values within the charts in Figure 2 are significant in favour of Romanian
public sector digitalisation and we consider they justify the evaluation made by the respondents
regarding their evaluation of ICT maturity level (Q12) presented in figure 1.

Concurrently, the information in table 3 reveals that the use of equipment is justified by the high
level of automation in the activity of public servants. Thus, 55.74% of these have more than 50% of their
work tasks computerized. As a detail, the majority of people in this latter category use an application
developed inside the institution (46.85%). The employees whose activity is computerized at a rate of
26% to 50% primarily use (54.41%) applications other than ERP or ICT products designed for accounting
records keeping purposes. The employees whose activity is computerized at a rate of maximum 25%
primarily use (43.66%) an application developed inside the institution.



Table 3. Rate of use of a computerized tool in the workplace and type thereof (authors” own projection
in SPSS, * significant at 99%).

Please estimate how much you use
computerized tools in the workplace
Max. 25% 26 t0 50%  [Over 50%
Count Count Count
If you use Other 24 37 50
computerized tool | ERP (integrated business accounting 12 3 39
at your current job | system: SAP, Siveco, Dynamics, etc.)
for performing your| An application developed inside the 31 23 81
daily tasks, mention institution
the relevant Generalized accounting product 4 5 5
category of the (Ciel, Saga, Pionier, WinMentor, etc.)
computer Total 71 68 175
application: % of Grand total (22,61%) (21,66%) | (55,73%)
Chi-square test 22,697
P value 0,001*

B. Our research endeavour for research task B was to check, according with the six states of the
employees, the impact of ICT load within their on their behaviour. Thus, those employees that are already
using ICT (in different proportions) fall within the states: 1. Disappointment, II. Conflicts, IV. Doubt, V.
Exhaustion are feeling pressure, conflicts, etc. at work and thus they MAY be unwilling/reluctant to
adopting ICT as they may consider that such tools are being used by their colleagues and superiors to spy
on them/check their actions while at work. Those employees having the opposite states (IIL
Satisfaction/Contentment, VI. Attachment) MAY react positively to fully adopting ICT as they consider
these tools as a real support in being efficient, productive and effective at work. Thus, this analysis intents
to connect the state of the employees with their reluctance or willingness to increase the adoption of ICT
at work.

Therefore, in order to assess the public sector employees’ willingness to increase the adoption of
ICT in their work tasks (already automatize at certain degrees) in an efficient and side-effect-free
manner, without having humans feel alienated and without affecting their future, we performed two
analyses.

Table 4 presents the results of the first investigation, via a classification of the respondents’
preferences regarding a series of organisational aspects related to the job tasks that are strongly
connected to ICT. We notice that the Economic productivity and reduction of costs resulting from the use of
ICT (with an average of 1,772) is deemed the most important, while the next two places are held by
Possibility to recover data in case of a disaster using database-specific technologies (1,892) and Reliability and
efficiency of activity based on using ICT for everyday tasks (1,965).

Table 4. Organisational issues related to the job. A hierarchy based on importance as ranked by the
respondents (authors” own projection in SPSS)

Hierarchy based on Std. Given values for
importance Min. Max. | Mean | Deviation each question
E ic productivi d 1-Very high
conolmlc productivity an 10 5.0 1772 11207 : ery hig
reduction of costs due to ICT importance
Possibility to recover data in case 2-High importance
1 1,892 1,257 .
of disaster 0 50 89 2578 3-Medium
Reliability and efficiency of ICT 1,0 5,0 1,965 1,1960 Importance




Hierarchy based on Std. Given values for
importance Min. Max. | Mean | Deviation each question
Project management 1,0 5,0 2,000 1,0954 4-Low importance
Data security and 5-Very low
1,0 5,0 2,009 1,3249 -
confidentiality via ICT ’ ’ ’ ’ Importance
Knowledge management 1,0 5,0 2,051 1,1536
Ahgnn.lent between the 10 5.0 2092 11823
economic and ICT aspects
Use of own computer 10 5.0 2117 12455
equipment
Management .Of ICT - ITIL 10 5,0 2146 11809
services
Strategic planning of ICT 1,0 50 2,161 1,0995
Busm.ess agility and speed of 10 5.0 2190 12632
reaction to market demands
Reduction of ICT costs 1,0 5,0 2,297 1,2345
Attracting and .retammg ICT 10 5.0 2326 13726
professionals
ICT innovations thzilt cr-eate 10 5.0 2361 12982
revenues for organizations

The second analysis, the results of which are presented in table 5, shows the classification of ICT
domains in terms of importance, as determined by public sector employees. We note that employees
ascribed the highest importance (with an average of 2,18) to Business Intelligence — Analytics, followed by
Technologies for harnessing datamining data and then by Desktop or Server Virtualization, with the latter two

scoring a 2,206 average.

Table 5. ICT domains. A hierarchy based on importance as ranked by the respondents (authors” own

projection in SPSS)
Given values
. . . . Std.
Hierarchy based on importance | Minimum | Maximum | Mean . . for each
Deviation .
question
Business Intelligence—Analytics 1,0 5,0 2,180 1,2832 1-Very high
Technologies for harnessing importance
1,0 5,0 2,206 1,3137 -
datamining data 2-High
Desktop or Server Virtualization 1,0 5,0 2,206 1,2794 importance
Software as a SaaS service 1,0 5,0 2,301 1,3339 ?-Medlum
Telecommunication networks 1,0 5,0 2,329 1,3543 ;n;portance
-Low
Collaboraglve systems and data 10 5.0 2345 12692 | importance
i ow systems o 5-Very low
Mobile and w1reless.app11.cat10ns 1,0 5,0 2,383 1,3901 importance
Customer-relationship 10 5,0 2396 14092
management - CRM
Social networks — Social Media 1,0 5,0 2,424 1,3466
Service-oriented architecture - SOA 1,0 5,0 2,560 1,3891
Cloud computing 1,0 5,0 2,582 1,2559
BigData systems 1,0 5,0 2,620 1,3644
ERP integrated business platforms 1,0 5,0 2,633 1,3586




Std Given values
Hierarchy based on importance | Minimum | Maximum | Mean . for each
Deviation .
question
Development. of appllcatlons for 10 5,0 2759 14384
mobile devices

The classifications made by public sector employees that participated in our study and presented
in tables 5 and 6 evidence their openness to the digitalisation of their activity.

The next step of the research entailed testing the study hypotheses.

Firstly, we conducted the analysis per age, sex, sub-sector of activity in the public domain, level of
education and labour seniority criteria in order to assess the current status of the employees’
fears/satisfactions/perceptions (as per the six states defined in table 1) of the public administration sector
in respect of their jobs.

The analysis revealed differences between public sector employees (age, sex, sub-sector of activity,
level of education and labour seniority) that are using ICT, in various proportions, as part of their work
in terms of how employees (in various public sector institutions) perceive the workload (I
Disappointment), the presence of certain conflicts between work and personal life (II Conflicts), degree
of professional satisfaction (III Satisfaction/Contentment), attachment to the workplace (VI
Attachment), insecurity towards the workplace and/or profession (IV Doubt) and physical exhaustion
associated with the current job (V Exhaustion) in connection with ICT. We mention that all of these
states are ICT related as it was proved before (research task A) that the majority of the employees
addressed by the research are working in institutions that have an average-to-high level of ICT maturity
in a proportion of 77.39% (Table 3, last two columns, the total line). Also, within the questions (Table 1)
addressed to the respondents and that build each of the six states there are some that directly (e.g.
Q30,Q37,Q38,Q39) or indirectly (e.g. Q20,Q27,029,Q31.Q33) tackle the impact of ICT on defining them
(the states). In this context, in the following lines, an exhausted analysis will be presented that details
the preferences of employees regarding their tasks at work (involving ICT) correlated with their states.

Table 6. Results of independence test (Chi-square) between the 6 variables (table header) and the
states of the employees (authors” own projection in SPSS)

State of the employees | Statistics Age Sex Sub-s.ec.tor Education Lal:‘)m.u
of activity seniority
I. Disappointment Chi-square 81,376 6,812 47,788 68,064 68,682
Df 20 4 16 16 16
Sig. ,000 | ,044" ,000° ,000° ,000°
II. Conflicts Chi-square 48,874 | 12,809 30,041 43,242 52,369
Df 20 4 16 16 16
Sig. ,000 | 012" ,018° ,000° ,000°
III. Satisfaction/ Chi-square 55,389 | 31,696 31,287 52,410 43,947
Contentment Df 20 4 16 16 16
Sig. ,000" | ,000° ,012 ,000° ,000"
IV. Doubt Chi-square 70,044 | 12,603 55,102 36,722 62,634
Df 20 4 16 16 16
Sig. ,000 | 013" ,000° ,002° ,000°
V. Exhaustion Chi-square 33,730 | 10,240 60,843 51,857 79,900
Df 20 4 16 16 16
Sig. 028,037 ,000" ,000° ,000°
VI. Attachment Chi-square | 114,297 | 1,441 72,595 46,920 104,799
Df 20 4 16 16 16
Sig. ,000" ,837 ,000° ,000° ,000"




The test for association between the variables defining each of the six states of public sector
employees and the analysed variables indicate (as per table 6) that there are strong associations as in all
cases the signification value of the association (Chi-square) testing is below 0.05. As such, we can state
that the Age, Sex, Sub-sector of activity, Education and Seniority variables are strongly associated with
all six states defining public sector employees, namely Disappointment, Conflicts, Satisfaction, Doubt,
Exhaustion, and Attachment. Consequently, the H1 research hypothesis was confirmed: employees do
manifest differently in the workplace regarding their willingness to increase the adoption of ICT as part
of their daily tasks, function of the six behavioural/emotional states.

Further on we will present a synthesis of current trends manifesting for each state (of the
employees) and for each variable that was tested for association purposes (presented in the head of table
6).

Thus, for state I Disappointment, the analysis of results in the intermediary tables which, for lack
of space, we are unable to include in this article, highlight the following general characteristics:

- Age, in the majority of employees, has a rather homogeneous trend in terms of agreement with
manifesting some degree of disappointment regarding the current employment: 19-25 years (80.9%), 31-
35 years (72.5%), 36-40 years (53.1%), 41-50 years (71.6%), over 51 years (50%). At the opposite pole there
is only the category of employees aged between 26 and 30 years old (majority in disagreement by 72.7%)
and this situation would be interesting to investigate (in a future study);

- The sex of employees reveals that, although the majority of both sexes agree that they are
disappointed with their jobs, men (68.6%) represent a higher, yet not very significant percentage
compared to women (60.4%);

- The sub-sector of activity reveals that the employees in certain public sector institutions are
disappointed due to certain various pressures that are exercised on then at their jobs. As such, the
employees in Education (70.7%), City Halls (61.8%) and Other Institutions (65.9%) assigned majority
percentages in terms of agreement, while Financial Administration (53.1%) and Healthcare (52.4%)
employees mostly disagree. As such, the employees in the latter two sectors do not appear to be
completely frightened neither by the heavy workloads, nor by the number of requests, problems and
complaints;

- The education level reveals a certain homogeneity in the perception of disappointment among
public sector employees. Thus, across all levels of studies, employees generally agree that they are
disappointed with their jobs based on reasons that define state I Disappointment: High-school (76.5%),
BA Bachelor Studies (54.6%), MA Masters Studies (56.7%), Vocational school/College (60%), and PhD
Doctoral Studies (58.1%);

- Function of seniority in the workforce, a part of public sector employees, namely 0-4 years (64.4%),
10-19 years (61.7%) and 20-29 years (75.3%) form the majority, in terms of agreement with the fact that
they are disappointed, while employees with labour seniorities of 5-9 years (60%) and upwards of 50
years (54.2%) are the majority to disagree with being disappointed due to various everyday pressures
occurring in the workplace.

As for state II Conflicts (between work activities and family environment), we notice the following
patterns:

-Function of age, employees aged 19-25 years (51.1%), 36-40 years (57.3%), 41-50 years (62.7%) and
older than 51 years (53.6%) expressed their agreement on the negative influence of professional matters
on their private lives, while at the opposite pole (majority to disagree) are employees aged 26-30 years
(68.2%) and 31-35 years (62.5%). We believe that the employees that are less affected by work-related
issued in their private lives succeed in managing the situation to their advantage, due to the
combination of energy and expertise that are specific in the 31-35 years age interval. At that age, humans
are in optimal health and rather well rounded in terms of experience;

- Function of sex, women primarily expressed various forms of agreement (55.6%), while the
majority of men express their disagreement (50.4%). This situation could be explained by the fact that
in the public sector women are more deeply affected by work-related matters in their personal life, while
men manage to execute their professional tasks during office hours;



- Function of the sub-sector of activity, we notice that the vast majority of employees expressed
their agreement: healthcare — 61.9%, education — 59.8%, other institutions — 59.1%. The only exceptions
come from city halls (52%) and financial administrations (65.6%), where the majority of employees
disagreed that their work activities affected their private lives;

- The level of education manifests the following patterns: public sector employees with doctoral
(64.5%), high-school (62.6%) and MA studies (55%) are the majority to agree with the existence of
conflicts between one’s personal and professional life, while employees with BA studies (55.5%), and
particularly those with vocational school or college studies (80%) are the majority to disagree with the
analysed issue;

- Labour seniority reveals that only employees with seniority between 10-19 years (53.9%) and 20-
29 years (71.4%) are affected by work-related issues in their family lives, while the remaining employees
disagree, namely: 0-4 years (54.8%), 5-9 years (70%) and upwards of 51 years (58.3%), managing to
successfully avoid interferences between the two aspects of their lives.

The association between state III Satisfied/Contented (Satisfaction and contentment regarding their
job) revealed a majority trend upwards of 95% in terms of agreement with being satisfied with one’s
job, for all five of the analysed variables (age, sex, seniority, etc.):

- As for the employees’ age, we notice that an overwhelming majority of respondents in all age
categories (the lowest value being 95%) agree that they feel like they are making their contribution to
the welfare of the institution. The only age categories that expressed mild disagreement were employees
aged 31-36 years (5%) and 41-50 years (2%);

- The gender variable was also not heterogeneous, as employees — in proportions that are quite
similar between them and to the possible maximum, agree that they are satisfied with their job. Thus,
only 0.9% of women and 1.9% of men disagree that they are satisfied with their jobs;

- the sub-sector of activity has a 100% rate of agreement for financial administration, healthcare
and other public sector institutions, while mild disagreement regarding the analysed state
(Contentment) was only expressed in education (2.2%) and city hall (2%);

- Employees with BA studies are the only category having the lowest rate of agreement (96.6%)
with being contented with their jobs. The remaining levels of education reported 100% agreement;

- Seniority in the workforce is as heterogeneous as the other four variables. Thus, only employees
with seniority around 10-19 years (1.4%) and 20-29 years (2.6%) reported agreement rates below 100%.

Association tests regarding state IV Doubt have the following characteristics for public sector
employees:

- Age is a homogeneous variable; all age categories express disagreement regarding the fear of
being replaced in the workplace or having their jobs wiped out. It is interesting to notice that employees
aged between 26-30 years (95.5%) are the category to express most disagreement, while the age category
above 51 years (53.6%) expresses the least disagreement;

- The sex variable shows that both women and men disagree that they fear their job being wiped
out or outsourced. However, we notice that men (62.9%) have lower rates of disagreement compared to
women (70.9%);

- The sub-sector of activity shows a disagreement trend regarding a series of aspects that are
characterized as doubt in the workplace. However, we notice significant percentage differences between
certain sub-sectors. The highest rates of disagreement are reported in healthcare (90.5%), financial
administration (84.4%) and education (73.9%) where employees are probably more difficult to replace
given the specifics of their activities;

- the analysis per employees’ level of education reveals a general trend for disagreement regarding
doubt, yet as expected, the employee category with high-school studies reported the lowest rates of
disagreement (53.9%) while the highest rate was reported by employees with BA studies (80.7%);

- Seniority in the workforce shows that employees, irrespective of the number of years they
worked, do not have doubts about their jobs, as the majority thereof express disagreement. As such,
neither technological innovations nor other reasons will determine them to seek another job. However,
as we had expected, we noticed that employees at the beginning of their careers (0-4 years) have the



lowest rates of disagreement (63%), while the maximum value for disagreement corresponds to
employees with 5-9 years (80%) of seniority.

The analysis of results obtained following association tests between state V Exhaustion and the
employees’ age, sex, sub-sector of activity, education and seniority in the workforce variables have the
following characteristics:

- Function of age, employees report a general trend of disagreement regarding the existence of
feelings of pressure, exhaustion in the workplace. However, there is an exception to the general trend,
namely employees aged 41-50 years, who rather agree (52%) that going to work causes them to feel
tensed;

- The sex of employees also reports a general trend of disagreement with the presence of
pressure/exhaustion in the workplace. However, we notice that women (53.9%) disagree at lower rates
compared to men (58.1%);

- The sub-sector of activity reports yet again a general trend of disagreement, the highest
percentage being reported in the financial administration (84.4%). In education, however, employees
break with the disagreement trend, as 52.2% thereof agree to the existence of a series of factors that
generate an overall state of exhaustion/pressure in the workplace;

- The employees’ education reveals an interesting situation: the general trend is for disagreement,
and it is worth mentioning that vocational school or college graduate employees agree at a rate of 100%.
Employees with high-school education, however, rather agree that they are exhausted in the workplace,
the percentage forming the majority (51.3%) and being the only category to report this trend in this
study variable;

- The employees’ seniority in the workforce has a general trend of disagreement regarding the
existence of a state of exhaustion in the workplace. The only category that contradicts the general trend
is employees with 20-29 years (62.3%) seniority, who agree they feel the pressure of everyday activities,
that they are exhausted or that going to work causes them a sense of tension.

The association tests applied between variable VI Attachment/Stability and the age, sex, sub-sector
of activity, education and seniority in the workforce variables of public sector employees have the
following results:

- The age of the employees presents a general trend of agreement regarding their wish to stay in
their current job, but also that they will use computer tools from now on. As such, the highest
percentages of agreement are recorded for employees aged between 41-50 years (86.3%), 36-40 years
(82%) and 31-35 years (80%), while the lowest rate of agreement was reported in the age category above
51 years (60.7%);

- No differentiation is reported function of sex, with both women and men agreeing (at rates
upwards of 77%) that they will stay in their current jobs;

- The sub-sector of activity presents a general trend of agreement with regard to workplace
stability, except for healthcare employees who disagree (61.9%). In the case of employees who tend to
agree, we notice that employees in education and in city halls have the highest rates of agreement —
upwards of 84% — while public administration employees have equal scores (50% agree and 50%
disagree);

- Education levels are a homogeneous variable, with no fundamental differences between
employees. As such, the trend is for agreement, and employees with PhD studies and vocational
school/college studies fully agree with workplace stability (100%). The lowest percentage of agreement
is reported in employees with BA studies (68.1%), as they are probably more open to a new professional
opportunity;

- Seniority in the workforce reveals no differences between employees. Their majority agree to
stability and the opposite extremes are: employees with seniority between 5-9 years (85%) and
employees aged over 50 years (54%).

3.2 Employees’ Wish to Engage in a Lifelong Learning Process



Wishing to test the public sector employees’ willingness/wish to engage in an LLL process, we
analysed elements connected to this process (participation in training courses, professional
reconversion, participation in job interviews) in association with the motivation to go through with
them (higher salary, efficiency and contentment in the workplace, working in a friendly, dynamic and
flexible environment). Thus, table 7 presents the questions distributed to respondents and their
composition in terms of the two components that are analysed (motivation and LLL-related elements).

The research hypothesis being tested (H2) in this case is: Function of the respective state they fall
in, are there differences in the manner in which public sector employees are willing to make additional
efforts (participating in training courses/job interviews/professional reconversion - aspects that define
the LLL) to obtain higher salary, to become more efficient in the workplace (to achieve skills by
participating in courses), to be contented with the workplace and to work in a friendly environment?

Table 7. Disposal of the two components (motivation and LLL-related elements) in the questions in the

questionnaire
Motivation for .
engaging in an LLL Means of engaging in LLL Values Quflitlon
process
participate in professional training courses
scheduled after work and organised and paid | Yes/No Q46
for by your employer?
participate in professional training courses
Level I: To get a higher | scheduled after work and organised and paid | Yes/No Q47
salary, would you be for by yourself?
willing to: participate in job interviews at another
institution, even if it entails more efforts, Yes/No Q52
particularly in terms of time?
.try p.r()_fe551onal reconversion with all its Yes/No 053
implicit pros and cons?
Level II: To become articipate in professional training courses
more efficient in the Isgcheduried afteIi‘ work? i Yes/No Q49
work.pl.ace, would you accept to do overtime on a daily basis for at Yes/No 050
be willing to: least 3 months/year?
participate in professional training courses
scheduled after work and organised and paid | Yes/No Q54
for by yourself?
Level III: To be participate in professional training courses
contented in the scheduled after work and organised and paid
. e e Yes/No Q55
workplace and work in | for by another institution than the one where
a friendly, dynamic and | you are currently working?
flexible environment, participate in job interviews at another
would you be willing to: | institution, even if it entails more efforts, Yes/No Q56
particularly in terms of time?
fcry p.ro.fessional reconversion with all its Yes/No 057
implicit pros and cons?

To test the research hypothesis (H2) we used the sample described in the methodology section and
applied in testing hypothesis H1. The following tests were applied to this sample (335 answers):
association (chi-square and t-test) and Spearman correlation (two-dimensional correlation
coefficient/bivariate). Table 8 presents a synthesis of the association testing results, and Table 9 shows
the correlation result.



Table 8. Results of the association tests between the six states and the wish to engage in a specific LLL
process (authors” own projection in SPSS; * < 0,5% significance)

States of the
loyees | Q46 Q47 Q52 Q53 Q49 Q50 Q54 Q55 Q56 Q57
Statistics
g Chi-
E 23360 | 27,033 | 24,824 | 18,621 | 42511 | 65986 | 18202 | 19,769 | 47,399 | 62,612
K= square
[=}
& df
& 8 8 8 8 8 8 8 8 8 8
»
|/ Sig. ,003* ,001° ,002 017 ,000* ,000° 020 011 ,000° ,000°
2 Chi-
ke 60,858 | 25096 | 27,142 | 60,667 | 26316 | 13,504 | 46,616 | 28720 | 27,196 | 60,563
-'.T'E square
S df 8 8 8 8 8 8 8 8 8 8
. Sig. ,000* ,001° ,001° 000 ,001* ,046* 000 ,000* 001" 000
g Chi-
£ 14,566 | 30,814 | 20,642 | 33034 | 21,915 | 16347 | 24162 | 15086 | 38,671 | 38,860
£ square
;‘,,3_ df 8 8 8 8 8 8 8 8 8 8
E Sig. 0,048 ,000* ,008* ,000* ,005* ,038* ,002¢ | 0,047 ,000* ,000*
- Chi-
5 36,426 | 43,200 | 21,866 | 26714 | 23463 | 27,520 | 31,715 | 20,836 | 41,054 | 37,141
2 S
2 quare
A
= df 8 8 8 8 8 8 8 8 8 8
Sig. ,000* ,000* ,005* ,001* ,003* ,001* ,000* ,008* ,000* ,000*
g Chi-
2 28335 | 29,025 | 15915 | 39,484 | 21,432 | 26,649 | 23535 | 21,112 | 29813 | 23,117
é square
= df 8 8 8 8 8 8 8 8 8 8
> Sig. ,000* ,000 ,044° 000 ,006* ,001° 003" ,007* 000 003"
E Chi-
g 23,877 | 36385 | 28225 | 15089 | 85293 | 24317 | 24066 | 27576 | 35503 | 32,701
< square
g
% df 8 8 8 8 8 8 8 8 8 8
> Sig. ,002* ,000* ,000* | 0,047 ,000* ,002¢ ,002* ,001* 000 ,000*

In this section, our intention was to highlight the perception of Romanian public employee’s (based
on the six states identified in table 1) support in engaging to ESD as a component of LLL. Thus, we
monitored an analysis of how public sector employees are willing/motivated to make additional efforts
(financial, time for engaging in training activities, working overtime) including leaving their comfort
zone (changing their current job) in order to access higher-paying jobs, to be contented/happy with their
job (professional satisfaction) or to work in a friendly, dynamic and flexible environment. Table 9
presents the results of the analysis. All cases reveal that the significance value of the Chi-square test is
statistically significant (<0.05) and as a result we can state, with an assumed risk lower than 5%, that
there is an association between all the analysed variables.

Table 9 displays the correlation matrix between the six sets of variables. Each random variable (Xi)
in the table is correlated with each of the other values in the table (Xj) and this information highlights
the pairs that have the highest correlation.

Table 9. Results of the correlation between the six states of the employees (authors’ own projection in SPSS;
* < 0,5% significance)



5 =g o I=
| £ 2 | £8 | =z 2 g
Xi g = = E 2 <
8. § | 25| o & g
X T 9 | 88| 2 2 =
5| % | =9 > | 8
Pearson Correlation 1
I Disappointment  Sig. (2-tailed)
N 335
. Pearson Correlation A76™ 1
11 Conflicts Sig. (2-tailed) 000
N 335 335
111 Satisfaction/ Pearson Correlation - 1137 | -, 167" 1
Contentment Sig. (2-tailed) ,039 ,002
N 335 335 335
Pearson Correlation ,429" 5277 | -, 167" 1
IV. Doubt Sig. (2-tailed) ,000 ,000 ,002
N 335 335 335 335
Pearson Correlation ,695™ ,671" -,224 ,550™ 1
V. Exhaustion Sig. (2-tailed) ,000 ,000 ,000 ,000
N 335 335 335 335 335
Pearson Correlation ,240" ,109° L1727 ,363" ,225" 1
VI. Attachment Sig. (2-tailed) ,000 ,046 ,002 ,000 ,000
N 335 335 335 335 335 335

* - correlation, ** - strong correlation

As displayed in table 9 all variables are showing correlation as the p-value is significant in all cases.
However, some variables are showing negative association and some display strong correlation (as p-
value is <.000) highlighted with **. Thus, we can depict two major cases:

- as expected, there is a positive association between variables:

III. Satisfaction and VI. Attachment, both states being positive
I. Disappointment, II. Conflicts, IV. Doubt, V. Exhaustion, all four being negative states

- there is a negative correlation manifested between (state III. Satisfaction) and (states I.
Disappointment, II. Conflicts, IV. Doubt, V. Exhaustion), but not between VI. Attachment and all the
other “negative” states.

It can also be noticed that the strongest correlations are between the negative states of employees
V. Exhaustion vs. I. Disappointment (.695), V. Exhaustion vs II. Conflicts (.671), V. Exhaustion vs IV.
Doubt (.550) and IV. Doubt vs II. Conflicts (.527). This shows that these pairs of “negative” states of an
employee are strongly correlated.

4. Discussion

In this section we have interpreted all the six states in connection with LLL for the purpose of
demonstrating the importance of employee’s' acceptance of LLL processes. The approach of the subject
in the sociology of education field shows that in a particular context, learning processes are affected by
tensions, contestation, and resistance. Critical participatory design of LLL processes is needed in order
to respond to the real interests of learners. End users’ perception, needs and values have to be identified,
and educational offer should be built with those findings as strong foundations.

Thus, the analysis of association test results between the employees’ states (defined in table 1) and
the employees” motivation to engage in an LLL process reveals the following major trends:

1. Level I tests their wish to engage in LLL motivated by obtaining higher salaries.



The analysis of results regarding employees that identify (agree) with state I (Disappointment)
reveals that a majority proportion thereof (54.46%) wish to participate in professional training courses
after work (organised and paid by the employer or paid by themselves (36.64%). There are also majority
percentages expressed both against participation in job interviews with another institution (39.94%), as
well as against attempting professional reconversion (42.34%). In brief, employees that are disappointed
with their jobs wish to engage in LLL by participating in courses paid for by the institution and do not
wish to change their jobs.

The majority of employees are those who agree with state II Conflicts; they agree to participate in
professional training courses after work (organised and paid for by the employer) at a rate of 45.65%, to
participate in courses paid for by themselves (31.23%) and are opposed to both participating in job
interviews with another institution (38.14%) and professional reconversion (31%).

In the case of employees who are contented with their jobs (the majority of which are those who
agree with state III Contentment), we notice that an overwhelming majority thereof are willing to
engage in learning processes and refuse to migrate to another job. Thus, they wish to participate in
professional training courses after work organised and paid for by the employer (89.79%) or paid for by
themselves (57.73%) and refuse to participate in job interviews (67.87%), as well as to dabble in
professional reconversion (61.56%).

In the case of state IV Doubt, the predominant share goes to those who disagree with this state and
they have the following majority features: they wish to participate in professional training courses
organised and paid for by the employer (65.47%) or paid for by the employees (42.94%) and reject the
idea of participating in job interviews (53.75%), as well as to dabble into professional reconversion
(46.55%).

The majority employees for state V Exhaustion are those who disagree. They wish to participate in
professional training courses organised and paid for by the employer (52.25%) or by the employees
(34.23%) and wish to participate in neither job interviews (41.74%) nor professional reconversion
(33.63%).

State VI Attachment/Stability is dominated by employees that agree thereto. Thus, an
overwhelming number among them are willing to participate in professional training courses organised
and paid for by the employer (71.17%) and/or paid for by employees (45.65%) for the sake of higher
salaries, and they do not wish — not even for a more attractive salary — to participate in job interviews
(49.85%) and to resort to professional reconversion (48.65%).

2. Level II tests the wish to engage in LLL motivated by the wish to become more efficient/to
increase the efficiency in the workplace. We will sketch the employee profile per each of the 6 states
based on the two questions applied to respondents.

For state I Disappointed, the majority is formed by employees that agree with this state. Thus, in
respect to the two questions asked via the questionnaire, the majority wish to become efficient by
participating in professional training courses after work (55.26%) and do not agree to work overtime
daily for at least 3 months/year (35.44%).

The situation is slightly different in the case of employees falling in state II Conflicts. The majority
here are those whose answers agreed with this state and most of them have the following preferences
in terms of possibilities for boosting efficiency in the workplace: they wish to participate in professional
training courses after work (47.45%) and they also agree to work overtime daily for at least 3
months/year (27.33%).

The majority of employees categorised under state III Contentment agree with this state. An
overwhelming percentage of them (87.69%) wish to increase their efficiency by participating in
professional training courses after work, but 51.95% do not find it undesirable to work overtime daily
for at least 3 months/year.

As for state IV Doubt, the majority is employees that disagree with this state. Thus, the majority of
these have the following options regarding the two means of improving efficiency in the workplace:
they wish to participate in professional training courses after work (60.06%), while 38.74% do not wish
to work overtime daily for at least 3 months/year.



State V Exhaustion comprises of majority of employees that disagree with this state. The majority
of these (51.05%) wish to participate in professional training courses, and 30.63% do not approve of
working overtime daily for at least 3 months/year.

The majority of employees under state VI Attachment/Stability are those who agree with this state.
In brief, a majority percentage of these wish to participate in professional training courses after work
(72.07%) and, regarding the second analysed aspect (working overtime on a daily basis for at least 3
months/year), the largest percentage (39.34%) corresponds to those who disagree to that.

3. Level III tests the wish to engage in LLL motivated by the wish to be contented in the workplace
and to work in a friendly, dynamic and flexible environment. This level analyses the employees’ trend
in each of the six states in association with: participation in professional training courses after work
organised and paid for by the employee (Q54), participation in professional training courses after work
organised and paid for by another institution than the one where the employee is working (Q55),
participation in job interviews with another institution (Q56) and the wish to resort to professional
reconversion (Q57).

State I Disappointment is predominantly comprised of employees that agree with this state. The
majority of these manifest the following trends: they wish to participate in professional training courses
after work organised and paid for by the employee (36.64%), they agree to participate in professional
training courses after work organised and paid for by another institution than the one where the
employee is working (45.05%), they do not agree to participate in job interviews at another institution
(34.53%) and they are also not willing to give professional reconversion a try (41.44%). As such, although
disappointed, the majority of employees do not wish to change their employer, but they are willing to
participate various types of training courses, showing willingness for LLL.

The majority of employees under state II Conflicts agree to this state. They have the following
options regarding the elements under analysis in level III: they are willing to participate in professional
training courses at their own expense (33.03%), to participate in professional training courses after work
organised and paid for by another institution than the one where they work (39.04%), they do not agree
to participate in job interviews at another institution (29.43%) and they are also not interested in
professional reconversion (34.83%). Consequently, employees under state II Conflicts are also willing
to approach an LLL-type programme and wish to stay loyal to their current employment.

State III Contented is mainly comprised of employees that agree with this state. Wanting to be
contented in the workplace and to work in a friendly, dynamic and flexible environment, they feature
the following majority proportions: 55.56% wish to finance their participation in professional training
courses to be scheduled outside office hours, 71.77% are willing to participate in professional training
courses after work organised and paid for by another institution, they do not agree to participate in job
interviews at another institution (55.86%) and they are also not interested in professional reconversion
(61.56%). It becomes evident that contented employees are also open to LLL and, as expected, they stay
loyal to their current jobs.

A majority of the employees under state IV Doubt expressed disagreement towards falling within
this category. Their wish to have the satisfaction of a job well done and to work in a friendly and flexible
atmosphere reveals the following prevailing features: 35.14% wish to participate in professional training
courses after work organised and paid for by the employee, 49.55% are interested in participating in
professional training courses after work organised and paid for by another institution than the one
where the employee is working, 41.74% do not wish to participate in job interviews and 48.35% do not
wish to try professional reconversion. We noted that a majority of the employees under this state, Doubt,
are also willing to become actively engaged in an LLL process.

The employees under state V Exhaustion widely disagree with this state. They show interest in
engaging in an LLL process primarily as follows:

- They wish to participate in professional training courses after work: organized and paid for by
the employee (40.84%) and organised and paid for by another institution than the one where the
employee is working (33.63%);



- They do not wish to participate in job interviews (35.15%), but they are willing to give professional
reconversion a try (47.15%).

State VI Attachment/Stability is comprised of employees that predominantly agree with this state.
They have the following preference in terms of engagement in an LLL process motivated by the wish to
be contented in the workplace and to work in a friendly, dynamic and flexible environment: they wish
to participate in professional training courses organised and paid for by the employee (47.15%) and
organised and paid for by another institution than the one where the employee is working (57.96%), but
reject the idea of participating in job interviews with other institutions (42.64%) and attempting
professional reconversion (45.65%). As a result, the employees showing stability in the workplace wish
to stay loyal to their current employer, but they are open to learning even based on self-financing.

Authors should discuss the results and how they can be interpreted in perspective of previous
studies and of the working hypotheses. The findings and their implications should be discussed in the
broadest context possible. Future research directions may also be highlighted.

5. Conclusions

In a first phase, our study showed a high degree of digitalisation of work tasks in the Romanian
public sector. The vast majority of employees use fixed and portable computer devices in their activity
and complete their professional tasks using specific software. In our opinion, this high degree of
digitalisation pushes for the employees to acquire via LLL the necessary ICT knowledge, skills and
abilities in order to harness the presence of the “technological partner” to the maximum in the
workplace and to sustainably contribute to their own progress and that of the organisation they work
in. Employees associate the use of ICT with increasing economic productivity and reducing costs, they
appreciate the contribution of ICT to maintaining data integrity, as well as the contribution of ICT to
the reliability and efficiency of activities in the organisation. Considering the importance of information
technology domains in their activity, respondents particularly appreciated areas connected to Analytics,
Data Mining technologies and Desktop or Server Virtualisation technologies.

The employees’ perception towards increasing the adoption level of ICT within their jobs was
categorised in one of the following disjunct behavioural/emotional states: Disappointment, Conflicts,
Satisfaction/Contentment, Doubt, Exhaustion, and Attachment. The agreement or disagreement
towards falling within one of the aforementioned states, in connection with the increase in the adoption
of a higher degree of ICT in their daily tasks, was nuanced function of age, sex, sub-sector of activity,
level of education, seniority in the workforce. The study shows that employees that are disappointed
with their jobs, as well as those having Conflicts between their personal and professional lives, wish to
engage in LLL by participating in courses paid for by the institution and do not wish to change jobs.
The overwhelming majority of employees satisfied with their jobs, but also of those in a state of doubt,
that are exhausted or stable, are willing to engage in learning processes, namely in courses paid for by
the employers or by themselves and refuse to migrate to another job. Employees under all states,
whether in larger or smaller proportions, wish to participate in professional training courses after work,
but are not willing to work overtime to increase efficiency in the workplace. As for the wish to engage
in LLL motivated by increasing the degree of satisfaction with the job and the wish to work in a friendly,
dynamic and flexible environment, this is also manifested in employees across all states, primarily for
those under Contentment and Stability.

In conclusion, when creating offers for refresher courses by training providers in the public
administration area, we recommend intervention via different methods, adapted to the potential states
of employees in this sector, in order to ensure sustainability.
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ABSTRACT. The paper intends to bridge the continuously evolving
organisations in their quest for competitive, efficient and highly
educated employees and the students whose psychological profile
changed due to Internet technologies, information availability and use
of mobile equipment. Thus, universities — as the main pillars of training
and educating the future specialists, have a tough task being midway
between employers and employees. The study aims at identifying
whether students call for changes in the traditional education towards
adopting e/m-Learning in teaching.

The research task is to identify if the educational process in Romania is
conducive to embracing new technologies like e/m-Learning. We used
an applied exploratory research methodology, which combines direct
observations with critical analysis. By means of the questionnaire-based
study, the students’ perception toward the educational process was
obtained, and the trend that academic community should adopt under
the actual technological challenges was shaped.

Throughout hypothesis validation, the results confirm that teaching,
learning and assessment within Romanian traditional universities are
significantly supported by e/m-Learning.

KEYWORDS:. e-Learning, m-Learning, educational technologies,
modern education.

JEL classification: 123, 033, 035, M15.



Introduction

A brief analysis of the specialty literature shapes the idea that the educational process
must be adjusted in order to welcome the new psychological profile of the student. Thus, the
nowadays students changed their behaviour as a consequence of the easy and unlimited access
to information. They are well-informed, educated, interested in learning and communicating
with the professors by means of e/m-Learning educational technologies (Vasilescu, 2011;
Bolton et al., 2013; Pinzaru, Mitan, 2013), various gadgets and online tools as well as social
networks (Bergh, Behrer, 2011; Horvath et al., 2014). At the same time, higher education
institutions must take into account the new changes occurring in the students’ profile and shift
the way in which they teach the courses from traditional to modern. The trends in the literature
such as the need for lifelong learning (\Voogt et al., 2013; Volles, 2016), the Y, Me, Thumb,
Next or “Peter Pan” generation of students as well as the new e-learning forms: e-Learning 2.0,
m-Learning and gamification (Georgescu, Popescul, 2016) are aspects that need to be taken
into account and implemented in the teaching process.

Aims and Objectives of the Research

The current study aims at identifying the extent to which the students from the business
faculties, following the model of “Al. 1. Cuza” University of lasi, are interested in the
implementation use of e/m-Learning educational technologies within the teaching process and
the workload they would like to be given during “face-to-face” traditional teaching and the
distance teaching using Internet as the main communication platform and mobile equipment
(smartphones, tablet PCs, laptops). What is more, the study intends to elaborate the profile of
the students willing to use modern educational technologies in the learning process and, if this
is the case, what are the arguments that make other students oppose to such changes.

Thus, the outcomes of the study consist in identifying if the business education is ready
to implement the new educational technologies, if the students are interested in adopting the
new trends in education and if so, to outline the profile of students willing to use e/m-Learning
technologies in the learning process.

Research Tasks and Methodology

Considering the previously mentioned information, the research task resides in the
research question [RQ] formulated as follows: Is there an orientation of the educational process
in Romania towards e/m-Learning educational technologies? In order to answer the above
question and to interpret it, we used an exploratory research methodology which combines
direct observation with critical and synthetic analysis supplemented with bibliographical
documentation. Thus, we attempted to seize the real situation of students’ perception as active
participants in the educational process in order to shape the trend that the student academic
community from Romania needs to adopt under the circumstances of the current technological
challenges.

To achieve this aim, the survey was used as a research method and online questionnaire
was used as a research tool. In the questionnaire, the respondents are given 11 questions
grouped by three tiers specific to the didactic process in higher education, namely teaching-
learning-evaluation (Tesileanu, 2008; Capita, 2008).

In order to analyse the respondents’ opinion regarding the problems under research,
three hypotheses were formulated, underlying the main research hypothesis (RH), while the
responses received were statistically analysed by means of the SPSS software using the
frequency analysis, descriptive indices, binomial test and chi-square test.

Through the validation of the main research hypothesis [RH] assigned to the research
question [RQ], which is: the educational process in traditional universities is significantly
supported by the e/m-Learning educational technologies, we can ascertain that the research
tasks were attained.



The Limitations and Findings of Research

The main boundary of our study is the fact that it was not possible to introduce the
teaching staff involved in the educational process. In the future, we plan to extend the current
study by adding the opportunity analysis of using e/m-Learning educational technologies in
universities from the perspective of the teaching staff. Moreover, we believe that it is necessary
to reapply the study at the level of the entire country thus getting a general overview regarding
the adoption of the educational technologies based on Web 2.0 and 3.0 in the traditional higher
education.

1. Literature Review

Currently, there are three major trends that impose the adjustment of the educational
offer of universities: changes in the employers’ requirements in different fields of activity,
significant change of students’ profile, most of them belonging to the Y generation and having
specific needs and behaviours, and the manifested need for lifelong learning.



1.1 Requirements of the Organisations

The majority of contemporary organisations comprise different team networks, capable
to coordinate and manage themselves. Teams are organised according to a flat structure,
employees have various and numerous tasks, their involvement in the task they perform is
maximum, information is significantly fluid while its rapid transformation into knowledge and
support for decisions is essential (Airinei et al., 2014; Oprea et al., 2016; Martin-Rojas et al.,
2016). The evolution, continuous improvement is the main credo of the organisation and its
members. The growth of the performance, productivity and profitability of the organisation
imply the involvement of the labour force in an ongoing learning process which nowadays is
mostly mediated by the information and communication technologies (ICTs) (Porcu et al.,
2016; GHCT, 2015). According to the study conducted by Skillsoft in 2014 (Ambrose, 2015),
the organisations that encourage and support this process can obtain substantial competitive
advantages such as: more than 46% chances to be the first on the market; employees’
productivity higher by 37%; the capacity to offer high-quality services/products increased by
26%; they are 58% more prepared to face the future requirements of the market; they have 17%
more chances to become market leaders. In turn, the lack of competences is considered one of
the most important risk factors for businesses by 72% of the executive managers of more than
1.4000 companies of all sizes in 83 countries, according to a study conducted by PWC (PWC,
2016). The need for competences acquired through the three forms of education — formal,
informal and non-formal — is believed to be of paramount importance for the employees in the
key jobs not only in private organisations but also in the public ones (Zare et al., 2016).

According to Yanson, Johnson (2016), Vasilescu (2011), Ruth, Mayer (2016),
Homocianu et al. (2015), the solution chosen by more and more contemporary organisations is
to deliver learning to their members by means of e-Learning/m-Learning. This allows the access
of employees to information that helps them obtain performance and produce a positive impact
on the organisational environment by facilitating the fulfilment of organisational goals; it is a
decisive factor in the training of future managers and in the progress of their career path; it also
allows organisations to keep a clear record of the training budgets, to develop their employees
and it helps in reducing recruitment costs (by means of internal promotion).

1.2 Characteristics of the Y Generation

The studies performed by researchers reveal that the psychological profile of the student
has lately changed mainly due to the increase of information volume and the ease with which
it can be accessed through the research engines. The Y, Me, Thumb, Next or “Peter Pan”
generation is made up of persons who do not want to grow up, stay at home more than their
parents or grandparents, they want everything right now, especially high wages and additional
benefits at the workplace, rapid promotion in their career, an optimal personal/professional
balance, interesting tasks and the possibility to contribute through their actions to the social
welfare. The students of this generation are well-educated, interested in learning, native in using
the ICT (Vasilescu, 2011; Bolton et al., 2013; Pinzaru, Mitan, 2013), but they are also more
sceptical, critical, narcissistic and superficial in comparison with the past generations (Twenge
et al., 2008; Carr, 2010; Bergh, Behrer, 2011). They perform several activities at the same
time, filter and consume the relevant information at high speed, have high expectations and
want the results to be obtained quickly (Vasilescu, 2011; Airinei et al., 2014; Horvath et al.,
2014); but at the same time, they are more tolerant, more involved and more socially responsible
(Agheorghiesei Corodeanu, 2015; Bergh, Behrer, 2011).

Traditional teaching does not match anymore to the Y generation students, mostly due
to its disadvantages: space limitation; teacher-focused approach (emitter, speaker); exposure to



limited duration, different at each presentation; weak/even absent post-exposure
communication; study materials available for small groups of students; static impact of study
contents on the audience. Traditional learning also does not allow customised learning/step-by-
step, gradual learning styles; management of analytical curricula by the students is difficult;
involvement of students in active dialogues is hard; evaluation is static, non-customised; data
(results) aggregation and their quick and efficient management is difficult; persons with special
needs do not always have access to study materials; logistical costs are high (editing/printing
of study materials, location administration, travels, etc.). This incompatibility between the
requirements of the didactic beneficiaries and its current features forces the universities to
adjust their offer and deliver competences rather than knowledge. Competences do not
represent knowledge ideals anymore, but rather represent the proposals to enrich the student’s
“endowments”. A competence is what the student can effectively do and not what he knows.
Competences are acquired and consolidated through ongoing learning, strongly customised
according to the person’s needs placed in a certain organisational context. Education is oriented
towards the individual’s potential and to what can be developed through the simultaneous work
of the student and of the professor. In this case, the professor becomes a facilitator and helps
the student finish his study and reach the results. The type of relationship promoted is that of
the student’s participation to a reality where the professor challenges him but the student is the
one who takes the decision.

The rhythm and the depth in which things go are set up by the student through his
acceptance or refusal to participate to the professor’s challenges. What is interesting to notice
in this type of relationship is the student’s permanent consent as well as the fact that he cannot
stagnate during the knowledge stage. The need that makes him active is to actively participate
in the relationship with his peers and his professor, who has the experience that he naturally
aspires to. The student wants to learn what it means to be an adult, to master the things and
himself, to set up relationships the way grown-ups do it. The professor only comes to welcome
these needs and the student can discover them through the challenges received if he is not
already aware of them.

In this context, e-Learning, with its access to Social Media and mobile devices, seems
to respond better to the requirements of the Y generation members.

1.3 The Need for Lifelong Learning

Lifelong learning has become a priority for all educational systems in the world (Voogt
et al., 2013; Tugui, 2011). Even if the role of basic, formal education, adjusted to the market
requirements (Fotache et al., 2015) is still important, lifelong learning, together with non-
formal education come to customise and develop skills closer to the market and societal needs.
According to Volles (2016), it is a means of solving problems such as unemployment, low rate
of innovation or lack of entrepreneurship. Lifelong learning takes various forms. It is developed
both within and outside the traditional systems of education and training. According to the study
conducted by Fotache and Pavaloaia on the graduates of “Al. 1. Cuza” University of lasi, the
Faculty of Economics and Business Administration, after the end of the bachelor and master
studies, they need to be involved in the lifelong learning process in order to be able to find their
place in the context of the technological processes (Fotache, Pavaloaia, 2015). The same study
shows that the graduates willing to get involved in the lifelong learning process are already
employed in positions involving the ICT use and their profile is the following one: they are 24
years old on average, 50% of them have at the most 6 months since their last job, most of them
did not get promotions or wage increases, their academic performances are above the average
of the graduates from the sample while for half of the disciplines studied 75% of the graduates
have grades of at least 8.



Lifelong learning has as a strong point the fact that it places the individual’s
responsibility in the centre of the learning process - which is also valid for non-formal
education, which can be found as a training method in the activities of European lifelong
learning programs. As a matter of fact, the three concepts — formal, informal and non-formal —
mutually complete each other within the lifelong learning programs (Dave, 2014). The response
got from the employers, authorities and each and every individual seems to be the same: lifelong
learning is not a luxury anymore, it is a necessary condition for the adjustment to the
professional, social, economic and informational requirements which are continuously
changing.

1.4 E-learning — Definition, Advantages and Disadvantages

The term widely used today to designate learning facilitated by the information and
communication technologies (ICT) is electronic learning or e-Learning. This form of
education implies instruction delivered via a computer in teaching and learning (Sun el al.,
2008) and it is generally approached from the following points of view: the course, the
technology, the student/professor. Briefly, e-Learning is the use of technology allowing people
to learn anytime and anywhere. Vasilache (Vasilache, 2008) recalls the definition of the
European Union according to which e-Learning implies the use of new technologies based on
multimedia and the Internet in order to improve the quality of learning through the facilitation
of the access of individuals to resources and services, to exchange of information at distance
and collaboration. In exchange, Dominic (Dominic et al., 2014) considers that e-Learning is
nothing but the extensive use of the Internet, electronic devices and network to disseminate
knowledge and the key factors are reusing, sharing resources and interoperability. In another
approach, e-Learning represents the use of ICT in education, regardless if it is individual or in
a group, online or offline, synchronous or asynchronous, with computers connected in a
network or with other devices (Hossain, 2012). In what follows we present in details these types
of education specific to e-Learning.

In relation to the existence or intensity of real time interaction between the persons
involved in the learning process we distinguish between the synchronous forms and
asynchronous forms of e-Learning (Hrastinski, 2008; Mayer, Clark, 2016). The synchronous
e-Learning refers to that type of learning where the individuals study at the same time and
communicate to each other in real time. In the asynchronous e-Learning process, the persons
are not together at the same time. In this case, communication is delayed and the messages are
not read at the time they were sent but instead when the sender is available. The two types can
be mixed in different proportions, giving birth to mixed forms of learning for the students. The
synchronous e-Learning is closer to the traditional education. The process implies an instructor
(a trainer) and the students are available at the same time and sometimes in the same place.
Several forms of synchronous e-Learning mediated by the Internet are the web conference,
video-conference and virtual class. The synchronous e-Learning develops in real time, it is
interactive, collaborative and participative, multimodal (combining text, audio, video and
graphics, etc.), usually being funny and meaningful. In the asynchronous education, those who
participate can choose the moment and the time for learning and may access a wide array of
resources when they want to. The individual study following one’s own rhythm is encouraged.
The student can attend the course quickly, he can access certain passages again or he can retake
the course a little bit later. Asynchronous e-Learning can be an excellent choice for a
heterogeneous audience since it enables learning on different levels as well as practical
exercises of self-assessment of the competence level reached.



In terms of the number of participants, we can speak about independent e-Learning,
as a type of solitary learning in an electronic environment where the individual does not interact
with other persons and collective e-Learning as a form of learning with multiple participants.

When classifying the above criteria (the existence or intensity of real time interaction
and the number of participants) and adding the use of the Internet connection or not, we get the
following e-Learning types (Naidu, 2006): online, individual, with self-imposed speed e-
learning; offline, individual with self-imposed speed e-learning; collective, synchronous e-
learning; collective asynchronous e-learning.

The increase in popularity of e-Learning comes from its advantages of which the most
important are: greater flexibility, on-demand availability, personalised instruction, timely
content delivery, reduction of training time, content standardisation, increased convenience,
accountability, self-pacing, confidence, interactivity, cost saving, consistent delivery of
learning materials, enhancement of tracking for universities (Zare et al., 2016; Yanson,
Johnson, 2016). Out of all the advantages presented, flexibility is the most important one since
it provides the student with the complete freedom to manoeuvre the time intended for study. E-
Learning facilitates the independence of the education process in relation to the space it
requires. Neither the trainer nor the student should be systematically present in the same spot
for learning purposes.

As any other method and technology, e-Learning also has its disadvantages. The most
important ones are: the abandonment or absenteeism, triggered exactly by the lack of
constraints; financial discrimination and the one related to the teaching language of the
materials as well as the difficulty of recognition of certificates obtained in this field; its
implementation, design and maintenance involve high costs but simultaneously smaller than
those involved in the traditional learning process; it requires certain skills of the student as
regards the ICT use (Tugui, 2011); it provides technical and administrative support from the
professors to the students involving sustained efforts; it is necessary to motivate the students
not to give up this method of training (Holotescu, 2004); it increases the complexity of the
learning process due to the mediation through a technological platform; students may feel
isolated.

The main disadvantages of e-Learning are: high abandonment rate (1); required working
skills with the computer (2); and high costs for design, implementation and maintenance (3).
There are also advantages and among them we enumerate: revolutionising the education (1); it
can take place everywhere, anytime, for everybody (2); reduction of costs due to the elimination
of transport, rent costs, etc. (3); more perceptible electronic format (4); increased degree of
collaboration and interactivity (5); controlled learning and modular structure (6); and high
storing capacities and access to monitoring and control (7).

The implementation of e-Learning does not guarantee the automatic increase of learning
results. Sometimes face-to-face learning is still preferred as there are fields where e-Learning
could be implemented only in a limited manner.

1.5 New E-learning Forms

E-Learning has evolved sometimes parallel with the World Wide Web. Some authors
consider that the terms Web 2.0 and E-Learning 2.0 suggest an obvious break from the previous
generations of Web applications used in education. However, the differences, even if
significant, are due to a gradual evolution of teaching tools and methods (not due to a “big
bang”) (Bates, 2011).

1.5.1 E-Learning 2.0 (and Beyond)



The Web 2.0 technologies transform the student from a passive receiver of the
educational process into an active participant. In the 2.0 version of e-Learning, the contribution
of all participants to the teaching-learning-evaluation processes is valued, by both students and
professors (Hussain, 2012; Pieri, Diamantini, 2014). Alongside the changes in education
through the increase in the role assigned to the student’s needs, e-Learning 2.0 determines the
professors and educational designers to redesign the educational process by including the online
monitoring and collaboration commitments. Dominic et al. (2014) think that Web 2.0 is entirely
a learner-centric reality; therefore, teaching and learning process became less separated.

The Web 2.0 applications such as YouTube, Wikipedia, Twitter, WordPress, RSS feeds
or blogs are used by many professors on their own online platforms where they provide
educational content to students. They allow them to generate new content by adding
information, commenting on the existing information, uploading multimedia content or sharing
digital resources. In this way, Web 2.0 creates the favourable environment for the elaboration
and implementation of a learning strategy through cooperation where students work together to
reach the learning goals (Mohamad Yusoff, Mat Zin, 2011). The Web 2.0 technologies have,
according to (Cheung, Vogel, 2011) an “architecture of participation” which helps facilitate the
use by getting an immediate feedback through the user interface and level structuring as well
as through highlighting and capitalising on each user’s contribution. The research in the Web
2.0 e-Learning highlights the importance assigned to the student-centred approaches and the
need to use online environments specific for information access, knowledge acquisition and
setting up collaboration with professors and colleagues in order to reach the objectives of the
educational process (Cheung, Vogel, 2011). A study conducted by Georgescu and Popescul
(Georgescu, Popescul, 2016) on a sample similar to the current research shows that as far as the
Web 2.0 tool with the highest attraction power, the Facebook Social Network, is concerned, the
students want: permanent/daily/more frequent updates on official academic institution’s
Facebook page; faster responses to questions, and “not after some time, when the answer no
longer has value”; they also request newer and more interactive posts. They also demand groups
for each subject, with extensive teaching materials (handouts, multiple choice tests,
additional/synthesis materials and case studies), exam dates and results, and latest
announcements (including notices and warnings about the difficulty of examinations). Videos,
applications, contests and captivating games on the topic taught should be added, because they
“facilitate the knowledge acquisition and are methods appreciated by students, in comparison
to the classical way of teaching that is outdated and boring”. Professors should post in a constant
manner and should provide guidance to those who want to deepen certain topics, “explaining
to those who have not understood the lesson or telling them what assignments they have”.
Regardless of the transmission manner of knowledge, the interaction with the colleagues and
the professor/trainer is important. The simplicity of the environment and the extent in which it
is considered intuitive are believed by some students to be very important.

The e-Learning system of universities is mostly closed and formal in comparison with
the Social Media, which are open and informal environments where students can find answers
to their various questions. The dissemination of knowledge is performed very quickly; the
students look for and provide answers to important problems that are not perceived as such by
the professors in the traditional learning system every time. Finally, the coherent and constant
involvement of universities in the Social Media will contribute to the stimulation of
collaborative effort, encouragement of creativity and critical thinking, acquisition of new
knowledge including the connection between this and the previously acquired one, learning by
thinking and generating a powerful impact, similar to an educational transformation (Mohamad
Yusoff, Mat Zin, 2011; Jacob et al., 2008; Siti Rosni, 2010; Palloff, Pratt, 2005; Helyer, 2015).
The Web 2.0 specific technologies determine the disruptive innovation in education through
finding new training methods as a response to the challenges generated by the changes in the



field (Christensen et al., 2008). Thus, according to the opinions of many authors, Social Media
occupies a significant place in education (McGloughlin, Lee, 2010; Dabbagha, Kitsantasb,
2012; Cheston, 2013). Social Media is compatible with the social constructivist vision on
education where learning occurs as a result of the individual’s interactions with the social
environment where he lives and through building knowledge in his mind (Yilmaz, 2016).
Figure 1 presents the evolution of the Web and e-Learning generations.
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Figure 1. E-learning Generations

If we synthesise, E-Learning 3.0 represents Web 2.0 together with intelligent
collaborative filtering, cloud computing, big data, linked data, openness, interoperability, smart
mobility. This generation finds itself in the intelligent applications using natural language
processing, machine-based learning, reasoning (Hussain, 2012) and augmented reality, 3D
visualisation, handheld and wearable devices (Dominic et al., 2014).

Since data are not stored anymore in the Web 2.0 in well-defined databases, they are
memorised in various formats, are fragmented and dissipated all over the Internet. Web 2.0 has
favoured the production of a high volume of content generated by the user. A significant
percentage of this information is stored and very rarely used and even never accessed by other
users. For instance, a study conducted by Forrester Research in 2006 ascertained that 97% of
users do not go further from the first 3 results of their research, which means millions of results
which are visualised not even once. There is hope that Web 3.0 will remedy this problem
through methods specific to artificial intelligence (Rubens et al., 2011), bringing benefits to e-
Learning. The rapid changes of ICT have already spread the word about Web 4.0 that will allow
Read/Write/Execute/Concurrency and represents symbiotic web in which the human mind can
interact with the machine in symbiosis. The main technologies are Artificial Intelligence-related
(Dominic et al., 2014).

1.5.2 M-Learning

The development of mobile devices, such as smart phones and tablets, added a mobile
aspect to e-Learning. Mobile devices are used by a higher number of persons and have functions
identical to those of a computer having as a main feature the portability. Airinei and Homocianu
(Airinei and Homocianu, 2010) believe that currently the passage to m-learning is the basic
trend of e-Learning. Figure 2 visually portrays the relationship between mobile and electronic
learning, distance learning and flexible learning (Brown, 2004).
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(Dias et al., 2008) identify two aspects of m-Learning. The first one (the most frequently
discussed) is related to the technological aspects, when m-Learning is e-Learning delivered
through mobile devices such as mobile phones and/or tablets. The second aspect relates to the
new perspective the mobility provides to the educational process, bringing new approaches and
dimensions. The content delivered to the student learning in the m-Learning environment is not
a simple adaptation of the e-Learning environment to the specificity of the mobile devices, it
has new meanings. Brown (1999) describes flexible learning as a macro concept and education
philosophy that focuses on student centeredness, learning centeredness and flexibility in terms
of learning environments and learning opportunities. M-Learning brings changes in the student
profile by accrediting the notion of nomadic learners (Herrington, 2009), much more
appropriate for a Millennial’s profile.

1.5.3 Gamification

Gamification is a relatively new form of education that sparked the attention due to the
changes occurred in the new generations as a result of the increase in interest of games. The
concept was defined starting from the definition of the game in educational context: a space
where several factors meet: players, abstractions, challenges, rules, interactivity, feedback,
quantifiable results and emotional reaction (Kapp, 2012). According to a study published by
The Economist (2013), the employees who come from the players’ generations will not accept,
participate or undergo training activities which are boring. Gamification makes the educational
process very dynamic because it implies “the use of game design elements in non-game
contexts”. (Deterding et al., 2011) Kapp (2012) defines the concept as being the use of
mechanisms based on the game, aesthetics and game thinking to attract people, motivate them
to act, to promote learning and conflict solving. Gamification attempts to capitalise the funny
part of the educational process to the maximum. Rauch (2013) mentions the following
advantages that the gamification brings to organisations: it stimulates innovation, motivates
the employees and determines them to stay in the companies, it attracts internal and external
communities, it contributes to the increase in commitment, adoption, learning and loyalty, it
increases the incomes and internal return rate, it increases efficiency and quality of services, it
helps the organisation stay competitive, it helps the organisation obviate the clients’
expectations, it reduces time and costs, it is conducive to profit. Gamification aims at combining
intrinsic motivation with the extrinsic one so as to increase student motivation and their level
of commitment in the educational process (Muntean, 2011).



To sum up, in a very fast changing world, valuable human capital will be a redoubtable
weapon of business success. To develop future professionals for success in an environment of
strong competition forces, changing people issues and reshaping leadership competencies, a
new educational model will have to be taken into account. Thus, it is a must to emphasise the
role of such concepts as long life learning, mobile learning, collective e-Learning, gamification
not only in education but in general, with the support of Web 2.0 technologies.

Unfortunately, the easiest tool to use, i.e. the e-Learning system is mostly closed for the
majority of universities and very formal in comparison with Web 2.0 technologies, especially
in comparison with the Social Media, which is an open informal environment where students
can find answers to various questions. In many cases, traditional education models fail in their
ability to link the knowledge, skills and concepts covered to the practice of actual requirements
of work organisations.

In their future jobs, the current students will have to fulfil the requirements of modern
organisations, where individuals and teams are linked by very fluid information and knowledge
flows and have to respond quickly and efficiently to work-tasks of a great variety. While their
generational profile is already adapted to these expectations, young individuals need to receive
from their most important education providers, the universities, real competences that are
formed through ongoing learning and customised to their needs placed in a certain
organisational context. In our opinion, the universities should enrich the already-tested ways of
electronic learning with more participative mobile, gaming and Web 2.0 implementations, with
the ultimate goal to become innovative, inspiring and motivating for the students.

2. Research Methodology
2.1 Research Problem and Research Question

In order to clarify the role e/m-Learning that educational technologies have in the
educational process in the higher education in Romania, the analysis of the specialty literature
focusing on the current requirements of organisations, on the characteristics of the Y generation,
the need for lifelong learning, current forms of e-Learning and trends such as m-Learning,
gamification and e-Learning 3.0 leads us directly to the delimitation of the research perimeter
and to the formulation of the following research problem [RP]: the extent to which the
educational process in the traditional Romanian universities is more and more oriented/based
on e/m-Learning educational technologies.

From the perspective of the research rationale and in relation to the field of the problem
under research, we proceeded with the formulation of the following research question [RQ]: Is
there any orientation in the educational process in Romania towards e/m-Learning educational
technologies?

In order to answer the research question, we applied an exploratory research
methodology which means that we wanted to extract the real situation of the students’
perception as active participants in the educational process so that we could get the trend of the
student academic community in Romania under the circumstances of the current technological
challenges. To achieve this aim, the survey was used as a research method and online
guestionnaire was used as a research tool.

2.2 The Model and the Research Hypotheses

The educational process in a university is the manifestation form of the educational
mission of each university (Clark, Gray, 1990). In its turn, the educational process implies a



delimitation of activities in three categories namely: teaching-learning-evaluation (Tedileanu,
2008; Capita, 2008).

In this context, our research model is focused on the organisational rationale of the
educational process which implies the formulation of certain research hypotheses and of three
research hypotheses underlying the three activities mentioned above. Thus, the main research
hypothesis [RH] assigned to the research question was systematised as follows: the educational
process in traditional universities is significantly supported by the e/m-Learning type
educational technologies.

In relation to the research practice (Andrei, 2004; Mark et al., 2012), we formulated null
hypotheses both for the main research hypothesis and the three underlying hypotheses that will
be verified using statistical tests:

e [Ho] — the educational process in traditional universities is not significantly supported
by the e/m-Learning educational technologies;

e [Ho/l1] - teaching as a part of the educational process in traditional universities is not
significantly supported by the e/m-Learning educational technologies;

e [Ho/l2] — learning as part of the educational process in traditional universities is not
significantly supported by the e/m-Learning educational technologies and;

e [Ho/l3] - evaluation as part of the educational process in traditional universities is not
significantly supported by the e/m-Learning educational technologies;
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Figure 3. The Model and Hypotheses of Research

Figure 3 shows the graphical presentation of the research model applied in the current
paper.

2.3 Data Collection and the Instrument

The data in our study were collected by means of an online questionnaire distributed
within the Faculty of Economics and Business Administration (abbreviated FEAA) of “Al. 1.
Cuza” University of lasi. The questionnaire was made available through a link on the webpage
of the institution during June 2015 — June 2016. The tool was available for the academic
community in the higher education institution mentioned above through regular promotion by
means of email messages sent on the server of the academic community as well as messages
posted by student groups on different Social Networks during the specified period of time. Thus,
it was possible that out of a total of 7,500 active students of FEAA, 968 students visited the
page which hosted the tool. The final sample is made up of 954 respondents with a response
rate of 98.55%.



The questionnaire used in the present study was elaborated by using Google Forms
(component of Google Drive) within a larger project and comprised 11 questions structured for
the three tiers of the educational process: teaching—learning—evaluation. The questionnaire also
included the elements for the identification of respondents. The results obtained were codified
and uploaded in the SPSS software programme. Under these circumstances, the exploratory
study is a mix of the qualitative and the quantitative studies, which means that initially the
respondents had to answer both qualitative questions regarding their perceptions on the real
way of manifestation of educational technologies supporting the educational process as well as
quantitative questions referring to quantifiable aspects from their personal experiences during
the educational interaction.

47% of respondents declared that they are full-time bachelor or master students, 22%
are distance learning bachelor or master students and 31% are PhD students. Of these, 76.2%
are females and 23.8% are male (see Table 1). As regards the age distribution of the
respondents, Table 1 we indicates that the majority (58.2%) are under 25 years old, 13% are up
to 30 years old, 16.1% are up to 40 years old and 12.2% are older than 40.

Table 1. Frequency table regarding the respondents’ gender and age

Gender Frequency Percent Valid Percent | Cumulative Percent
1 2 2 2
Female 727 76.2 76.2 76.2
Valid
Male 227 23.8 23.8 100.0
Total 954 100.0 100.0
Age Frequency | Percent Valid Percent | Cumulative Percent
Valid 3 .6 .6 .6
between 20 and | 460 48.2 48.2 48.8
25
between 26 and | 124 13.0 13.0 61.8
30
between 31 and | 154 16.1 16.1 78.0
40
less than 20 94 9.9 9.9 87.8
greater than 41 116 12.2 12.2 100.0
Total 954 100.0 100.0

Source: questionnaire interpretation.

The tool used to collect the data needed for the testing of the three sets of hypotheses
subsequent to the main research hypothesis was the online questionnaire. For the completion of
the research model presented in Figure 3, we believe it is necessary to structure 11 questions
assigned to each hypothesis. In this regard, Table 2 presents the matrix of the correspondences
Questions: Hypotheses.



It is mandatory to specify that as it is shown in Table 2, questions 1 and 5 were taken
into account for the testing of the three subsequent hypotheses, with the precision that they enter
different combinations of questions for each hypothesis.

Table 2. The matrix of correspondences Questions: Hypotheses

Question code Short description of the question in the questionnaire Corresponding
Set of
Hypotheses

Q1 Use of e-Learning modules of Teaching-Learning-Evaluation [HO./11]

Q2 Distance access of course materials

Q3 Distance visualisation of course materials

Q4 Request for “face-to-face” course vs “distance” course

Q5 Communication in the process of Teaching-Learning-Evaluation

Q6 Course absenteeism is motivated by the digital education technologies

Q1 Use of e-Learning modules for Teaching-Learning-Evaluation [HO./1 2]

Q5 Communication in the process of Teaching-Learning-Evaluation

Q7 Documentation on the Internet for Learning

Q8 Frequency of using Internet research engines for Learning

Q9 Frequency of using online instruments for Learning

Q10 Digital format of materials facilitates Learning

Q11 Online multimedia materials facilitate Learning

Q1 Use of e-Learning modules for Teaching-Learning-Evaluation [HO/I 3]

Q5 Communication in the process of Teaching-Learning-Evaluation

Source: author’s own contribution.

Educational Process in Universities

Teaching _._. _.._.__. Commumication Learning _ _ Communicaion __ Asgesment

Ho - The educational process within the traditional universities is not significantly sustained by the educational technologies such as
e/m-Learning

Ho/T Hu/T- Ho/Ts

Q1 Q2 Q3 Q4 Qs Q6 Q1 Q5 Q7 Q8 Q9 Q10 Qu Q1 Qs

Source: author’s own projection.

Figure 4. General overview of the educational process and the model hypotheses — questions

The graphical representation of the educational process in traditional universities and
the research model coupled on the three stages, i.e. teaching-learning-evaluation as well as the
connection with the 11 questions in the questionnaire for each of the hypotheses to be tested
are shown in Figure 4.

3. Data and Results

In order to analyse the respondents’ opinion on the problems researched by means of
the three hypotheses underlying the main research hypothesis [RH], the authors have performed
frequency tables corresponding to the main questions in the questionnaire that support the
hypotheses HO/I1, HO/I2 and HO/I3.



Thus, as regards the main null hypothesis tested (HO/I1), the weight of the respondents
that replied positively to the question Have you used applications for the management of access
to educational content (Moodle, Blackboard, Google Drive, Office365 etc.)? constitutes 59.2%
of the total of those who answered this question (see Table 3 PART A).

Table 3. The frequency table for the questions

A. Have you used applications for managing the access to | Frequency Percent Valid Cumulative
educational content (Moodle, Blackboard, Google Drive, Percent Percent
Office365 etc.)?
Valid Yes 558 58.5 59.2 59.2
No 384 40.3 40.8 100.0
Total 942 98.7 100.0
Missing Non-responses 12 13
Total 954 100.0
B. Distance access in electronic format of the didactic | Frequency Percent Valid Cumulative
material whenever | need it Percent Percent
Valid It does not really suit me 278 29.1 29.8 29.8
It suits me 656 68.8 70.2 100.0
Total 934 97.9 100.0
Missing Non-responses 20 21
Total 954 100.0
Source: questionnaire interpretation.

Within the second hypothesis (HO/I2) subsequent to the main research hypothesis we
present in what follows the frequency tables for two questions in the questionnaire. Thus, it can
be noticed that the frequency of respondents who think that they suit the statement according
to which the distance access in an electronic format of the didactic material whenever he needs
it is of 70.2% (see Table 3, PART B). Strictly related to the question The visualisation of the
recording of the didactic material presented by the professor whenever | need it received
favourable response (it suits me) with a frequency of 66.5% (see Table 4 PART A).

Table 4. The frequency table for the questions

A. Visualisation of the recording of the didactic material presented | Frequency Percent | Valid Cumulative
by the professor whenever | need it Percent | Percent
Valid It does not really suit me 308 323 335 335

It suits me 612 64.2 66.5 100.0

Total 920 96.4 100.0
Missing Non responses 34 3.6
Total 954 100.0
B. If a course is simultaneously delivered ‘face-to-face” and “at | Frequency Percent | Valid Cumulative
distance”, the distance learning course will be requested: Percent | Percent




Valid by a higher number of students in comparison with | 244 25.6 26.1 26.1
the number of students requesting “face-to-face”
course, but the difference will not be significant

by a significantly higher number of students in | 468 49.1 50.1 76.2
comparison with the number of students requesting
“face-to-face” course

by a similar number of students in comparison with | 222 23.3 23.8 100.0
the number of students requesting “face-to-face”
course

Total 934 97.9 100.0
Missing Non-responses 20 2.1
Total 954 100.0

Source: questionnaire interpretation.

Within the third hypothesis (H0/13) subsequent to the research hypothesis, the frequency
table was done for the response variants of the question regarding the demand degree of a course
delivered simultaneously “face-to-face” and “at distance”. Thus, the results presented in Table
4 PART B indicate that most of the respondents, in a percentage of 50.1%, believe that a course
delivered at distance will be requested much more frequently than a course delivered face-to-
face.

4. Testing the Hypotheses

I1. Students use the new ICT e-Learning /m-Learning ICT in the learning process

We will test whether the workload of students who use applications for the management
of access to educational content (CMS) significantly differs from the workload of those who do
not use this type of applications. In this approach, the instrument used is the binomial test and
the testing hypotheses are:

HO: There are no significant differences between the workload of the two student
categories

H1: There are significant differences between the workload of the two student
categories

The results of testing the hypotheses are presented in Table 5.



Table 5. The result of testing the differences between the two proportions, Yes/No regarding the use of the

new TIC
Category N Observed Test Exact Sig. (2-
Prop. Prop. tailed)
Have you used applications to manage | Yes 558 .59 50 .000
the access to educational content | No 384 41
(Moodle, Blackboard, Google Drive, 042 1.00
Office365 etc.)? '

Source: questionnaire interpretation.

The decision rule for accepting or rejecting the HO hypothesis is:

° If the value Sig. (significance level of the test) > 0.05, then the hypothesis HO is
accepted
° If the value Sig. < 0.05, then the hypothesis HO is rejected.

In the current situation, for a taken risk of 5%, the HO hypothesis is rejected; therefore
the proportion of students who use this type of applications is significantly greater than the
proportion of those who don’t. As a consequence, it can be stated that students are interested
in the new ICT in the learning process.

12. Students do not perceive the lack of direct communication with the professor
and colleagues as a problem in the case of online taught/distributed course and
applications

We will test whether there are significant differences between the percentage of students
who believe that the distance access of the study material is adequate for their learning style
and the percentage of those who do not suit this learning style.

We also verify if there are significant differences between the proportion of students
who believe that the distance visualisation of the materials recorded by the professor is suitable
for their learning style and the proportion of those for which this learning style is not
appropriate. The binomial test will be used in this analysis.

The testing hypothesis

HO: There are no significant differences between the proportions of the two student
categories

The obtained results of the testing are shown in Table 6.

Table 6. The results of testing the differences between the two proportions of students with the
perceptions Suitable/Unsuitable

Binomial Test Category N Observed | Test Exact  Sig.
Prop. Prop. (2-tailed)
Group 1 It suits me 656 | .70 .50 .000
Distance access, in electronic format of Group 2 Itdoesnotreally | 278 | .30
the didactic material whenever | need it P suit me
Total 934 | 1.00
. . Group 1 It suits me 612 | .67 .50 .000
Visualisation of the recording of the Itdoesnotreally | 308 | 33
didactic material presented by the Group 2 - y '
. - suit me
professor at distance whenever I need it
Total 920 | 1.00

Source: questionnaire interpretation.

It can be observed that in both cases, the hypothesis HO is rejected, which means that
the proportion of students who do not perceive the lack of the direct contact with the professor
and the colleagues as a problem is significantly higher than those who perceive this lack of
interaction as being unsuitable for their learning style.

I3.Students prefer to communicate “face-to-face” and effectively meet to work
together in order to accomplish their team tasks and get better results



We will test if there are significant differences between the percentage of students who
think that a “distant” course will be more requested than a “face-to-face” course and the
percentage of those who do not agree to it. To achieve this aim, the Chi-square test will be
used as an instrument and the testing hypothesis will be the following one:

HO: There are no significant differences between the proportions of these student
categories

Table 7. Distribution of responses to the question If a course is simultaneously presented “face-to-face” and
“at distance”, the distance learning course will be requested...

If a course is simultaneously presented “face-to-face” and “at]Observed N |Expected N Residual
distance”, the distance learning course will be requested:
° by a higher number of students in comparison with thej244 155.7 -33.7

number of students requesting for “face-to-face” course, but the
difference will not be significant

) by a higher number of students in comparison with thep468 155.7 78.3
number of students requesting for “face-to-face” course

° by a similar number of students in comparison with thef222 155.7 -44.7
number of students requesting “face-to-face” course

Total 934

Source: questionnaire interpretation.

Table 8. The result of testing the preference for the course diffusion face-to-face vs. at distance

Test Statistics If a course is simultaneously delivered “face-to-face” and “at distance”, the distance
learning course will be requested

Chi-Square 59.5162

df 2

Asymp. Sig. .000

Notes: a. 0 cells (0.0%) have expected frequencies less than 5. The minimum expected cell frequency is 155.7.
Source: questionnaire interpretation.

The results of the testing in Table 7 and Table 8 indicate that the share of students who
consider that courses delivered at distance will be registered to by an increased attendance is
significantly higher than those who do not agree with this.

The results of the analyses performed confirm that the teaching, learning and evaluation
processes in traditional universities are significantly supported by the e/m-learning educational
technologies. As a consequence, the main research hypothesis [RH] is validated and the
formulated tasks can be reached in the current research paper.

Conclusions and Further Research Paths

Technology follows its natural course: it changes, updates, modifies or even reinvents
itself. With or without our will, we will have to face it within all aspects of our lives, including
future education. Our study highlights, from an educational approach, the characteristics of Y
generation, in relation to their parents and grandparents, in direct correlation with the
requirements of the current organisations dominated by information and communication
technologies. Before touching the base with the research part of the article, the reader is updated
with the main aspects related to the lifelong learning as a central requirement of the learning
process, e-Learning with its specific advantages and disadvantages, the new forms of e-
Learning, namely e-Learning, m-Learning and gamification.

The conducted analysis shaped the profile of a student willing to use the modern
technologies in the learning process. Thus, he is 20-30 years old, a bachelor or master student,
he accesses the portal and the e-Learning platform (Blackboard) of the higher education
institution at least once a day and he is inclined to access online courses and not only support



materials delivered in this format. In order to do this, he uses diverse equipment, prevalently
the mobile ones. More than half of the respondents are digitally literate and extremely proficient
with technology, or at least this is their perception regarding themselves (self-evaluation) and
they frequently use online tools and gadgets for the purpose of enriching their education.

Currently, in the faculty under study the main e-Learning solution used for uploading
course materials and evaluation is Blackboard. Furthermore, the formal communication
between professors and students for each discipline is greatly supported by an internal portal
made in SharePoint. The faculty has its own Facebook page and maintains it with frequent
updates. The previous studies have shown that students are very satisfied with the
communication with the faculty by means of these environments. Their only criticism refers to
the lack of sufficient mobility and lack of synchronicity between the messages posted on the
portal and those on Facebook. For many disciplines, the professors provide their students with
materials in video form and YouTube films, digital resources from prestigious publishing
houses (for example, Pearson), documents that require collaborative work using Google Drive,
alternative courses from Coursera.org, MIT OpenCourseWare, etc. Some teaching staff manage
their own professional blogs and Facebook pages intended for the students with whom they
work (by specialisations or disciplines). Gamification elements are seldom used in teaching and
learning. Based on these elements, we may ascertain that the e-Learning generation in the
faculty under study is 2.0.

The present study proved that the appetite for study in the digital environment of
students is important and deserves to be exploited through systematic, coherent and consistent
initiatives. The teaching, learning and evaluation methods must be adjusted to the lifestyle of a
pragmatic generation that has high expectations and wants immediate results. The fact that these
young persons are aware of their involvement in the lifelong learning process in order to meet
the more complex requirements of the employers, their commitment and interest should be
encouraged and the didactic process must be changed in compliance with their preferences.
These wishes must be constantly collected and the feedback of the changes must be requested
and appreciated as often as possible. The faculty, through its staff, must provide the students
with the possibility to learn by choice, building customised learning paths and exposing them
as much as needed to the traditional education. It must offer all the participants common lectures
and materials, delivered in a seamless rhythm, without deviations and adjustments.

The alternative channels such as Social Media (Facebook, YouTube, Wikipedia,
Twitter, WordPress) as well as the collaborative platforms (Google Drive) can be used not only
to increase the communication level between students and professors but also to provide open
resources for free (learning content, educational videos, answers to FAQ). Thus, an active
involvement of students and learning as a shared/cooperative activity can be reached. The
educational content posted can be annotated, commented, and supplemented with on-topic
digital resources discovered by the students themselves and thus generating new content. In
addition, the graduates of the respective programs as well as the business environment
representatives can easily adhere to these discussion groups in the digital environment since
they can bring added value to the academic talks and may contribute to the formation of new
perspectives on the utility of the contents delivered. The digital form of the materials (electronic
documents, recordings of lectures, tutorials, etc.) and their upload on digital platforms make
them available for students even after their graduation, which is the aspect that does not usually
occur in the traditional education.

The aforementioned statements do not diminish in any way the importance of the
professor’s presence “in flesh and bones” in the students’ lives. The study also showed that they
appreciate the face-to-face meeting with the professor, since he can facilitate the access to
knowledge and can support them by answering the questions that appear all along the learning
path. The pressure of the three factors previously mentioned (the requirements of the



organisations, the impatience of the Y generation students, and the need for lifelong learning)
as well as the interest in the direct communication with their professors force the universities
to provide a modern learning environment, similar to the one in companies such as Google,
Facebook or Amazon. The teaching, learning and evaluation processes not only have to be
physically anchored but they also need to go beyond the traditional amphitheatres. These must
be replaced with flexible, high-quality spaces, real smart classrooms with adequate acoustics,
lighting, heating and ventilation, endowed with technologies such as interactive whiteboards,
mobile devices and Web 2.0 technologies, where students could work independently or in teams
in an informal environment. Fixed places and set hours must be banned and the university
should be transformed from an ivory tower to a collaborative network connected to the students’
personal learning environments.

In the future, we aim at analysing the opportunity of using e-Learning/mobile learning
in universities also seen from the perspective of the teaching staff and to replicate the study in
other Romanian universities, laying the foundation of a framework for the adjustment of
educational technologies based on Web 2.0 and 3.0 in traditional universities.
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TIKSLINGAS, O NE ATSITIKTINIS MOKYMAS: VERSLO SRITIES SVIETIMO PRITAIKYMAS
SIUOLAIKINIU ORGANIZACIJU REIKALAVIMAMS

Daniela Popescul, Vasile-Daniel Pavaloaia, Alexandru Tugui, Mircea Georgescu, Laura-Diana Radu,
Lucian Daniel Berechet

SANTRAUKA

Siame straipsnyje sitiloma, kaip susieti nuolat kintan¢ias organizacijas, ieskanéias konkurencingy, darbi¢iy,
aukstajj iSsilavinima turin¢iy darbuotojy ir studenty, kuriy psichologiniai bruozai pasikeité veikiami kompiuteriniy
technologijy, informacijos ir mobilios jrangos pasiekiamumo. Taigi, universitetams, kurie yra pagrindiné biisimy
specialisty paruo§imo ir mokymo vieta, tenka sudétinga uzduotis, nes jie turi tapti jmoniy ir darbo jégos
tarpininkais. Remiantis gabumy verslui modeliu, straipsnyje siekiama nustatyti, kaip studentai siekia tradicinio
Svietimo poky¢iy, susijusiy su Siuolaikiniy mobilaus,elektroninio mokymo technologijy taikymu mokymo procese.
Taigi studentai dalyvauja visg gyvenimg trunkan¢iame mokymosi procese, taip jgydami vieng i§ labiausiai jmoniy
siekiamy savybiy.

Tyrimo tikslas yra issiaikinti, ar Rumunijos §vietimo procese jau galima taikyti tokias naujas Svietimo
technologijas, kaip mobilus ar elektroninis mokymas. Tikslui pasiekti pasitelkta taikomoji bandomuyjy tyrimy
metodologija, kai tiesioginiai pastebéjimai sujungiami su kritine ir sintetine analize. Tyrimo, kuriame remtasi
klausimynu, rezultatai atskleidé studento (aktyvaus §vietimo proceso dalyvio) pozitrj. Siekta tendencijos, kurig



jvairiuose diskursuose galéty taikyti akademiné bendruomené. Tyrimo iS§vados parodé, ar verslo $vietimo srityje
jau pasiruosta naujy $vietimo technologijy taikymui, ar studentai domisi mokslo tendencijomis, taip pat pateiktas
studenty, norin¢iy naudotis mobilaus ar elektroninio mokymo technologijomis, profilis.

Gauti rezultatai pavirtina, kad mokyma, mokymasi ir vertinimo procesus tradiciniuose Rumunijos

universitetuose papildo tokiy $vietimo technologijos, kaip mobilus ar elektroninis mokymas. Taigi buvo patvirtinta
iSkelta hipotezé ir pasiekti tyrimo tikslai.

REIKSMINIAI ZODZIAI: elektroninis mokymas, mobilus mokymas, $vietimo technologijos, $iuolaikinis
Svietimas.



Appendix 1

List of questions included in the online questionnaire assigned to the subsequent hypotheses

Question No. 1
1. Have you used applications for managing the access to educational content (Moodle, Blackboard, Google Drive, Office365
etc.) in the course/seminar, teaching and evaluation activities?

‘Yes’: 279 selections 279
‘No’: 192 selections 192
No selection: 6 entries 6

Question No. 2
10. Which method of presentation of course materials to the students do you think suits your style?
3. The access at distance, in electronic format, of the didactic material whenever | need it:

‘Not at all” 13 selections 13
‘Partially’ 45 selections 45
‘Average’ 81 selections 81
‘Good’ 238 selections 238
‘I don’t need anything else’ 90 selections 90
No selection: 10 entries 10

Question No. 3

10. Which method of presentation of course materials to the students do you think suits your style?

4. Visualisation of the recording of the didactic material presentation by the professor at distance whenever | need it:
‘Not at all” 28 selections
‘Partially’ 53 selections
‘Average’ 73 selections
‘Good’ 225 selections
‘I don’t need anything else’ 81 selections
No selection: 17 entries

Question No. 4
4. If a course is simultaneously delivered “face-to-face” and ““at distance”, what is your opinion regarding the demand for the
course “at distance”?
will be smaller or similar to the course delivered “face-to-face” 111
will be higher than for the course delivered “face-to-face” 356
no selection: 10 entries 10

Question No. 5
5. For the communication in the educational process (teaching-learning-evaluation) do you prefer and usually use?

- Internet services ‘E-mail, Forums, Chats’ 403
- Phone services ‘SMS/MMS, Calls’ 72
No selection: 2 entries 2

Question No. 6
6. Do you think that the absenteeism of your colleagues from the course/seminar/laboratory is also motivated by the digital
educational technologies (e-learning/m-Learning)?
“Yes’: 144 selections 0
‘No’: 107 selections 0
No selection: 6 entries 6

Question No. 7
7. How long does the Internet documentation take within the time allocated to study?
- under 50%" 112
- over 50%° 363
No selection: 2 entries 2



Question No. 8

Question No. 9

Question No. 10

Question no. 11
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Abstract

Background: Using the power of Internet, crowdfunding platforms are currently changing the
traditional landscape of fundraising. Social media-based IT platforms in particular are bringing the
creators of crowdfunding projects closer than ever to potential investors. A large variety of factors
function as determinants of individuals’ intention to participate in crowdfunding and have an intertwined
impact on funding as the ultimate project goal.

Objectives: For a better understanding of investor behaviour in social media-based crowdfunding
projects, this paper covers identifying, analysing, and classifying general and specific factors of investor
motivation, based on the literature in the field.The main focus is the relationship between the
affordances provided by social media-based crowdfunding platforms and the psychological
determinants of investor motivation in innovative start-up projects.

Methods: Using IEEE Explore, Clarivate Web of Science, ScienceDirect, and Scopus, we conducted a
systematic review of the existing research on the emerging role of crowdfunding as a disruptive
technology in financing the start-up innovative projects. The paper explores the main determinants of
investor motivation and aims to streamline the success factors in crowdfunding campaigns.

Results: A total of 1,216 publications were identified after searching the aforementioned databases and,
upon refining the results, 515 articles were considered for the final sample. After reading the titles and
abstracts, the sample was reduced to 78 articles that were read in-depth and synthesized in accordance
with the defined research questions. The selected articles were clustered into three main categories:
general studies, determinants of investor behaviour, and success factors.

Conclusions: In the new global economy, crowdfunding platforms have become the nexus between the
emerging creators of innovative products and services and the necessary funding sources. This
connection is possible via a cumulative collection of contributions from multiple investors recruited
from the audience of the selected platform, without time or space constraints. However, the determinants
of the investment decision are very different in the case of social media-based crowdfunding platforms
compared to determinants in the mainstream environment. This paper surveys these motivators and
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reveals how platform features can be used to persuade individuals to make a financial contribution
towards the success of a project.

Introduction

There is a growing body of literature that recognizes the importance of crowdfunding, which
has emerged as a powerful, popular, and achievable means of funding projects worldwide
(Rodriguez-Ricardo, Sicilia and Lopez, 2018; Brem, Bilgram and Marchuk, 2019; Nevin et al.,
2017; Kim, Bonn and Lee, 2020). The first mentions of the concept in academic literature dates
back to 2010, but the number of published articles increased significantly in recent years as a
result of the rising interest for using the conjugated power of individuals organized dynamically
into “crowds” using technology, as well as due to this financing means becoming legally
recognized in more and more countries around the world (Smith and Hong, 2016).

Crowdfunding implies an open call on the Internet, made with the intention of reaching large
crowds, in order to get the necessary financial resources to support specific purposes. As a
result, relatively small contributions are cumulatively collected from a large pool of people
online. The fundraising process is most often called a campaign. A campaign can be seen as a
project in itself, described as a set of activities with a clearly defined start and end point, geared
towards reaching a specific goal — in this case, the goal is to raise the necessary funds in order
to carry out the project proposed by the campaign creator (for instance: developing a new
product or service). There are three categories of participants in crowdfunding campaigns: (1)
the person(s) or the organization requesting funds for a project or a cause (in the case of start-
ups, which are the object of this paper, this refers to an entrepreneur), (2) the crowd of potential
investors (backers, funders) providing the resources), and optionally (3) the crowdfunding
platform. The third element has become increasingly important in recent years: crowdfunding
initiatives seem to garner genuine traction via social media-based platforms, by exploiting the
truly interactive features that can be “designed and re-designed by humans with relative ease”
(Choy and Schlagwein, 2016). Compared to traditional ways of obtaining money, social media-
based platforms allow participants to interact with the beneficiaries of the funds via comments,
reactions, etc., to follow-up on the status of the crowdfunding campaign and the progress of the
funded project. Furthermore, crowdfunding enables reaching out to an unlimited number of
geographically dispersed people for the purpose of such a campaign (Mendes-Da-Silva et al.,
2019).

Crowdfunding has several unique particularities: it presents a mixture of entrepreneurship with
social network participation, in which the customers play an unexpected role as investors; it is
time-constrained and involves a variety of roles, including the promoters who disseminate
information about the project over social media platforms and the backers who pledge funds
for the project (Lu et al., 2014); it has the power to remove barriers to entry (Smith and Hong,
2016); it empowers the users’ potential to innovate, as the ideas of many t individuals get
support and can be transformed into new products and services (Brem, Bilgram and Marchuk,
2019; Jaziri and Miralam, 2019). For these reasons, crowdfunding is more convenient for
project creators than mainstream financing channels. Entrepreneurs can present their ideas and
plans to a wide audience, in a friendly and interactive environment, and the audience can
support the entrepreneurs without requiring them to provide complex business plans and
financial indicators that are often difficult to achieve (Wang and Xue, 2019). According to
Allison et al. (2015) and Smith and Hong (2016), unlike traditional fundraising methods,
crowdfunding has fewer restrictions and a higher financing. Mainstream financing parties, such
as banks and venture capitalists, are less interested in backing up start-ups and their projects,
which are often in an unpromising embryonic stage. In general, these investors seek projects



proposed by mature organizations, with a low level of risk, and have a rather passive attitude.
They tend to be interested in the return on investment instead of the product. It is for this reason
that crowdfunding is a new and appealing alternative for entrepreneurs, used to generate
financial resources without having to call upon traditional sources. Moreover, investors are
often potential experts and clients who can support the production and sale process for the
products and services proposed by the entrepreneurs. Crowdfunding platforms offer a
potentially transformative experience, giving start-ups the possibility to raise funds from a very
large number of investors who might become consumers in the future. According to Mollick
and Robb (2016), crowdfunding enables the democratizing of financing by eliminating barriers,
diminishing restrictions and disseminating innovation. Brem et al. (2019) highlights the impact
of crowdfunding platforms at a governmental level, showing that they can be used for the
equitable distribution of financing for innovation and thus supporting the underestimated
economic power of investor-users.

The benefits of crowdfunding are important in motivating entrepreneurs and do not strictly refer
to obtaining assets or financial resources. In the case of start-ups, these can also be substantiated
in non-financial benefits, such as attracting employees, engaging the collective intelligence of
the crowd, advanced promotion of the products and services or using same as market research
and obtaining client feedback, drawing attention from the media, as well as building a pool of
future clients. Hu et al. (2015) believe that a crowdfunding campaign can be an efficient
marketing and engagement platform for start-ups and for entrepreneurs who wish to promote
products that are still unknown. Also, in different types of campaigns, clients are willing to pay
for premium access to the product to be developed once the campaign is completed, thus helping
to estimate the demand for these new products on the market, as such demand would be difficult
to estimate using other methods. Investors get the chance to see companies grow from their
incipience, to ascertain if the idea is worthwhile and if a need for radical change becomes
apparent throughout the development (De Luca, Margherita and Passiante, 2019). The chances
of products and services being accepted are positively impacted by consumer engagement in
the design and development process, and campaign success is an optimal means of highlighting
the quality of the project. De Luca et al. (2019) have identified eleven categories of benefits of
crowdfunding for entrepreneurs, benefits that are associated with: obtaining financial resources
(fund raising and cost management), strategy (business viability and quality of the formulated
strategy), marketing (research, client relations, demand), actual operations (product design and
development), human resource management (team management), supply chain management
(potential partners), and personal aspects (entrepreneurial implications, such as replicating
successful experiences, testing communication skills, self-affirmation, boosting confidence and
motivation, moral support, etc.). In his turn, Foster (2019) synthesized five reasons why
entrepreneurs find crowdfunding attractive: 1) it allows them to finance new projects, keeping
their equity capital and avoiding debt; 2) they create a preliminary market, by attracting clients
before production is completed; 3) getting their clients engaged in a unique manner, by creating
a conversation around the product or service, which can result in obtaining valuable feedback
on design and functions, which does not happen in the case of traditional forms of financing;
4) reducing the negative impact of implicit biases associated with underrepresented
entrepreneurs; 5) it allows for efficient use of the entrepreneurs’ social networks in an
inexpensive manner. Crowdfunding is sometimes the only means of financing start-ups, given
that mainstream sponsors such as banks and venture capitalists generally seek projects that are
more mature and entail lower levels of risk, and are seldom willing to give a change to
inexperienced entrepreneurs or to products having uncertain chances of success (Song et al.,
2019), particularly given that start-ups financed via crowdfunding platforms are often
underdeveloped at the time of their initial presentation. The feedback received from investors thus



becomes very important and helps creators to adapt their campaign and anticipate any problems,
to get to know their clients’ preferences and to address the needs of as wide an audience as
possible, which could then become loyal customers. From the entreprencurs’ point of view,
Ingram et al. (2014) have identified three major characteristics of the best investors. Firstly,
they provide a sufficient amount to cover risks and support the development of the business, in
terms of number of employees, volume of products or services, or for advertising. Secondly,
the investor brings in additional skills, expertise and a professional network. Lastly, the relation
between investors and founders is seen as a potential partnership.

For these reasons, this unconventional instrument is associated with the power to eliminate
middlemen from the risk capital industry, with an effect similar to the ones produced by Uber
in urban transportation or Amazon in retailing (Smith and Hong, 2016), and to metamorphosise
the entrepreneur financing ecosystem (Jaziri and Miralam, 2019) from a series of ivory towers
often not accessible to those knocking at their gates into a dynamic, reconfigurable and fertile
network. All the aforementioned characteristics transform IT crowdfunding into a genuinely
disruptive technology, with a great potential to stimulate innovative projects. Crowdfunding
mechanisms are legally recognized by the governments of more and more countries, which
leads to their rapid development and increase in popularity worldwide, beyond the traditional
western space. The development is rapid or promising in countries such as China (Wang and
Xue, 2019) or ASEAN-5 (Indonesia, Malaysia, Singapore, Philippines, and Thailand)
(Dikaputra, Sulung and Kot, 2019), Eastern-European countries such as Poland and Romania
(Fanea-Ivanovici and Siemionek-Ruskan, 2019), but still hesitant in African countries (Jaziri
and Miralam, 2019).

After an initial success in the artistic field, online crowdfunding addressed entrepreneurial area,
in domains such as technology, knowledge-based start-ups and new product development
(Hemer, 2011; Rodriguez-Ricardo, Sicilia and Lopez 2018). Access to crowdfunding through
the Internet has paved the way for many innovative products and services, by reducing the
funding gap for innovative start-ups — some funded products are Pebble, the first smartwatch,
3D printers, hardware products, video game consoles, etc.

Hervé and Schwienbacher (2018) analyse the innovative potential of the crowd’ participation
in the product creation process by providing feedback to the entrepreneur. This feedback can
take various forms, including providing ideas on the development of the product during and
after the campaign, and providing valuable information on the future demand for the new
product. Presenting ideas on crowdfunding platforms can be very important for entrepreneurs,
not only because they will access the necessary financial resources, but also for the flows of
knowledge that can be collected from their project followers. The online crowdfunding
platforms support entrepreneurs’ innovative ideas by permitting an open dialogue in the
platform and the input of diverse knowledge in their projects, original perspectives of
interpretation of the problems they face, and various heuristics for finding solutions. The
presentation of the project by a group approved by potential consumers and investors in social
media allows fruitful conversations and collection of observations, questions and opinions that
can act as catalysts for entrepreneurs and lead to the validation of the idea, to its improvement
and its transformation from invention in innovation. New knowledge, with the ability to
produce changes and to support the entrepreneurs in reaching their goals, is gathered from
various actors. In today's world, due to the high level of technological change and complexity,
the ability to successfully access and use knowledge-based values from complementary sources
is essential, and crowdfunding offers entrepreneurs this opportunity.



On the potential investors’ side of the story, as shown in (Rodriguez-Ricardo, Sicilia and Lopez
2018; Allon and Babich, 2020; Kuppuswamy and Bayus; 2017), the individual’s levels of
innovativeness and creativity and the satisfaction to see an idea turned into reality are key
determinants to the intention to participate in crowdfunding. Other motivators identified in our
analysis are the investors’ desire to transfer their prior knowledge, expertise and experience in
the project’ field (Saxton and Wang, 2014; Kim, Bonn and Lee 2020; Dejean, 2019), and the
positive relationship between entrepreneur and investor, based on perceived sympathy,
openness and trustworthiness (Polzin, Toxopeus and Stam 2018; Moritz, Block and Lutz, 2015;
Mendes-Da-Silva, 2019; Mollick, 2014; Agrawal et al., 2015; Song et al., 2019; Foster, 2019;
Saxton and Wang, 2014).

To attain the desired success, fund requesting parties and crowdfunding platform managers
have to have a very clear understanding of the intentions and behaviour of potential investors.
It is only provided this condition is met that the project presentation will be able to draw
sufficient supporters. The success of a crowdfunding project is entirely dependent on the
participation of potential sponsors; this is why understanding their financing intentions and
motivations is a fundamental objective of this area of research (Wang and Xue, 2019).

This paper sets out to pinpoint the differences between crowdfunding and the traditional
financing mechanisms, to identify what the success of crowdfunding campaigns looks like, and
particularly to analyse, based on a systematic review of the relevant literature in the field, the
determinant factors of potential patrons’ decision to invest in start-up projects. Subsequently,
of all these factors we would particularly like to highlight the psychological factors (which we
deem essential) and how the characteristics of social media platforms can capitalize on and
potentiate them. The rest of this paper is organized as follows. We first provide a brief overview
of research questions and methods used in Section 2. Then, Section 3 discusses the differences
between crowdfunding and traditional fundrising mechanisms, arguments the disruptive
character of crowdfunding, and presents exhaustively the determinants of individuals’ intention
to engage in start-ups’ crowdfunding and the success factors of a crowdfunding campaign.
Summary of main findings, limitations and conclusions are given in Section 4.

Methods

This research investigates the emerging role of crowdfunding as a disruptive technology by
exploring, among other aspects, the primary motivations of investor in crowdfunding projects.
The paper attempts to answer the following four research questions:

1. What are the main characteristics for each type of crowdfunding campaign and the most
important platforms used to attract investors?

2. Do the crowdfunding campaigns feature disruptive characteristics?

3. What are the investors’ psychological motivations involved in crowdfunding
campaigns?

4. What are the success factors of social media-based crowdfunding campaign for the start-
up projects?

Table 1 Queries applied for each database

Database Search queries

IEEE Explore ("All Metadata":crowdfunding AND ("All Metadata":disrupt* OR "All
Metadata":affordance OR "All Metadata":platform OR "All Metadata":start-up
OR "All Metadata":psychological OR "All Metadata":motivation ))




Clarivate TS=(crowdfunding) AND (TS=(platform) OR TS=(affordance) OR
Analytics Web of | TS=(disrupt*) OR TS=(psychological) OR TS=(start-up) OR TS=(motivation))
Science

Science Direct (crowdfunding) AND (disruptive OR platform OR affordance OR disruptive
OR start-up OR psychological OR psychological OR disruption)

TLE-ABS-KEY ( crowdfunding AND ( platform OR disrupt* OR affordance
OR start-up OR psychological OR motivation ) ) AND ( LIMIT-TO (
DOCTYPE , "ar" ) OR LIMIT-TO ( DOCTYPE , "cp" ) OR LIMIT-TO (
DOCTYPE, "ch") OR LIMIT-TO ( DOCTYPE, "re") ) AND ( LIMIT-TO (

LANGUAGE , "English™) )

Scopus

The research follows the design research paradigm presented in (Gregor and Hevner, 2013).
We conducted the research in four major steps (Figure 1). For the first step we performed a
comprehensive review of the current literature in the field of crowdfunding. We applied the
content analysis technique, “a phase of information-processing in which communications
content is transformed, through objective and systematic application of categorization rules,
into data that can be summarized and compared” (Kassarjian, 1977). For the first step we
defined the filter comprising database, keywords, and type of documents, where possible. We
searched using the following electronic libraries: IEEE Explore, Clarivate Analytics Web of
Science, Science Direct, and Scopus. We divided keywords into two complementary parts:
“crowdfunding” AND (platform OR affordance OR disrupt® OR psychological OR start-up OR
motivation) (Tables 1 and 2).

Table 2 Search strategy for carrying out the systematic review

Search strategy Details

Keywords (crowdfunding) AND (disruptive OR platform OR affordance OR disruptive
OR start-up OR psychological OR psychological OR disruption)

Databases IEEE Explore, Clarivate Analytics Web of Science, Science Direct and Scopus

Inclusion criteria

All papers considered relevant by title, abstract, and keywords

Exclusion criteria | Duplicates, absence of abstract, editorial, letter of editor, opinion, unpublished
articles, working papers, and magazine
Anytime

English

Period explored
Language

We tested our queries on a pilot group of articles and we added more keywords if any of the
papers in this group was not retrieved by the query string. We restricted the search to articles,
literature reviews, chapters and conference papers published in English. The initial group of
results was comprised of 1,216 publications, with titles and abstracts related to our research
topic. Given the fact that crowdfunding as a research topic is relatively new, we considered all
types of scientific publications with no specific time range.

For the following step (i.e. step two) we used Rayyan QCRI to eliminate redundancies and to
extract the scope of the papers.

After the first filtering, we used VOSviewer to identify the main clusters regarding the research
topic and to represent the concepts most frequently used in the titles and abstracts of the
retrieved papers. VOSviewer is a free software available online at www.vosviewer.com. It
allows for bibliometric mapping via identification of keywords determined function of
frequency of occurrence thereof and the connection identified between them. The mapping
technique is applied to a similarity matrix calculated based on a co-occurrence matrix. The
whole network is mapped out in Figure 2. We eliminated general terms, such as article, need,



action, case study, etc. In this network, the cycles represent keywords and their diameters
indicate the number of occurrences. The distance between keywords reflects the relation
between them in terms of co-occurrence links calculated based on the number of publications
in which they are used together. Nine clusters were created using the collection of keywords
with strong connections.
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Figure 1 PRISMA 2009 flow diagram. From (Moher, et al. 2009)



Based on the keywords from these clusters, in step three we selected articles using Rayyan
QCRI. After this selection, the resulting group comprises 515 publications. The check of inter-
rater reliability was performed by adapting the procedure used by (Mura, et al. 2017). In this
respect, a sample of 70 articles were randomly selected from the group (n=515) and three of the
authors rated them according with a set of five criteria, representative for the selection. Authors
judgments were analysed in SPSS (version 25) by using Fleiss's Kappa statistic. The result (fk
= 0.68) returns a good (Laerd, 2019) level meaning that the strength of agreement between the
judgments is acceptable. The result of the inter-rater reliability proved that the selected group
of manuscripts (n=515) are consistent with the selection criteria. To identify all relevant
research, two review rounds were further performed: first based on title and abstract review and
second based on full text eligibility review. The following criteria were applied for papers’
abstract: first the article relevance for this study, but also the scientific background, the clarity
of the abstract, the objectives of the research, and consideration of the limits of the research.
We used these criteria to exclude those papers that are poor-quality or irrelevant for this
research. In unclear cases, the decision to exclude or to include an article was made by
consensus of all four authors. By applying previous assessment criteria, a large number papers
did not meet the inclusion criteria and were therefore excluded.Strict exclusion and inclusion
criteria were applied to limit the final selection due to the large number of results obtained
throughout the search. All articles focusing on psychological determinants of individual
investors in crowdfunding campaigns together with the factors influencing their success in start-
up projects were selected. Studies meeting the following criteria were considered for inclusion
in the final group: (1) analyzing the psychological determinants or motivations of individual
investors in crowdfunding campaigns; (2) investigating crowdfunding campaigns that are
dedicated to start-ups; (3) examining success factors influencing crowdfunding; (4) publishing
in a peer-reviewed journal or conference proceedings and (5) availability of full-text article. In
this way, the search method that we have applied for the initial set of results ensures that biases
and errors are minimized. The above criteria further narrowed down the results to 78
publications that were deemed relevant and reasonable for our research.
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Figure 2 Network analysis of 794 publications using the VOSviewer software

Based on the keywords from these clusters, in step three we selected articles using Rayyan
QCRI. After



In step four, the selected articles were read in-depth and synthesized in accordance with the
defined research questions. We recreated the map to analyse and highlight the connections
between the analysed concepts. The five clusters identified by VOSviewer are presented in
Table 3 with the following details: colour, main and secondary words for each of them.

Table 3 Clusters identified via the VOSviewer platform

Cluster Main Keywords Other Keywords
1 (green) crowdfunding disruptive innovation, development, innovation, market,
value
2 (blue) project, platform crowdfunding platform, psychological ownership, reward
3 (purple) motivation startup, success
4 (yellow) backer, funding crowd, customer, venture
5 (red) entrepreneur, investor, | context, contribution, entrepreneurship, equity
campaign crowdfunding, future, investor, knowledge, risk

The map obtained via VOSviewer based on the keywords from the selected articles is presented
in figure 3. In this case, we also eliminated the general terms exemplified above.
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Figure 3 Network analysis of selected publications

The selected articles were grouped into three main categories: general studies, determinants of
investor behaviour, and success factors. Related sub-topics such as benefits, business impact,
geographical influences or technology were also deemed of interest for identifying the
investors’ motivations in relation to crowdfunding. Based on the literature classification, we
conducted a research process in order to answer the above-mentioned research questions.

Results

The research results highlight the existence of a significant difference between crowdfunding
and traditional fundraising methods in the context of the disruptive character of modern
fundraising mechanisms. To showcase the study results, the following pages also illustrate the
essential aspects identified inliterature, presenting determinants of individuals’ intention to
participate in crowdfunding, as well as the success factors of crowdfunding campaigns.

Differences between crowdfunding and traditional fundraising mechanisms



The taxonomy and examples of crowdfunding platforms that are available for interested parties,
as presented down below, help to highlight the differences existing between crowdfunding and
the traditional mechanisms used worldwide for the purpose of raising funds.

Types of crowdfunding

To put it most simply, we could break crowdfunding campaigns into campaigns with and
without returns (Pichler and Tezza, 2016). Another distinction can be drawn between direct and
indirect fundraisers. In the latter case, indirect means that entrepreneurs use crowdfunding
platforms instead of directly reaching out to the crowd of potential investors. A study by
Mollick (2012) highlights the role of platforms for campaign success, noting that it ensures
access to the networks of founders and support for formulating the project specifications. In the
absence of platforms, individual entrepreneurs launching their own initiatives should make
considerable efforts to activate a network and to highlight the quality of their projects. The main
types of crowdfunding campaigns are illustrated graphically in Figure 4.
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Figure 4 Types of crowdfunding

The types of crowdfunding (European Commision, 2020; Jaziri and Miralam, 2019; Block,
Hornuf and Moritz, 2018; Dai and Zhan, 2019; Dospinescu, Anastasiei and Dospinescu, 2019;
Dikaputra, Sulung and Kot, 2019) are:

e Equity crowdfunding, which entails selling a part of a business to the investors
contributing to its growth. The method is similar to trading stocks on the stock market
or to a venture capital. Many of the projects in the category of technology start-ups
address this type of crowdfunding;

e Rewards-based crowdfunding, where investors expect to receive a non-financial reward
in the form of goods or services for their contribution to the project. The typical projects
financed using this solution are in the category of games, gadgets, music and video;

e Donation-based crowdfunding, which entails small donations made by natural persons
for the purpose of supporting charitable projects, without expecting a reward in return.
Many of the campaigns are geared towards raising funds in order to pay for medical
treatments;

e Debt-based crowdfunding, whereby a person or company loans money from a large
number of people, undertaking to reimburse the amount within specific time intervals,
along with other financial benefits. These are primarily focused on refinancing loans or
paying off certain debts generated by the use of credit cards. These can take the
following forms:

o Peer-to-peer lending, a type that is very similar to traditional loans. In this type
of crowdfunding, a company loans financial resources from contributors, which



the company will reimburse along with a specific interest rate. The large number
of investors makes the difference compared to traditional loans;
o Debt-securities crowdfunding, via which natural persons invest in a debt security
issued by the company, such as a bond;
o Profit-sharing / revenue-sharing, which entails the sharing of future profits or
revenues of a company with its current contributors;
e Hybrid models combine different characteristics of the aforementioned types in order
to achieve the same goal, i.e. to obtain the necessary resources for financing the projects.
Depending on the financing rule, i.e. the manner in which the entrepreneur receives the
resources committed to their project, the literature highlights two common crowdfunding
models: the keep-it-all mechanism and the all-or-nothing mechanism. In the former case (keep-
it-all model), the entrepreneur receives all the funds that are committed to the project,
irrespective of whether the predefined funding goals are achieved or not. In the latter case (the
all-or-nothing model), the entrepreneur must collect the amount defined in their funding goal
as a minimum, and in case of falling short they receive nothing at all (Foster, 2019).

Crowdfunding platforms

In accordance with the results obtained following the analysis on the specialty literature, the
most important platforms used to draw investors are as follows:

Kickstarter is the largest online crowdfunding platform in the U.S.A. This platform is a for-
profit benefit corporation that considers both the benefits for society and the gaining of profits
from its business activities. Kickstarter allows artists and other creatives, as well as companies
with new and important products to promote their initiatives via a 30 days’ “online campaign”,
and to receive financing in the form of “donations” in exchange for rewards, premiums or
opportunities to purchase the product as soon as it becomes publicly available. Kickstarter does
not sell or retail company stocks, but it does allow start-ups to obtain small amounts as initial
financing in order to launch their first batch of products (Smith and Hong, 2016). To this date,
183,274 projects have been successfully financed via this platform. The total dollars pledged
amount to $5,050,482,941 and the number of backers adds up to more than 18 million.
Approximately 33% of them contributed in financing several projects (Kickstarter, 2020). An
interesting feature of the platform is its application of the all-or-nothing rule, whereby the
patron’s credit card is not charged until the campaign reaches its goal. Figure 5 highlights the
main crowdfounding platforms used to collect financial resources.

Crowdfunding
platforms

Kickstarter Indiegogo Causes Circle Up GoFundMe JD
investors with new and | | tech& innovation | | social, political and | | entrepreneurs who want to emergencies or personal needs largest platform in China
interesting products domain cultural issues build customer brands education, environmental promotes
all-or-nothing "any help "make the world a | | equity crowdfunding, based protection and minority entrepreneurship
mechanism matters” better place” on machine learning empowerment initiatives "Chinese Kickstarter"

Patreon AngelList Launchpad
supports artists and supports technology provides start-ups with direct
creative activities start-ups access to Amazon clients
regular monthly source for venture lists products created via other
contributions capital funds crowdfunding platforms

Figure 5 Crowdfunding platforms



Indiegogo is another popular crowdfunding platform in the U.S.A., one of the first of its kind
set up for this purpose, more flexible in terms of financing than Kickstarter, as it does not apply
the all-or-nothing strategy and believing that any help matters. Approximately 19,000
campaigns are launched every month via this platform, most of these campaigns being from the
tech & innovation domain. The platform also has specialists that offer support both for
launching and keeping a campaign running, as well as after completing it, i.e. for implementing
the proposed project (Indiegogo, 2020). Indiegogo competes directly with Kickstarter and is
also present in Canada, U.K., France and Germany (Smith and Hong, 2016).

Causes is one of the largest non-profit crowdfunding platform dedicated to fundraising for
social, political and cultural issues with a personal or community-level impact for the
contributors. It presents itself as a social network for people who want to make the world a
better place (Causes, 2020). It has more than 186 million registered users in 156 different
countries. Both non-profit organisations and individuals can access the platform, raise money
for their projects, find people with similar interests, and create petitions for advocacy.

CircleUp is an equity crowdfunding platform dedicated to entrepreneurs who want to build
customer brands. The platform helped collect more than $390 million for 256 companies and
299 campaigns, but it is more suitable to entrepreneurs wanting to expand their business rather
than those who want to launch an idea. The selection process is quite competitive and usually
the creator must have a minimum $1 million turnover and growing equity in order for the project
to be launched on the website. Helio, a component of the platform, uses machine learning to
carry out the strategy of the company asking for help, i.e. it analyses public and private company
data from public records, partnerships and information to identify potential investments.

GoFundMe is primarily used for emergencies or personal needs, such as education,
environmental protection and minority empowerment initiatives (Smith and Hong, 2016),
participation in events such as celebrations and graduations, or obtaining funds to finance
medical treatments or procedures (approximately 1 out of 3 campaigns are for this purpose).

Patreon is particular in that the supporters and donors provide regular monthly contributions
to ensure ongoing support for creative activities. It is particularly dedicated to supporting artists.
As of its incorporation, the platform drew more than 5 million registered contributors in the
following categories video/films, podcast, comedy, comics, games, and education; the
contributors support 150,000-plus beneficiaries with more than $1 million.

AngelL.ist states that it has invested $ 1 billion in technology start-ups and that several venture
capital (VC) funds use AngelList as a sole source of their flow of transactions (AngelList,
2020).

Launchpad lists the products created via crowdfunding platforms such as Kickstarter,
Indiegogo, Hax and CircleUp. Amazon launched this sales program in July 2015 to help start-
ups get their products on the market. This platform provides start-ups with direct access to
millions of Amazon clients. Amazon Launchpad is a good example of how established
companies can leverage the retailing potential in the early lifecycle of their products (Brem,
Bilgram and Marchuk, 2019).

JD is the most famous and largest reward crowdfunding platform in China, taking up 38.9% of
the market share of China’s reward crowdfunding market; the crowdfunding platform is also
called the Chinese Kickstarter (Wang and Xue, 2019).



The disruptive character of crowdfunding

Crowdfunding is a good example of social and collaborative innovation and it has a substantial
disruptive potential (Table 4). In the Green Book of Innovation (European Commission, 1995),
innovation is regarded as synonymous with the successful manufacture, assimilation and
exploitation of novelty features in the economic and social sphere, addressing both the
individual needs and the needs of society as a whole. Tapscott and Williams (2010) use the term
social innovation, referring to a form of innovation present in all the sectors, in which people
having motivation, passion and expertise use web-based tools to engage in the endeavour of
making the world more prosperous, just and sustainable. Innovation is seen as a state of mind,
in which technologies and collaboration are used as catalysts, factors of change with the final
goal of ensuring better results for the society. In many cases, these changes are determined by
disruptive technologies that permeate societies so deeply that they change their culture and
economy. Nowadays, authors consider that the Internet is the most powerful platform that is
able to facilitate and accelerate new creative destructions. According to them, “people,
knowledge, objects, devices, smart agents converge into many-to-many networks, where new
innovations and social trends disseminate at viral speed”. The topic concerning the input of
technologies in “generating a new era of prosperity, innovations and collaboration between
companies, communities and individuals” is also discussed by Friedman (2007). Referring to
collaborative innovation, Hislop (2005) and Hurmelinna-Laukkanen (2011) state that the
expansion and potential of global networks, the importance of positive network externalities,
the need to reach a critical mass of products and the new means of electronic distribution of
knowledge have determined companies to accept collaboration in their innovative activities.
Nowadays innovation is carried out in a fragmented manner and at a fast-forward speed,
obligating innovators to find their place in network-teams with various configurations, capable
to quickly respond to challenges.

Disruptive innovations introduce new technology-based business models that allow the direct
access of the population to products and services that would otherwise be too expensive or too
complex (Christensen, Johnson and Rigby, 2002). They can create new markets by appealing to
people that previously did not have the necessary resources and skills to get involved in
supporting the development of a specific domain. Furthermore, according to Kostoff et al. (2018),
disruptive innovations generate growth in the industries they access or the creation of entirely
new markets.

Montgomery et al. (2018) have studied the disruptive potential of crowdfunding in real estate
projects and identified the following general characteristics of disruptive innovations: they are
based on technology, they introduce new functionalities or expand on existing ones, they provide
products or services with a distinctive structure in terms of costs or prices, they have limited
functionalities and allow for the involvement of new consumers/clients on the market.

Start-ups are innovative projects with high risks, yet significant growth, which often require
external financing (Cable, 2010). According to Oranburg (2016), crowdfunding is a newly
emerging means of financing start-ups via external investments. It can be very useful primarily
for start-ups whose main goal is to produce certain social benefits, as people can be inspired to
finance such projects that create public goods. In reality, however, the successful campaigns
organized on top platforms such as Kickstarter and Indiegogo are primarily dedicated to
developing consumer goods - for instance, one of the most important 15 crowdfunding campaigns
was created for such a product (Oranburg, 2016).



With respect to the connection between the characteristics of disruptive innovations identified in
the literature and the financing of start-ups, we note that the use of crowdfunding type campaigns
also provides numerous technological advantages, the most significant of which are cost
reductions, the access of creators to the resources of investors independently of their geographical
location, efficiency, flexibility and saving the time required for accessing the funds. This means
of financing projects has lower costs compared to classic loans due to the low value of taxes and
fees (Menon and Malik, 2016). For investors, the advantage resides in the allocation of small
amounts of money, the application of low fees, and the possibility to be directly involved in
projects they deem interesting. Moreover, crowdfunding platforms have also simplified both the
process of obtaining funds and the process of making investments. All the activities can be carried
out online, i.e. signing documents, transfer of funds, monitoring the evolution of the investments,
which entails savings in terms of time and financial resources. Furthermore, platforms also
provide information to investors, who can carry out analyses on potential investments, of which
they can select the ones that best suit their portfolio strategy, risk profile or other criteria. They
ensure an audit of the proposed projects before they get posted. However, as these check-ups are
not carried out rigorously by all, the reputation of the platform is seen as a major factor for
investors in their selection of projects (Wang and Xue, 2019). The benefits of the Internet are
undeniable in the case of crowdfunding. It makes it possible for this type of financial involvement
to exist in order to support projects and it eliminates the disadvantages of geographical distances
between creators and investors (Yang, Wang and Wang, 2016).

Many start-ups that have no access to the other sources of funds, resort to venture capitals for
their initial financing. However, venture capital companies or funds reject the majority of
proposals advanced to them and only invest in companies that could offer them a high yield on
the invested funds. This is why start-ups in several different industries are analysing
crowdfunding as an alternative to the traditional venture capital or to initial public offerings, for
the purpose of raising funds in a different manner, with a lower dilution of their own equity (Smith
and Hong, 2016).

In the case of start-ups, the amounts offered by venture capital funds substantially exceed the
funds obtained via crowdfunding campaigns. One famous example is that of Oculus Rift, a
virtual reality headset that obtained $ 2.4 million via Kickstarter and continued to receive $ 75
million worth of financing via venture capital. Subsequently, it was purchased by Facebook for
$ 2 billion (Allon and Babich, 2020). As for the entrepreneurs, the success of campaigns brings
about the pressure of carrying out their obligations, but what happens in reality after campaigns
are over is a topic that requires further research.

Determinants of individuals’ intention to engage in crowdfunding

Allon and Babich (2020) identify the following motivations of investors: the perspective of
financial profit, enjoyment of collaboration (with entrepreneurs or other funders), competition
(for instance: gaining advantages for early contributions or access to oversubscribed investments),
creation, contribution to a cause (supporting a community cause, such as environmental
protection), consumption, charity, sense of belonging, and contract formalization (an official
status for the agreement between the entrepreneur and investor) (Table 5).

Personal and social traits are able to increase individuals’ intention to participate in
crowdfunding, as identified by Rodriguez-Ricardo, Sicilia and Lopez (2018) in a study on a
general audience of potential crowdfunders. Innovativeness and the social identification with
the crowdfunding community have a positive effect on the intention to participate, on attitudes
toward helping others and on interpersonal connectivity, which indirectly determine the



intention to contribute to the campaign (mediated by social identification with the crowdfunding
community). The investors’ perception on the degree of innovation of the presented product,
on its quality and its creator’s skills determine a positive attitude and involvement in
crowdfunding. Wand and Xue (2019) and Choy and Schlagwein (2016) also discuss individual
versus social motivation. Nevin et al. (2017) refer to social identity, a person’s sense of “who
they are”, based on the social group to which they belong.

Studying intrinsic motivation (altruism, the purely internal satisfaction derived from the act of
giving), extrinsic motivation (the desire to acquire material rewards or other benefits), and
image enhancement motivation, Cox, Nguyen and Kang (2017) discovered that among solely
intrinsically motivated funders, those with a desire for image enhancement will contribute with
greater monetary amounts to any given campaign compared with funders with no desire for image
enhancement. Another aspect noticed by the researchers refers to the economic profitability of
the project as a factor of extrinsic motivation reported to intrinsic motivation. Although rewards
are an important incentive (Dikaputra, Sulung and Kot, 2019), there is a wide variety of intrinsic
incentives that determine individuals to get financially involved in supporting a project, such
as peace of mind, altruism, reciprocity or benefits for the community via implementation of the
projects (Yang, Wang and Wang, 2016; Necula and Strimbei, 2019). Kuppuswamy and Bayus
(2017) highlight the importance of prosocial behaviour in the case of reward-based
crowdfunding: the supporters of the projects wish to make a profit, while also contributing in
turning an entrepreneur’s idea into reality. In their endeavour to define crowdsourcing, Estellés-
Arolas and Gonzalez-Ladron-De-Guevara (2012), note the motivation of investors’
involvement as a means to satisfy a certain type of need, whether economic or social, such as
social recognition, increasing self-esteem, or developing individual skills. Considering the fact
that the most popular type of crowdsourcing is crowdfunding, the aforementioned motivations
are also applicable in this case. According to Dai and Zhan (2019), the prosocial motivations
of consumers that help creators reach their funding goals substantially impact the financing
activities on these platforms and can exceed the economic considerations highlighted by
previous research.. The prosocial motivation is the internal condition that activates, directs and
supports the pursuit of goals and increases as their completion date approaches, a phenomenon
known as the goal gradient effect. The mentioned authors show that drawing closer to the goal
has a higher positive effect on the level of support for the project if the project is drawing closer
to its financing term, if the target amount is relatively small, or if the project has limited early
support. As a result, aside from the declared benefits, in the case of reward-based crowdfunding,
investors also have intrinsic motivations. They wish to feel that individual contributions have a
positive impact on the project, which determines them to engage in prosocial behaviours.



Table 4 The disruptive character of crowdfunding

Disruptive innovation
characteristics

References

Why crowdfunding campaigns for
startups projects are disruptive in
nature?

References

Disruptive innovation creates
anew market by providing a
different set of values, which
ultimately (and unexpectedly)
overtakes an existing market.

It is often social and
collaborative:  people  with
motivation, passion and

expertise use web-based tools to
get involved in making the
world more prosperous and
sustainable.

Disruptive innovation is open,
unpatented - shared innovation
is seen as a state of mind that
spreads virally.

Tapscott and
Williams
(2010),
Hislop
(2005),
Hurmelinna-
Laukkanen
(2011)

Crowdfunding emerged as an
alternative to the traditional venture
capital or to initial public offerings, for
the purpose of raising funds with a
lower dilution of entrepreneurs’ own
equity. Start-ups often require direct
and quick access to external financing,
and  crowdfunding has  fewer
restrictions and a higher financing rate
compared with traditional fundraising
methods.

Crowdfunding evolved in a solid,
powerful, popular, and achievable
means of funding projects worldwide
and is legally recognized in more and
more countries around the world.

Smith and Hong

(2016),
Oranburg
(2016), Cable
(2010),
Rodriguez-
Ricardo Sicilia
and Loépez
(2018), Brem,
Bilgram and
Marchuk
(2019), Nevin et
al. (2017), Kim,

Bonn and Lee
(2020), Allison
et al. (2015),
Song et al
(2019)

Crowdfunding is social and
collaborative: it uses social media-
based platforms with truly interactive
features. Potential investors and
consumers interact  with the
entrepreneurs via comments, reactions,
etc., they follow-up the status of the
crowdfunding campaign and the
progress of the funded project.

Choy and
Schlagwein

(2016)

Crowdfunding empowers the users’
potential to innovate, as the ideas of
many individuals get support and are
transformed into new products and
services.

It disseminates innovation by creating
and using new valuable knowledge
through the collaboration between
entrepreneurs, investors and final users
of a product/service.

Brem, Bilgram
and  Marchuk
(2019), Jaziri
and Miralam
(2019), Mollick
and Robb
(2016), Huetal.
(2015)

Disruptive innovation removes
barriers to entry and offers
entrepreneurs direct access to
the market.

Christensen,
Johnson and
Rigby (2002),
Kostoff et al.
(2018)

Crowdfunding has the power to remove
barriers to entry. Entrepreneurs can
present their ideas and plans to a wide
audience, in a friendly and interactive
environment, and the audience can
support the entrepreneurs without
requiring them to provide complex
business plans and financial indicators
that are often difficult to achieve. The
mechanism support innovative projects,
with a high level of risk.

Smith and Hong
(2016), Wang
and Xue (2019),
Cable (2010)

Crowdfunding eliminates the
disadvantages of geographical
distances  between creators and
investors.

The crowdfunding mechanisms spreads
to more and more countries around the
world.

Yang, Wang and
Wang (2016),
Mendes-Da-

Silva et al
(2019), Wang
and Xue (2019),
Dikaputra,




Sulung and Kot

(2019), Fanea-
Ivanovici  and
Siemionek-
Ruskan (2019)
Crowdfunding enables the
Sﬁmci)r?;?itr:zmgarrig:s ari!jnagicrkniaishigg Mollick and
Robb  (2016),

restrictions. It supports the equitable
distribution of financing for innovation

Brem et al.
2019)

Disruptive innovation is
technology-based, introduces or
expands new products/service
functionalities, provides
products or services with a
distinctive structure in terms of
costs or prices and allows for the

involvement of

service development.

consumers/clients in product or

and the underestimated economic
power of investor-users.
Oranburg
(2016), Hu et al.
(2015), De
. . Luca,
Crowdfunding platforms provide Margherita and
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- Passiante
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. (2019), De Luca
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. . . Foster (2019),
new time required for accessing the funds.
Menon and
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Contract formalization

Allon and Babich (2020), Foster (2019)

Extrinsic Harrison, Mason and Robson (2010), Lutz et

C_ultural factors, cultural al. (2013), Devos, Munteanu and Fotache
differences (2015)

2

S . . .
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@ Intrinsic Dai and Zhan (2019), Estellés-Arolas and
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: Gonzalez-Ladron-De-Guevara (2012), Dai
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and Zhan (2019)

Polzin, Toxopeus and Stam (2018), Moritz,
Block and Lutz (2015), Mendes-Da-Silva
(2019), Mollick (2014), Agrawal et al. (2015),
Song et al. (2019), Foster (2019), Saxton and
Wang (2014)

Relationship between
entrepreneur and investor
(perceived sympathy, openness
and trustworthiness)

Regarding the relationship with the project creator, Polzin, Toxopeus and Stam (2018)
distinguished between in-crowd and out-crowd funders (funders with and without ties to project
creators) and discovered that in-crowd investors rely more on information about the project
creator than out-crowd investors. For financial return crowdfunding, financial information
becomes less important once a strong relationship is established with the project creator. The
advice for project creators is to target information to specific audiences based on their
relationship strength across different types of crowdfunding projects. Also, Moritz, Block and
Lutz (2015) signalled that perceived sympathy, openness and trustworthiness in the relationship
between entrepreneur and investor is of significant importance. Mendes-Da-Silva (2019)
identify the entrepreneur’s network of close contacts as a factor that might play a central role
in funding. In the same vein, Mollick (2014) shows that personal networks are associated with
the success of crowdfunding efforts. The entrepreneur’s position in their social network works
as an indicator for the success or failure of the proposed project (Foster, 2019). Agrawal et al.
(2015) notice that in the first phases of a crowdfunding campaign, family members and friends
are important patrons. In the first phases, social networks can contribute towards improving the
reputation of start-ups and can operate as a signal in respect of their quality (Song et al., 2019).
Consequently, for the success of start-ups, developing the social networks of entrepreneurs is an
essential prerequisite. However, additional knowledge is also necessary concerning consumer
marketing and social networks to ensure the boosting of communication efficiency. On the other
hand, the lack of entrepreneur preparedness makes it necessary to provide detailed information
about the product, which increases the vulnerability in terms of intellectual property right theft.
Foster recommends that entrepreneurs should not rely exclusively on a high level of support from
the strong connections in their social network, and that instead they should aggressively promote
their project to as many audiences as possible (Foster, 2019).

The quantity and the quality of information needed to allow entrepreneurs and potential
investors to be interested in each other is also a key point of the process. This aspect is even
more important in the early stage when poor information is available and information reliability
is not very clear. Hornuf and Schwienbacher and also Foster find that specific kinds of
information, such as updates to investors, significantly drive investment as funders update their
preferences in light of the project assessment (Hornuf and Schwienbacher, 2015; Foster, 2019;
Alcantara-Pilar et al., 2018). Information asymmetry, along with the heterogeneity of



participants in crowdfunding campaigns, at the level of both patrons and entrepreneurs, as well
as the control mechanisms of specialised platforms, impact the result of the projects. This
especially refers to the differences between the information held by the two parties, caused by
contradicting interests between the potential entrepreneur and investors. Usually, investors do
not possess the skills required for assessing the projects and technologies proposed by the
entrepreneur, while entrepreneurs tend to be reluctant about revealing all the information about
the proposed products/technologies and their potential on the market. Consequently, it is
difficult for investors to identify the information they need to assess the quality of start-ups and
to distinguish between promising and unprofitable investments (Meoli, Munari and Bort, 2019).
The matter of asymmetry is very important in crowdfunding campaigns that are carried out
online for a short period of time. For instance, due to information asymmetry, non-profit
projects that have a lower variation of value are more likely to obtain more financing (Moritz,
Block and Lutz, 2015). Potential entrepreneurs could highlight the quality of projects by
showcasing certain features thereof in order to help overcome the uncertainty and information
asymmetry and to grant credibility to the project. Social networks support the flow of
information signalling the quality of the projects and entrepreneurs (Polzin, Toxopeus and
Stam, 2018). Being more active on social media and having a higher level of engagement with
the crowd will have a positive impact on the overall funding of a crowdfunding campaign
(Nevin et al., 2017). Charities and non-profit organizations recognise the value of online social
media platforms for influencing consumer responses, particularly among younger consumers
(Wallace, Buil and de Chernatony, 2017).

Another category of studies analysed the financing decisions and / or the behaviour of patrons
in the traditional environment compared to those involved in crowdfunding. Unlike
professional investors, those who support projects in crowdfunding campaigns are substantially
influenced by non-standard information, as well as by the status of the campaign. For instance,
projects with multiple “backers” or that closer to being successfully financed can draw more
potential investors, a phenomenon known as the “herding effect” (Herzenstein, Dholakia and
Andrews, 2011). Their study was conducted based on information sourced from prosper.com.
In one of their previous studies, they also discovered that information that cannot be verified
affect the investors’ decisions more than objective and verifiable information.

Trust, knowledge in the domain of the project, expertise and experience could be also factors
of the crowdfunding decision. Saxton and Wang (2014) consider that the presence of trust is
fundamental for crowdfunding and has a direct impact on the intention to invest. To gain the
investors’ trust, entrepreneurs have to provide accurate and complete information to potential
investors from the very start. The level of trust indicates the extent to which investors believe the
start-up has the capacity to succeed and to achieve the desired results. Moreover, a high level of
trust also boosts the clients’ willingness to share the necessary personal information to purchase
the products or services that will be supplied by the company and correlates positively with
consumer loyalty. According to Kim, Bonn and Lee (2020), the extrinsic and intrinsic motivation
impacts the level of trust in the project. Although crowdfunding platforms provide various means
to collect information about the project founder, such as the founder’s previous experience,
motivations and details about the project, tacit knowledge remains important in establishing
trust and mutual commitment (Dejean, 2019).

In regards to cultural differences on crowdfunding dynamics, some studies draw on the cultural
entrepreneurship literature to assess whether a borrower’s cultural alignment with their own
country increases or decreases funding speed (Harrison, Mason and Robson, 2010; Lutz et al.,
2013; Devos, Munteanu and Fotache, 2015).



Success factors in crowdfunding campaigns

The success of a crowdfunding project/campaign can be reflected in the performance of targeted
fundraising. When the amount of funds collected via a crowdfunding project/campaign exceeds
the target amount, then the crowdfunding project can be deemed successful (Dikaputra, Sulung
and Kot, 2019).

Chen et al. (2020) classify the factors influencing the success of crowdfunding campaigns into
two categories, i.e. static factors and dynamic factors, with different effects function of the
campaign phase. Static factors refer to those elements that do not change during the fundraising
campaign, such as the entrepreneurs’ social capital, information about the projects’ description
and the funding goals. Dynamic factors, on the other hand, change as the fundraising process
progresses. These factors refer to financing performance, project popularity and the public’s
reactions to the entrepreneurs’ attitude.

Previous studies show that, although there is quite a large number of successfully financed
campaigns, many of them fail to achieve their ultimate goal. For instance, according to the
statistics provided by Kickstarter, only 37.81% of the projects promoted via this platform met
their target goal (Kickstarter, 2020). Success is influenced by factors such as the duration of the
campaign (Mollick, 2014), the financing project (Muller et al., 2013), certain expressions,
readability and length of description, project advertising mode (text, photos, video, etc.)
(Greenberg and Gerber, 2014; Dey et al., 2017), frequency of information updates, existence
and level of rewards (Greenberg and Gerber, 2014) and the number of shares on social media
platforms (Kaartemo, 2017). The factors that influence the evolution of the campaign within
social media networks are both qualitative (for instance: video footage / animated images) and
quantitative (the size of the entrepreneur’s social network, the number of comments or number
of updates).

Yang et al. (2016) identified two essential components for the success of crowdfunding
campaigns, which are directly connected to entrepreneurs. First of all, the entrepreneurs’ social
network plays an important part, and it should be as sparse as possible in order to be more
efficient. Second of all, the entrepreneurs’ experience and the decisions they make during the
project are an important factor. Studies show that the entrepreneurs that have previously run
successful projects have higher chances of obtaining new financing (Koning and Model, 2014).
Also, providing detailed information about the project, the implementation plans and associated
risks have a favourable influence on the chance to obtain financial resources (Ahlers et al.,
2015). Chen et al. (2020) classified the success factors in two cathegories, static and dynamic.
Table 6 aim to complete the above mentioned classification with other factors as they have been
identified in the literature.

Table 6 Success factors in crowdfunding campaigns

Category | Success factors References
Entrepreneurs’ social capital Chen et al. (2020)
Entrepreneurs’ funding goals Chen et al. (2020)

Existence and level of rewards,
including prior financing received
by the entrepreneur or the existence
of multiple financing parties
(venture capitalists or business
angels)

Static
Greenberg and Gerber (2014)




Entrepreneurs’ previous experience
in the project field

Yang et al. (2016), Koning and Model (2014),
Kleinert et al. (2018)

Size of the project

Dikaputra, Sulung and Kot (2019), Xie et al.
(2019)

Certain characteristics of the

individuals seeking to raise funding:

gender, location of the initiator(s)
(peripheral geographic areas,
proximity), team size

Agrawal, Catalini and Goldfarb (2015),
Moleskis, Alegre and Canela (2018), Dejean
(2019)

Greenberg and Mollick (2017), Sauermann,
Franzoni and Shafi (2019), Moleskis, Alegre
and Canela (2018)

Risks associated to the project

Moleskis, Alegre and Canela (2018), Ahlers et
al. (2015)

Quality of the implementation plan

Ahlers et al. (2015)

Platform features (reputation, trust,
webpage visual design)

Kim et al. (2020), San Martin, Hernandez and
Herrero (2020), Wang and Xue (2019), Dai and
Zhan (2019)

The presentation of the project:
images, video footage/animated
images, text — use of certain
expressions, readability and length
of description

Chen et al. (2020), Muller et al. (2013),
Greenberg and Gerber (2014), Dey et al. (2017),
Ahlers et al. (2015), Moradi and Dass (2019),
Sauermann, Franzoni and Shafi (2019), Koch
and Siering (2019), Mollick (2014)

Emotional appeal, signalled
popularity

Koch and Siering (2019)

Dynamic

Financing performance

Chen et al. (2020), Xie et al. (2019)

The public’s reactions to the
campaign and entrepreneurs’
attitude

Chen et al. (2020), Koch and Siering (2019)

Number of investors (goal gradient,
herding effect)

Xie et al. (2019)

Duration of the campaign

Mollick (2014)

Frequency and quality of
information updates

Greenberg and Gerber (2014), Ahlers et al.
(2015), Xu et al. (2014), Block et al. (2018),
Koch and Siering (2019), Foster (2019), Hornuf
and Schwienbacher (2018)

The popularity on social media
platforms of the project and of
entrepreneur (including advertising
by photos, video, text, the size of
the entrepreneurs’ social network)

Chen et al. (2020), Kaartemo (2017), Yang et al.
(2016), Dikaputra, Sulung and Kot (2019),
Mollick (2014), Buttice, Colombo and Wrigh
(2017), Sauermann, Franzoni and Shafi (2019),
Yeh, Chen and Lee (2019), Xie et al. (2019), Lu
et al. (2014)

Entrepreneurs’ decisions during the
project

Koning and Model (2014)

The social ties between
geographical regions

Dejean (2019)

Patents

Meoli, Munari and Bort (2019)

According to Xu et al. (2014), a campaign that features frequent updates with progress report
information, newly added contents, answers to questions, added rewards, etc. has 26% higher
chances to succeed than a similar campaign with information that is not updated. Moreover,
there are some platforms (such as Kickstarter) that rank the projects on their page based on their
popularity. Block et al. (2018) discovered that posting an update has a significant positive effect
on the number of investments made by the crowd and the collected amount. The effect is not
entirely immediate, but rather gains traction a few days after publishing the update.
Furthermore, the effect of the updates loses its statistical significance once there is an increase



in the number of updates posted during a campaign. Using plain and clear language in the
updates boosts crowd participation, while the length of the update (number of characters) has
no effect. As for the contents of an update, we discover that the positive effect can be attributed
to updates about new developments regarding the start-up, such as new financing, business
developments and cooperation projects. Updates on the initial team, business mode, product
evolution and advertising campaigns do not have significant effects. Updates allow start-ups to
signal their value to the crowd and to establish their credibility and legitimacy during a
crowdfunding campaign. Consequently, creators should generate daily traffic on the webpage
of the project, which can be achieved by frequently updating the provided information. A study
conducted by Moradi and Dass (2019) shows that crowdfunding campaign creators should use
negative framing, such as using counterfactual language to highlight the costs associated with
the lack of contribution in the description of their project, as this type of framing has a positive
impact on the level of financing. Other similar elements with a positive effect on the favourable
decision of investors are brief text updates, the presence of a link to a website where the project
is presented, the presence of comments (Dikaputra, Sulung and Kot, 2019).

Success is related to certain characteristics of the individuals seeking to raise funding. For
instance, studies suggest that campaigns launched by women or by teams that include at least
one woman have greater chances of success than campaigns launched by men or be male-only
teams (Greenberg and Mollick, 2017; Sauermann, Franzoni and Shafi, 2019). Other essential
elements are the social interconnection of the creator via social media networks (Mollick, 2014;
Butticé, Colombo and Wright, 2017) or campaigns launched by persons located in peripheral
geographic areas (Agrawal, Catalini and Goldfarb, 2015).

A study by Dikaputra, Sulung and Kot (2019) shows that in ASEAN-5 countries, small-sized
projects are more likely to be funded; also, potential backers prefer large teams, which is
consistent with the resource-based view of firms.

The success of projects is also influenced by the following factors: project characteristics —
projects developed for non-profit purposes are more likely to be funded than projects created
for-profit; budget - projects with small budgets have higher chances of reaching their goals; as
well as the radical and innovative character of the projects, which substantially contributes to
the chances of success. As far as the connection between the success of a crowdfunding
campaign and its characteristics is concerned, the presented information, the presentation
manner and how creators interact with the crowd are all essential. Researchers have established
the following positive correlations: the quantity of information provided about a project
correlates positively with the success of funding, the information provided in a visual form,
including via videos, are particularly useful, frequent project information updates during the
campaign can further increase the likelihood of success, support from a business angel or
venture capitalist correlates positively with the success of the fundraising, campaign
anticipation by providing information about the project via social media networks (Sauermann,
Franzoni and Shafi, 2019).

Another study conducted by Kleinert et al. (2018) shows that in the case of financing start-ups
via equity crowdfunding-type campaigns, the existence of prior financing received by the
entrepreneur from venture capitalists or business angels gives greater chances of success
compared to projects that have not received such financing. Also, the existence of multiple
financing parties has a stronger favourable effect than when there is a single financing party,
and the existence of previous successfully completed campaigns has a positive influence both
on the number of investors and on the probability of financing, particularly in the case of



companies with low human and social capital, as well as in initial phases when uncertainty is
very high.

In a study on Taiwan and Japan, Yeh, Chen and Lee (2019) developed a useful framework
comprising two aspects and four factors that support crowdfunding success. Specifically, they
highlight the aspects of attraction-promotion and cognition-promotion and the factors of media
richness, attention, signalling and kindness. The authors analyse how the aforementioned
factors influence the success of crowdfunding so that founders can use these factors to obtain
the funding they need and increase the probability of success for their project. In a study on a
Chinese crowdfunding platform (taobao.com), Xie et al. (2019) also used a set of five variables
(detailed below) to perform a regression analysis so that the effect of each variable can be
quantified. They discovered a significant positive relationship between the funding amount and
funding target, as well as the number of investors and number of followers having a positive
effect on the funding amount. The results of the statistical analysis identified the above as the
most influential variables for funding success in four project categories: (1) science and
technology, (2) entertainment, video, design, and animation, (3) agriculture and donation, and
(4) games and books. In their research, Leone and Schiavone (2019) determine that the success
of crowdfunding can result from a greater adoption of the founders’ social capital size, and from
other post-failure revisions (e.g. product redesign, different funding period).

Koch and Siering (2019) find that emotional appeal has a positive impact on successful project
funding, along with signalled experience or popularity. They also show that both information
and risk disclosure have a positive influence on funding success. As such, a higher amount of
information transmitted through text messages, pictures, and videos reduces uncertainty
regarding the project and diminishes the investors’ resistance and hesitation. At the same time,
they proved that too much information harms the funding process.

Moleskis, Alegre and Canela (2018) perform an econometric analysis investigating how the
three success factors (risk, lender proximity, and gender) impact the nature of the project. They
analysed humanitarian and entrepreneurial projects.

Underlying project quality is identified by Mollick (2014) as an important determinant of
success in crowdfunding. The temporal distribution of customer interest in regards to a project
is reciprocally affected by both the freshness and the remaining duration of the project. The
results of a project are more deeply correlated with the early promotional activities on social
media rather than its own properties. A project is popularized via massive promotion, whereas
the keystone of its success is established in the intensive interactions between participants (Lu
etal., 2014).

Platform features are important and can potentiate the other factors. It has been demonstrated
that the number of likes, shares, favourites, retweets, the number of posts, the quality of posts,
response speed, engagement in a campaign influence its success. Investment decisions are
rooted in such collective network interactions (Hornuf and Schwienbacher, 2018). Of the more
special features that help boost the level of investor engagement we would note the stretch goals
feature, which allows projects that have already been successfully financed to continue the
campaign and to up the ante, offering extra products or additional features for investors that
wish to continue to participate (Foster, 2019). Furthermore, Foster (2019) also shows that the
platform helps potential investors to assess the support provided by their social network and
thus reduce the information asymmetry. The results of a study conducted by Kim et al. (2020)
show that the willingness to get involved in a crowdfunding campaign is influenced to a larger
extent by the trust in the platform than in the fundraising party. The platform perceived risk is



also postulated by San Martin, Hernandez and Herrero (2020) as capable of influencing
individuals’ attitudes toward and intention to participate in a crowdfunding project.
Crowdfunding platform reputation and webpage visual design are also identified by Wang and
Xue (2019) as major factors in making the decision to invest in a campaign. Dai and Zhan
(2019) advise crowdfunding platform managers to consider the sponsors’ prosocial motives
when designing platform functionalities. To attract sponsors that are willing to have an impact
on projects that are close to their funding goals, they could consider activating an advanced
search option by goal proximity. Moreover, from a project planning perspective, crowdfunding
platforms should pay attention to the progress of all the projects in the same category and
dynamically decide when to launch new projects, in order to reduce competition between
projects that are close to reaching their funding goals and new projects.

In the case of equity and debt crowdfunding, which are subject to stricter legal regulations,
platforms are on the one hand making the relations between supporters and entrepreneurs official,
replacing the informal family and friendship ties (Agrawal, Catalini and Goldfarb, 2014), and on
the other hand they can be used as an alternative retail channel (Allon and Babich, 2020).

The cost of distance in the geographical flow of crowdfunding cannot be neglected. In fact,
most metropolitan regions shape the geography of funding. According to Dejean (2019), the
social ties between regions are one of the important factors in determining the flow of funding.
However, could the number of immigrants in a region or labour mobility increase the
crowdfunding flow, or does the elasticity of distance remain important and do social ties
between regions determine the flow of funding? By means of social networks, we appreciate
that it is possible to mitigate this tendency.

Meoli, Munari and Bort (2019) have studied the role of patents in the attraction of investors in
reward-based crowdfunding. Unlike professional investors, such as venture capitalists, for
whom holding a patent for the product to be developed via the start-up is a favourable argument
for financially supporting the project, in the case of backers the authors identified that this
aspect correlates negatively. One reason could be the association of patents with a higher
technical complexity, which causes individuals to perceive patent-based projects as more high-
risk, less familiar in terms of the scope of use, and less engaged in social causes. Moreover,
they signal a high level of innovation, which causes them to be perceived as very removed from
the market and less usable by the general public.

Discussion

The systematic analysis carried out in this paper revealed a large body of literature produced
on the topic of crowdfunding, with an emphasis on its role as a feasible means of funding
projects around the world.

Summary of main findings

The study achieved its objectives by producing several key findings.

1. The literature analysis has shown that crowdfunding is considered a social and collaborative
innovation platform that proves to comprise a considerable disruptive potential. As with other
disruptive innovations, crowdfunding introduces new business models that are technology-
related and facilitate its use on a less complex and less expensive basis. Moreover,
crowdfunding as a disruptive innovation has the following main features: it relies on
technology, it adds new functionalities or builds on existing functionalities, it provides products



or services with a distinctive structure in terms of costs and that are conducive to involving new
consumers in the market.

2. Consistent with the literature, this study found a large variety of factors among the
determinants of individuals’ intention to participate in crowdfunding projects. Personal and
social traits appear to boost the individuals’ intention to engage in crowdfunding. Another set
of factors include the intrinsic (altruism, the internal satisfaction derived from the act of giving),
extrinsic (the desire to reap material rewards or other benefits), and image enhancement
motivations. In this respect, among intrinsically motivated funders, the study shows that those
with a desire for image enhancement are stimulated to increase their financial contribution to
any given campaign compared to those with no interest for image enhancement. Consequently,
the economic profitability of the project as an extrinsic motivation factor, in relation to the
intrinsic motivation is also very common among the factors. Although rewards are an important
incentive, there is a wide range of intrinsic incentives such as gratitude, altruism, reciprocity,
or community benefits through project implementation that stimulate funders to become
involved financially to support a project.

3. This study confirms that the factors influencing the success of crowdfunding campaigns are
divided into two categories, namely static and dynamic factors. While static factors do not
change during the campaign (such as the entrepreneurs’ capital, project description and funding
targets), dynamic factors change as the crowdfunding process progresses. The latter category
of factors refers to funding performance, project popularity and public reaction to the attitude
of entrepreneurs. Another set of factors for the success of crowdfunding campaigns include the
social network, the expertise and experience, and the decisions made by entrepreneurs during
projects. Studies show that entrepreneurs that have previously carried out successful projects
and have a sparse social network are more likely to obtain new funding. Also, providing detailed
information about the project, implementation plans and associated risks favourably influences
the chance to obtain financial resources. Other success factors listed in the literature review are
certain characteristics of the individuals seeking to raise funds (the inclusion of women in the
crowdfunding project team), social interconnection (of the creator through social networks),
project size (smaller projects are more likely to be funded) and the size of the team (potential
backers seem to prefer large teams).

The main findings of the research are summarized in Figure 6.

Crowdfunding

A

Figure 6 The main findings of the study



Besides the theoretical contribution, the study also has practical implications, being of interest
for the individuals/companies currently using or expecting to use social media-based
crowdfunding campaigns in order to finance their innovative start-up projects in different parts
of the world. In our opinion, there are two main categories of beneficiaries that could concretely
fructify the results of this research. 1. For entrepreneurs interested in launching a start-up,
detailed knowledge of the factors that motivate the members of the “crowd” to invest is useful
in building the fundraising campaign in such a way as to achieve the desired result. The chances
of success for the campaign and the project proposed by the entrepreneurs increase due to the
correct choice of the platform (1), of the target group (2), by pertinent decisions on the included
content and on the manner of presenting them (3) and by constructing messages that take into
account the stimulation of many of the determinants identified by us above (4). In addition, our
study reveals that the triggers of the funding decision differ from one stage of the funding
campaign to another, that the types of funders (in-crowd, out-crowd) values different
information, and, in addition, the success of a campaign also depends on how it allows the ICT
platform to be built, the size of the project, etc. 2. For managers and designers of crowdfunding
platforms, the study is of interest because it highlights the characteristics of the platforms that
influence the success of the projects they present. The synthesized results can be used in the
design of key functionalities, interface, platform usage scenarios, so as to stimulate investor
participation, achieve the goal of entrepreneurs and foster innovation in the domain.

The study streamlines that understanding the crowdfunding financing mechanism (which
proves to be more flexible compared to traditional mechanisms), the determinants of the
decision to invest and the success factors can be very useful for entrepreneurs in turbulence
periods such as the one generated by SARSCov2. The above pieces of information are forming
a safety net aiming to transform innovative ideas into reality.

Limitations

This article is not lacking in limitations. The first limitation is the strictly theoretical character
and the lack of empirical testing. Future research should focus on the empirical evaluation of
psychological motivations underlying the engagement of individuals in supporting start-ups
financially via crowdfunding-type campaigns. Another aspect is the fact that entrepreneurs aim
to develop and supply highly varied products and services upon initiating a start-up. Future
research should expand on and particularize the determinants identified in specific fields of
activity. Even though there are certain limitations mentioned in regards to them, the motivations
analysed in this paper can be used to boost the chances of success for crowdfunding-type
campaign creators. Similarly, they could use the success factors identified in this paper to
coordinate their projects in such a manner as to increase their chances to collect the necessary
financial resources. Furthermore, a limitation of this study is that the subject of crowdfunding
is very topical, technology-driven, and therefore very dynamic. More papers are being
published every day and the current results are subject to new amendments brought about by
new technology advancement and legislative changes.

Conclusions

In principle, start-ups are innovative, often niche-type projects, that nevertheless engender high
risks, but also a significant potential growth and that oftentimes require external financing which
is quite difficult to obtain. The financing manner, the relevant competition, and the types of
financed projects have evolved and increasingly migrated online, which further complicated the
equation for selection, particularly due to the psychological determinants of investor motivation.



Following the systematic literature analysis carried out in this research endeavour, we noted
that in comparison with traditional project financing mechanisms, crowdfunding platforms
democratise the access to funds, giving a significant chance to start-ups that generate innovative
— but often risk-prone — ideas. Thus, while traditional project funding usually entails submitting
complex documentations in the context of a competition restricted by the formalities of
professional language, focused on proving one’s eligibility and the financial capacity of the
applicant requesting the funds, followed by the analysis of the received proposals and offering
an answer after a usually long period, crowdfunding platforms allow entrepreneurs to present
their ideas to a very large mass of potential investors as soon as they deem themselves ready,
pointing out the information they deem essential in a brief and dynamic presentation that can
be updated instantly function of the feedback it elicits. The social and collaborative potential of
crowdfunding platforms provides investors with significant further benefits aside from attaining
the desired financial goal. As early as the phase preceding the conception of the project
proposed for financing, by leveraging the advantage of direct communication via the platform,
investors can contribute in the design of the product/service, in configuring a market for the
latter, thus reducing the level of risk associated with each innovative idea.

However, the financing party — an individual in a crowd of individuals — is structurally and
deeply different from traditional financers. Some factors that also matter in their decision to
invest also include: the perception on the degree of innovation/quality of the proposed product
or service, identifying with the entrepreneur and confidence in their skills, their proposed
project and/or the community of financers, the benefits in terms of reputation, pragmatic
rewards, as well as very strong elements of intrinsic motivation: personal satisfaction, altruism,
reciprocity or the benefits to the community via the implementation of projects. Unlike
traditional financing, what really matters in crowdfunding is the relationship that is created or
improved between the entrepreneur and the potential investor. A mutual liking for one another,
transparency, and the capacity to generate trust are essential when the project creator is
unknown to the potential investor. The size and quality of the entrepreneurs’ network are also
essential elements for influencing investor behaviour. Trust, as an essential attribute of the
relationship between the two parties, is a direct determinant of the decision to invest.

One major conclusion of our study is that crowdfunding platforms have the capacity to reflect
the qualities of proposed start-up projects in a favourable manner to the entrepreneurs, having
an essential contribution in influencing the factors presented above and in project financing,
provided that they are used correctly and to their full potential. The reputation and type of
platform, its audience, the type of crowdfunding campaign used, the duration of the campaign,
the quality and quantity of information provided, the means of presenting such information, the
language used, how frequently they are made available to the public, how campaign creators
interact with the crowd of potential financers are all aspects that need to be studied in depth and
fully understood, so that each of them can be set in accordance with the type of proposed project,
its creator’s intentions, as well as the expectations of the crowd of potential investors — and
ultimately so that they can synergically result in accomplishing the desired financing goal.
Furthermore, it is important to highlight that our study also revealed a necessity in terms of
project planning: we believe that crowdfunding platforms should pay more attention to the
progress of all the projects in the same category and dynamically decide the optimal moment
to launch new projects, in order to reduce competition between projects that are close to
reaching their funding goals, which significantly reduces the probability of being funded.

The practice showed that many start-ups that have no access to the other sources of funding
resort are increasingly resorting to crowdfunding to obtain financing in their initial phase, as
venture capital companies or funds reject the majority of proposals advanced to them and only



invest in companies that could offer them the perspective of a high yield on the invested funds.
Start-ups from different industries see crowdfunding as a viable alternative to traditional venture
capital or initial public offerings, for the purpose of sourcing funds in a different manner, while
also having a lower dilution of their own equity.
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Abstract. The present paper uses as research basis a new way of thinking regarding the relation between
innovation and knowledge - the Knowledge Flow Percolation Model (KFPM). In this model’s centre, human
beings are seen as thinking electrons, both consuming and generating knowledge flows. Through the
interdependent actions of individuals, knowledge circulates inside organisations, allowing functioning and
innovating in order to obtain competitive advantages. But there is a wide range of barriers which impede the
creation and movement of flows in the model grid and consequently, hinder their change into innovation. The
solution proposed by this paper as one of the most adequate instruments to make KFPM more spreadable is the
project. On this basis, in an empirical study, we try to demonstrate the hypothesis of the positive influence of
projects, as knowledge swirls, on the development of innovative skills which will help solving problems in the
organisation, creating and widening of knowledge and reducing the barriers in knowledge transfer.

Keywords: innovation, projects, knowledge flows.

1 Introduction

Summarizing the opinions of a great number of authors — [1], [2], [3], [4], [5], [6], [7] etc., we define the
technological innovation as new applied knowledge, with abilities to produce changes and to support the
organizations in reaching their goals. Innovation is a phenomenon with clear positive connotations, but it is
characterized, at the same time, by an increasing complexity. This positive and complex influence of innovation
in micro- and macroeconomics makes the research topics related to it to be far from covered. Also, as Drucker
wittily pointed out 27 years ago, its knowledge content gives innovation a “temperamental, capricious, hard to
administer” character and mingles even more the threads of research.

One of the models which aim to elucidate the contribution of knowledge to innovation is Knowledge Flows
Percolation Model (KFPM) — see [8]. KFPM is based on a cumulating model firstly used in Physics in order to
prove whether resources can ,,flow” (be percolated) in a network or a grid. In engineering, percolation models are
used in order to analyze if fluids can flow through a solid material (such as water through absorbent soil, for
example). In the KFPM, we can associate the individuals generating and consuming knowledge to the knots of
this model. The more persons transferring knowledge among them, the more channels are opened and the system
the persons belong to may pass to another innovation level. Moreover, we can also use the model at the national
level, substituting individuals with organisations and keeping the same hypotheses. Another interesting aspect is
that more opened channels represent more possible paths for knowledge — the grid entirely becomes more fertile.
The KFPM is a dynamic model, where the configuration of the knowledge flow is permanently changing. The
results of these flows are accumulated inside the system, making it more robust and more capable to support further
knowledge development and better innovation.
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Fig. 1. Knowledge Flows Percolation Model

For this model, the author notices that on individual, organizational and national level there is a wide range of
barriers which hinder the creation and movement of knowledge flows and consequently, their change into
innovation — as is widely presented in [9]. Considering these obstacles in the way of knowledge flows, which
impede them to transform into innovation, several authors propose different solutions. The problem which appears
is to identify actual and definite methods for which the above mentioned solutions, looking more like desiderata,
could become true. In other words, we wish to find a cure with a wide area of application in the process of
transforming knowledge flows into innovation. In our view, one of the most adequate instruments to make KFPM
more spreadable is the project.

2 Theoretical framework

A project is defined as a succession of activities delimited in time, accomplished on the basis of certain resources
purchased with organizational and/or public finances, oriented to reach objectives which suppose solving some
problems or exploiting certain opportunities, by accomplishing products or services characterized by a certain
degree of uniqueness. Even though the idea of the project as a means for innovation is not new —see [10], [11],
[12], [13], in what follows we shall try to bring more consistency to this statement, showing the reasons for which
we believe that projects, knowledge and innovation are tightly connected in a creative continuum.

Projects can be conceived, planned, implemented at different levels of KFPM — individual as well as
organizational or national level. They are a swirl of knowledge flows which could come up at different ”floors” of
KFPM, having the tendency to become recurrent, to associate in recognizable forms regardless of the level we are
watching from, even allowing an extravagant hypothesis of fractalic self-similarity in our model. The ”drawings”
of the flows could be emergent (as results of self-organization) or deliberately created (centralized by the human
agents working in teams). Thus, projects have a tri-dimensional impact, entailing the change in KFPM both
horizontally (on each level) and vertically (between levels).

The projects are headed to obtaining milestones at the level they are implemented. These results must not
necessarily be spectacular. Breaking a wall from KFPM by an agent involved in a project, opening a door by
combining the parts of the context in which they undertake their activity does not necessarily lead to disruptive
innovations, but still they could make a small change in the agent’s working environment, solving one of his
problems or putting into value one of the opportunities he noticed. Added up together, these small innovative
changes make a more fertile KFPM chart, they make the grid an open field for the knowledge flows to be woven
in. The new products of the exploring activities from projects can be seen as physical or conceptual exchange parts
which could be later used in new combinations, thus ensuring progress. This is how projects answer to Johnson’s
observation [14], which says that “’the secret of the ability to come up with good ideas is not that of staying in a
splendid isolation, trying to conceive great ideas. The secret is to lay on the table as many pieces as possible”.
From another point of view, many projects have prototypes as a result and, according to Schrage [15], many
important names in the innovation area concentrate on making prototypes, as their first skill. Even more, the actual
results obtained in a definite period of time motivate at the same time the project team members to produce and
use knowledge, innovation included herein. Thus, as we mentioned above, they quickly add the fulfilled objectives
to their resumes, this being a stimulus to have a dynamic, innovating behavior, as it is described by [16].

Projects are clearly structured on activities which have to be accomplished following a previously established
order, in a specified time frame, according to a certain budget and a series of quality requirements defined in clear
indicators. The projects are home to equilibrium and balance between knowing and doing — this is how knowledge
makes actions more efficient and action creates and transfers new knowledge. Projects represent an opportunity
to learn on the way — and learning-by-doing is one of the most efficient methods of transferring tacit knowledge,
which is so valuable in innovation.

Projects have a previously-set time frame, with a clear beginning and a clear ending. In other words, they mingle
but also dissolve the created knowledge flows. From this perspective, as they are not permanent, but time limited,
including teams which build up and separate according to necessities, they renew or keep the KFPM chart in a
liquid, fertile state, very favorable to innovation. The liquid state is situated at the ideal distance from the gaseous
(anarchical, chaotic) but also from the solid (catatonic, inert) one. Taking into discussion the state of facts, not
letting it to freeze, to become too satisfying, the projects let the new come in.

Projects rank in the “innovating mania of the eraser” (Gregory Bateson, quoted in [15]). They present a clear
stage of closing up, of forgetfulness in their life cycle. And forgetfulness is recognized as an essential part of
progress, change, and innovation, as opposed to stereotypes and conservatory spirit.

Projects ensure the acceptance of failures, tolerance to get exposed to risks and these features are essential for
learning by mistakes, less common in certain cultures (the Romanian one here included). In projects, failure is
normal, by failure there is learning, the knowledge flows are purified, renewed, self-corrected.



The project teams are chaording micro-environments, characterized by freedom and constraint, ideal pots for
cooperation, but also conflicts and creative disputes. The project team has room for working in tandem but also
for tension. The project team members are mostly characterized by enthusiasm for new, change, variety, openness
to collaboration — and these features stimulate creativity, innovation, progress. The project managers are the ones
especially close to the term leader. We consider essential their role in the projects as stimulating collaboration, so
necessary in Romania — where phrases like "Romanian companies do not collaborate enough”, “’there is recorded
a weak collaboration between the Romanian companies” constantly appear in national or European reports — see
[17], [18]. Collaboration is present especially because the teams organize themselves, compete and then the best
are chosen. The relationships are based on frust — and this is the key to a successful exchange of explicit and tacit
knowledge, according to [5]. The number of project team members is often the best one to stimulate the creation
of knowledge networks which are elastic and solid enough at the same time. Without being too small or routine
ground, but neither too big nor inefficient, the project teams have the ability to stimulate their members, so that
their willingness to produce and receive knowledge reaches an optimum peak. The reasoning output coming from
one member will quickly be the input for another member, in a network of persons characterized by high
connectivity and a high degree of clustering. The team includes members from different departments or even
different companies — and this is another aspect capable to refresh collaboration, problem solving, and creativity.
In this way, projects are forms of collaborative innovation, sometimes symbiotic.

Projects implement dreams, create creeds, stimulate, and require involvement in a certain direction. They are
responsible for the new or improved products, processes, services from an organization. Projects help the
companies to move from intention to real innovation. Through projects, the vision of the organization is shared by
all its members, there is developed a common vocabulary and a feeling of loyalty and communion is created. In
face-to-face interaction, the members of the organization get to know one another — and socializing is an essential
element for the creation of knowledge flows.

Projects function with severe time constraints, costs, demands from the beneficiaries, quality (performance).
Constraints bring a plus of difficulty in solving the problems and they might also bring changes in perspective and
innovating solutions. Other indicators (such as the necessary resources, investments in the project, interests of the
target group) might considerably fluctuate during the life time of a project, but the necessary creativity remain at
a high level during all the stages from their life cycle, considering that the projects are environments abundant in
problems which require solutions. [13] Thus, projects stimulate out-of-the-box thinking, breaking the rules,
persistently exploring the adjacent possible, cooperation to find solutions to the problems.

Being examples of good practices, projects radiate the new to other places as well. We could say that projects
have the potential ability to teleport, to appear in a replica in other areas where they actually improve the
conditions.

On the other side of the story, a number of authors [11], [12], [13], [15] notice that projects are associated with
big failure rates, the individual resistance to imposed procedures and practice in standardized project management
may not be neglected, and risks are a major feature of projects.

In conclusion, projects which have appeared as an answer to the changes of organization environment are the
most adequate form under the conditions of shorter and shorter life cycles for the products, of shortened optimum
periods to launch new products as well as narrowed services, fewer technical specifications, global markets with
more and more demanding members. They appeal to the team members’ knowledge and lead to new knowledge,
apt to be changed into innovation. As “all the work can be changed by projects and there is no task so mechanical,
so common that cannot take the form of a project with a significant potential to added value” — [15], we propose
the proliferation of projects as a panacea, a solution to reach a permeable KFPM chart. On the basis of these
conceptual delimitations and the analysis of the literature in the field presented above we formulate the following
main hypothesis:

Taking part in team projects stimulates the creation, recall, transfer and use of knowledge.

Also, we propose the following work hypotheses:

WHI1. On personal level, working in project teams has a big impact on:
= the development of useful skills required to solve problems in the field of interest;
= increase knowledge on the relevant persons;
= create new knowledge, valuable for the respondent as a person;
= increase willingness to consider new knowledge, valuable for the respondent as a person;
=  practice associative thinking;
=  observe the surrounding world without prejudice, with acuity and interest;
= experiment the permanent contact with new people, things, information, stay out of the mostly taken road;
= increase the will to change the current situation.

WH2. On organisational level, working in project teams has a great impact on the following:
= develop skills which will help solving problems in the organization;
= widen the knowledge on the persons with relevant activity in a particular field;
= creation of knowledge, valuable for the organization;



= increase receptivity to new knowledge, valuable for the organization;
=  combine information in order to obtain new knowledge, more systematic, more profound;
= reduce the barriers in the communication of knowledge inside the organization;
= reduce the barriers in communicating knowledge outside the organization.
WH3. On personal as well as on organizational level, the impact of working in project teams on the
characteristics analyzed above is even greater as the experience is bigger.

3 Methodology

In order to test the hypotheses, during June-August 2012 we have made a study based on a questionnaire. The
questionnaire was set to determine the relationship between working on projects, knowledge flows and
technological innovation and was addressed to project team members. It was created using the Google applications,
as a spreadsheet type document with an attached web-form. The forms had been sent to the 12 universities of
education and advanced research and the 41 town halls exclusively by electronic mail. As for the distribution to
organizations in the private sector, we had asked for help from the owner of finantare.ro website who posted a
hyperlink inviting the visitors to fill in the questionnaire. The number of received answers was 148. Out of the 148
respondents, referring to the period 2007 - 2012, only 106 had been involved in projects. This is also the number
of valid answers. The structure depending on the age category of the respondents is as it follows: 21-30 years old:
24%, 31-40 years old 40%, between 41-50 years old: 20%, between 51-60 years old: 9%, and that depending on
fields of activity: 71% are from universities, 25% from private sector and 4% from local public administration.

The lack of uniformity of the answers from the analyzed fields of activity can be explained by the great number
of respondents from the local public administration and from the private sector who answered ”No” to the question
”Have you been involved in any projects since 2007 to the present?”. The absence of positive answers makes us
believe that the density of projects is smaller in the local public administration and in the private sector, in
comparison to the universities. The experience of working in project teams (quantified by us in the number of
projects in which the individuals have been involved since 2007 to the present), as well as the distribution on roles
played in them (project manager, member of the implementation team, participant on short term — as expert,
counselor, trainer, so on) was rather symmetrical.

4 Findings and results

In what follows we present the way in which the data analysis confirmed or denied the work hypotheses we have
defined.

We mention that for the estimation of the impact of team work on the individuals we have used a scale from 1
(Reduced impact/No impact) to 4 (Very great impact). Regarding the work hypothesis no. 1, we can notice from
figure 3 that the employers consider that projects have a positive impact on all the analyzed characteristics, on
personal level. The impact average scores rank within the margin [2.46-3.18].

The characteristics which rank over the margin given by 3 (Great impact) are the following:
= development of useful skills required to solve problems in the field of interest;
= create new knowledge, valuable for the respondent as a person;
= increase receptivity to new knowledge, valuable for the respondent as a person;
= practice associative thinking;
=  experiment in continuous contact with new people, things, information, stay out of the mostly taken road,
= increase the will to change the current situation.

According to the respondents, projects have an impact which is measured as average and great on the increase
of knowledge about relevant persons on personal level, but only an average impact in noticing without prejudice,
acuity and interest the surrounding world.
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Fig. 2. The impact of working in project teams on the employees, on personal level

The figure 3 shows us that the work hypothesis 2 is partially confirmed, the impact average score ranking within
the margin [2.73-3.05] (Average to high impact). The only characteristic about which the respondents consider
that the projects have a high impact is the creation of new knowledge, valuable for the organization.
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Fig. 4. The impact of working in project teams on the employees, on organizational level

At the same time, we notice that there are registered very close impact scores for the four common
characteristics we proposed to the respondents to evaluate from a personal and organizational perspective
(development of useful skills required to solve problems, creation of new knowledge about relevant persons,
increase receptivity to new knowledge). Thus, we can conclude that individuals do not make any difference
between the personal and the organizational aims as regards the impact of the projects on the development of the
skills required to solve problems, widen knowledge about important persons in the field of activity, creation of
knowledge, valuable for the organization, increase receptivity to new knowledge, valuable for the organization.
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Fig. 4. Estimation of the impact of projects on personal level, depending on the experience in project work

Work hypothesis 3, ,,Both on personal and organizational level, the impact of working in project teams on the
analysed characteristics is even higher as the experience in working in project teams is wider”, is confirmed, as it
can be seen in figures 4 and 5. The greater the number of projects in which the individuals took part, the higher
the scores they give. We mention that, for the sake of a simple presentation, we have not selected the series of data



corresponding to involvement in 2.4 and more than 5 projects. Nevertheless, we note that they rank in the general
tendency to give higher scores, more visible on personal than on organizational level.
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Fig. 5. Estimation of the impact of projects on organizational level, depending on the experience in project teams

5 Conclusions

In KFPM, the existence of a strong cooperative and collaborative culture is a prerequisite requirement for the
creation, maintenance, transfer and use of knowledge both at individual and organizational as well as national
level.

The functioning of structured or technological knowledge transfer interventions without adequate mechanisms
that encourage cooperation is not guaranteed. Nowadays, the connection of ideas serves more than the attempt to
protect them. When we see innovation in nature and culture, the environments building walls around good ideas
tend to be less innovative on a long term than the more open environments. Good ideas want to connect, to fusion,
to recombine. They wish to reinvent themselves transcending the conceptual frontiers, to complete each other so
much more as they wish to compete one against another. Moreover, the innovative process is very much supported
by an approach based on experimental discovery and solving of problems where failures are not punished but
considered learning lessons and steps to success. The more diverse the ideas and solutions for problems at a certain
level, the greater the recorded increase, since, when re-combined, old and new ideas and solutions exponentially
generate other ideas and solutions. Mistakes are good because the solutions which are not viable can be reused at
a later stage; that is why they should not be considered wasted time and money but gains in experience and surplus
of intangible fortunes.

Our study showed especially that the Romanian academic environment is a nest of knowledge flows as well as
a hub capable to guide them towards their practical use in the business environment. The knowledge web created
in universities represents a creative, innovative, difficult to neglect potential and its valorization could lead
Romania on a better position in the profile international rankings. In this respect, projects play a significant role.
As a conclusion, we consider that the collected and analyzed data confirm the hypothesis we have defined at the
beginning of the study and support the idea of projects as a panacea for turning the knowledge flows into
innovation. The influence of the projects as knowledge swirls in the personal and organisational life is a positive
one.
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